Meet the Speaker

Karl Heimer

» Founder: CyberAuto Challenge
» Co-Founder: CyberTruck Challenge

» Sr. Technical Advisor for Cybersecurity to the Michigan Auto Office &
Michigan Defense Center

Past Positions

> Battelle, Sr. Research Director for Cybersecurity

» Sparta, Division Manager

» Lockheed Martin, Sr. Program Manager

» US Army, OIC Army Technical Counter-Intelligence Cyber-forensics
Laboratory (and other assignments)

Education

» Master’s of Science, Computer Science

Karl Heimer
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Automotive-ISAC - Information Sharing & Analyst Center (Auto-ISAC)
Education - The CyberAuto Challenge and CyberTruck Challenge

Karl Heimer, Sr. Consultant for Cybersecurity to Michigan Auto Office & Michigan Defense Center
Founder: CyberAuto Challenge; Co-Founder: CyberTruck Challenge
Auto-ISAC Summit, Plano, Texas

October 23-24, 2019 AUTO-IS A C

Automotive Information Sharing and Analysis Center



Training = Quality Assurance




Training = Quality Assurance

| can make more generals,
but horses cost

- Abraham Lincoln




Training = Quality Assurance

Practicality

Currency Fusion/Synthesis
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What is the CyberTruck Challenge? N
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* A practicum based training event

e Teaches the basics of “hacking”
skills to university students

Forms “learning groups”

composed of students, industry
experts, hackers, and
government engineers

Real trucks
Real hackers

A real challenge




Mission & Purpose

* Help develop the next generation
workforce by bringing awareness,
excitement, professional involvement,
and practicum based training to the
heavy vehicle cyber domain.

* Help establish community of interest
for heavy vehicle cyber that
transcends individual companies or
departments and reaches across
disciplines and organizations to make
a more universal and experienced
base of engineers and managers.




What we do at the CyberTruck Challenge & ey

We teach college students (> 50%
graduate students) to hack modern
commercial vehicles

We form teams including:
* 6-8 students
* 3-4 manufacturers
* 2-3 suppliers
» 2-3 academics
* 1-2 hackers

We provide excellent training from
industry recognized cyber experts

The teams conduct targeted and open-
ended assessments of a modern (2017 or
newer) commercial vehicle




Protections and Confidentiality

Army TARDEC &

* The CyberTruck Challenge is pro-Industry

 All participants sign a Non-disclosure agreement
* Protect Brands

* Sponsors can withhold their logo.

* Industry sponsors can redact photos and content.
In 2019 we will not allow media on premise

* All notes and work product are destroyed on the
last day.

* Computers are reformatted.
* No social media during the event.

* No phone or photos (other than the designated
event camera — high quality camera with tripod —
you can take any pictures with this camera and
we will post acceptable photos).




Schedule & Curriculum
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CyberTruck Challenge 2019 Schedule

Time

Sunday, 23 June

Monday, 24 June

Tuesday, 25 June

Wednesday, 26 June

Thursday, 27 June

Friday, 28 June

Group A Group B

Group A I Group B

Before 0700

0700-0800

0800-0900

0500-1000

1000-1100

1100-1200

1200-1300

1300-1400

1400-1500

1500-1600

1600-1700

1700-1800

Site Closed

Site Closed

Site Closed

Site Closed

Site Closed

Site Closed

Free

Free

Free

Free

Free

Breakfast/Registration

Breakfast

Breakfast

Breakfast

Breakfast

Welcome and NDA

Truck Systems Intro

CANBUS Wireless

Android

Wireless

Crypto Truck Systems

Assessment

Assessment

Student Team
Briefs

Review™

Lunch

Lunch

Lunch

Lunch

CANBUS {cont'd) L

Truck Systems Intro

Android

CANBUS

Truck Systems

Hardware RE Software RE

1800-1900

1900-2000

2000-2100

Informal Welcome
Reception (offsite)

Dinner

Software RE Hardware RE

Free

Dinner

2100-2200

Site Closed

Site Closed

Tool Talk*®

Site Closed

Hosted "Tour of
Greater Detroit fo
Career and Fun"




What's it like?
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Student Participation & Growth

Number of Participating Colleges

CTC 2018 CTC 2019

CTC 2017

Universities increasing by ~6/year
Several developing vehicle cyber
programs

Others lack programs, but individual
students show interest

Few schools drop out after introduction

Universities Represented

\A

m Cal State Northbridge

Draper Labs - MIT
m Michigan Tech
= Walsh College
= Queen's University
SUNY

m U Washington

I\ 4

® Colorado State
® Eastern Michigan U
= Northern Michigan
= Penn State

Ohio State

RIT

m Virginia Tech

U-Maryland

® Michigan State

m Oakland U

m Howard University
U Tulsa
West Point

m George Mason




More States / Regions Represented

Number of States/Provences Participating

States / Regions Represented

CTC 2017 CTC 2018 CTC 2019

California ™ Michigan ™ Colorado ™ Maryland ™ Mass.

Expanding regional representation mDC Ohio Oklahoma ™ New York m Virginia
Few Regions drop out after introduction Washington B Tens B Canada

Seek help finding more international

participation




Outcomes — Student Intent & Connections

Has attending made you MORE likely to

enter this industry?

Maybe
6%

Have you found a mentor?

No Response
0%

Yes
89%
B No Response Yes mNo mMaybe mNo Response




"In one short week | came together with a range of professionals, students, and hobbyists. We spent
two days getting a broad crash course in reverse engineering. Then with teams and a mentor, we chose
a project or two from a range of levels that make up the various truck systems. It was intense; | was
totally engaged; it was one of the most fantastic weeks of my life."

-- Zach Aubin, Graduate Student in Computer Science, Class of 2022.
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Plans over next 1-5 years

—I}-Pre-worlkand-selection—
2.) College program tie-in 1.) EV-EVSE attack vectors (electrical vehicle infrastructure
3.) CTF component 2.) “Smart City” attack vectors
4.) NSF Workshops 3.) Crypto update pending advances in quantum cryptography

A A
| ' |
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|

1.) Metrics Framework
2.) Tools and vuln checkers
3.) Security product targets




SAVE THE DATE — CTC2020

e CyberTruck Challenge 2020
* Macomb CC Sports & Expo Center
* June 21-26, 2020

e Optional “Detroit Day” during which
participants can get some of the “Detroit
Experience” —and MEDC outreach activity

* Question? Sponsorship? Mentorship?

Sign-up? Email or call
e jeremy.daily@colostate.edu
e karl.heimer@outlook.com



mailto:jeremy.daily@colostate.edu
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SAE CyberAuto Challenge 2020



What is the CyberAuto Challenge?

The Challenge is a week-long (5 day) practicum based
workshop

e series of classroom lessons and discussions
alternating with hands-on work using
— real cars
— real equipment
— real communications protocols
 team with industry experts including automotive

engineers, government engineers, and ethical
“white hat” hackers.

e plan and perform analysis and provide input on
current model full-feature cars

ST

Forging the next generation auto
cyber engineer

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



Value Proposition

* Awareness of relevant automotive cybersecurity issues
* Increased vehicle electrical/electronic system complexity
* Increased number of interfaces — wireless and wired

* Cooperative relationship building
* Collaboration among students, industry, gov't,
academia fostering mentor — protégeé relationships

 Workforce development J™
* Exposing high school and college students to high tech / <)
careers in auto industry j S
* Improving current auto engineer cybersecurity skills
and knowledge
* Intern / employee recruitment opportunity



Twin, co-equal goals:

 1.) Develop a talent pipeline for government/industry by training and
exciting the next generation workforce about careers in automotive
cybersecurity

« 2.) Foster and support a community of interest regarding automotive
cybersecurity to help facilitate both understanding and communication
among industry, government, and the research community



Benefits for students

Develop foundational understanding of security approaches

* Learn about unique automotive cyber issues

* Increase technical skills; particularly in CAN protocols and programming
e Put theory to practical use

* Develop initial project management skills; experiencing time constraints and
limited resources

* Team with working engineers and researchers in a professional environment

e Develop relationships with professionals and other students....now they are a
part of a “community of interest” — the auto cyber community!

* Participate in a unique event aimed at developing a new discipline for the
automotive industry

Copyright © SAE International. Further use or distribution is not permitted without permission from SAE



Benefits for professional team members

Develop and deepen peer to peer relationships with automotive engineers (OEM and
supplier), researchers and government representatives

* Raise awareness among students of the highly technical nature of automotive jobs;
Igniting interest in automotive careers

Actively develop the future talent pipeline in cybersecurity, ensuring a well-trained
and educated workforce for the automotive industry

Develop mentor-protégeé relationships with students

Directly assess student capabilities for potential

job recruitment

* Developed a germ of cyber auto “community

of interest” for the future




The Cohort




Challenge week schedule

Monday 22July2019

Tuesday 23July2019

Wednesday 24July2019

Thursday 25July2019

Friday 26July2019

Lab Orientation

Hardware RE

Team Intros / Integration

Networking / Break

Hardware RE EV - EVSE

Networking / Break

SocketCAN CANBUS 1

Networking / Break

SocketCAN CANBUS 1

CANBUS 1 CANBUS 1 Hardware RE CANBUS 2 | Hardware RE Wireless Wireless
X X EV - EVSE
Networking / Break Networking / Break Hardware RE SocketCAN
CANBUS1 | CANBUS1 | Hardware RE [SOfWareRE | Hardware RE | CANBUS 2
L h L h
unc unc L
CANBUS1 | CANBUS1 | Hardware RE Hardware RE | -\ npys p |-Hardware RE
CANBUS 2 SocketCAN
Networking / Break Networking / Break Wireless
EV - EVSE

CANBUS 2 CANBUS 2

Networking / Break

Networking / Break

Wireless EV - EVSE

CANBUS 2
| SocketCAN

Wireless

EV - EVSE

Ethics
Team Planning & ROE

Dinner

Dinner

Dinner

Transport to Dorms

Transport to Dorms

Transport to Dorms

Copyright © SAE International. Further use c

Group 1 Group 2 Group 3 Group 1 Group 2 Group 3 Group 1 Group 2 Group 3 Group1l Group2 Group3 | Groupl Group2 Group3
Breakfast Breakfast Breakfast Breakfast
Welcome ROE and Planning
CANBUS 2 Wireless EV - EVSE Wireless SocketCAN Sleep / Recover / Clear Residence

Review of NDA

Graduation

RELEASE

24-hour

0700-0730
0730-0800
0800-0830
0830-0900
0900-0930
0930-1000
1000-1030
1030-1100

1100-1130
1130-1200
1200-1230
1230-1300
1300-1330
1330-1400
1400-1430
1430-1500
1500-1530
1530-1600
1600-1630
1630-1700
1700-1730
1730-1800
1800-1830
1830-1900
1900-1930
1930-2000
2000-2030
2030-2100
2100-2130
2130-2200
2200-2230
2230-2400
0000-0630 ne¢



What are we Seeking

Highly qualified and motivated students
* High school juniors and seniors

* College

OEM vehicle teams
* Vehicle to use as a “learning platform”

* OEM engineers; 2-3 as team members

Supplier participation

e 1-2 vehicle team members

Technical subject matter experts to provide training or lectures

Funding support; various sponsorship levels available



SAVE THE DATE — CAC 2020

e CyberAugo Challenge 2020
* Macomb CC Sports & Expo Center
e July 12-16, 2020

e Question? Sponsorship? Mentorship? Sign-up? Email or call

e marc.leduc@sae.org
e karl.heimer@outlook.com



mailto:Marc.leduc@sae.org
mailto:karl.heimer@outlook.com

Future Vectors

* What new topics to consider?

 What do you need to see or hear for your organization to sponsor
and/or participate?

e |s this a useful talent identification tool?

* |s this sufficiently technical to be a competency measurement?
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CONTACT INFO

Karl Heimer
- Owner, Heimer & Associates
- Sr. Technical Adviser for Cybersecurity to the Michigan Auto Office & Michigan Defense Center
- Founder, CyberAuto Challenge
- Co-Founder, CyberTruck Challenge

+1.248.270.0117
karl.heimer@outlook.com
Linked-In: linkedin.com/in/karl-heimer
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