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Let’s get started

INTRODUCTION TO TRUCKS
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What is a Truck?

= Generally called heavy vehicles

= Classifications based on Gross
Vehicle Weight Rating

Federal Highway Administration

Vehicle Class GVWR Catagory
Class 1: =6,000 lbs Light Duty
Class 2: 6,001-10,000Ibs <10,000 Ibs

Class 3: 10,007 -14,000 lbs

16,000 Class 4: 14,001 -16,000 |bs
Medium Duty
19,500 Class 5: 16,001 -19,500 |bs 10,001 - 26,000 |bs
e Class &: 19,501-26,000 |bs
33,000 Class 72 26,007 -33,000 |bs Heavy Duty
0 Class 8 =33,001 Ibs 26,001 Ibs
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Full Size Pickup Mini Pickup Minivan Utility Van
Class Two: 6,001 to 10,000 Ibs.

Crew Size Pickup  Full Size Pickup Mini Bus Minivan Step Van Utility Van

Class Three: 10,001 to 14,000 Ibs.

City Delivery Mini Bus Walk In

Class Four: 14,001 to 16,000 Ibs.

s N W A

City Delivery Conventional Van Landscape Utility Large Walk In

Class Five: 16,001 to 19,500 Ibs.

nan BR PG

Bucket City Delivery Large Walk In

Class Six: 19,501 to 26,000 Ibs.

Beverage Rack School Bus Single Axle Van Stake Body

Class Seven: 26,001 to 33,000 Ibs.

City Transit Bus Furniture High Profile Semi Home Fuel
SJOL sooloi m
Medium Semi Tractor Refuse Tow

Class Eight: 33,001 Ibs. & aver
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By o BEE s
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Cement Mixer Dump Fire Truck Fuel
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Heavy Semi Tractor Refrigerated Van Semi Sleeper Tour Bus



https://afdc.energy.gov/data/10381
https://afdc.energy.gov/data/10380

Comparison of Cars and Trucks

Cars Trucks
Four Wheels 4 to 18+ Wheels
Focused on Individual Consumer Focused on Utility or Fleet Customer
Vertically Integrated Horizontally Integrated (more options)
Proprietary CAN bus SAE ]1939 Standardized CAN
11-bit CAN IDs 29-bit CAN ID include Source Address
Single dealer computer per brand Multiple vendors for ECU diagnostics
SAE ]J2534 for diagnostic tool ATA/TMC RP1210 for Diagnostic Tool
No communications to trailers SAE 1560 has PLC4TRUCKS
Mostly Gasoline Powered Mostly Diesel, needs DEF
Hydraulic Brakes Air Brakes (needed for trailers)
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Why are there computers on trucks?

Regulations to Reduce Emissions

Many software requirements are written by California Air Resource
Board (CARB).

Computer control enables aftertreatment of exhaust

Fuel Efficiency
Competitive Advantage
Fleet customers care about small improvements

Automated Troubleshooting
Mechanics are now technicians
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With all these computers, we need

HEAVY VEHICLE NETWORKING
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Heavy Vehicle Networks

+12V
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_ ] o Current' .
Simplify Wiring Suitch | 3 Tv
Enables multiple systems T s Es',?%ﬂ:n?' e
on one bus Switch Packs Eéd
Data sharing between ECUs Sensar j et
. . Outputs
External interface with 6 or hE
O-pin connector ! !
{ Data Link {
. Automatic Electronic
Enging ransmission ABS auge
Controller T Contiollar Controller C();Ius?er
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Network Standards

SAE J1708 and J1587
Based on a 9600 baud RS-485 connection
Similar to the serial port on a computer
Phased out, but still on the road (DDEC 4 and 5, Cat ADEM3)

SAE J1939

Based on a 250,000 baud Controller Area Network (CAN)
connection

CAN is used on passenger cars too.
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J1708 Network Messages

Speed signals are interpreted and broadcast as serial messages in
frames.

J1708 Frame:

MID: Message Identifier
128 (0x80) for Engine
183 (0xB6) for Off-board Programming Station

PID: Parameter Identification
84 (0x54) for Road Speed
190 (OxBE) for Engine Speed

MID PID DATA  Checksum
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Interpreting J1708 Data

A.84 ROAD SPEED
Indicated vehicle velocity.

Parameter Data Length: 1 Character

Data Type: Unsigned Short Integer

Bit Resolution: 0.805 km/h (0.5 mph)

Maximum Range: 0.0 to 205.2 km/h (0.0 to 127.5 mph)
Transmission Update Period: 0.1 s

Message Priority: 1

Format:
PID Data
84 a
a— Road speed
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Example Speed Data
J1708 Hex Serial Data is found in a log file:

Line | Abs Time(Sec) |Rel Time (Sec)|Er| Tx | Description MID PID DATA
24723| 538.7992186 | 0.005920976 | F | F | J1708 S80 80 54 37

MID: Engine

PID: Road Speed

Determine Decimal (55 in this case)
Multiply by 0.5 (27.5 in this case)
Append units from J1587: 27.5 mph
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Converting Hex to Decimal

= Excel: =HEX2DEC(“37”) Enter values as hex
= Windows Calculator

= Python: >>> pgn = exFEF1
>>> pgn

Default display is a decimal

65265 Use a format statement to display hex
>>> "{:04X}“.format(pgn)

FEF1

>>> int("65265")

65265

>>> int("OxFEF1",16) Convert hex strings to integers
65265

>>>
August 2021 CyberTruck Challenge 14
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Controller Area Networks

Serial bus introduced by Bosch in 1986

A 2-wire bus with multi-master capability with Collision Detection,
Arbitration, and Error Checking
Result: nearly 100% data integrity in harsh environments

Trusting... all messages are inherently believed

<IG0OL T'D }”_-w ............................... A F B 16.80

4 F @B 19.0u

v

Normal CAN > ”l I l I I I | Il II I Flooded CAN>

|.1 24. F’ Fre 1, L. ﬁgg kHz I__,In-,_a;;.;j.zj ER T T

:g.iElﬂJ
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SAE J1939

Built on CAN
Fast enough for real-time control

250k (black connector)
500k (green connector)

Uses the message identifier to define purpose.

Defines everything from physical connections to diagnostic
applications.
Provides the basis for understanding and interpreting some
of the data.
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J1939 Connector (9-Pin)

Pin A: Battery (-)
Pin B: Battery (+)
Pin C: CAN High
Pin D: CAN Low
Pin E: CAN Shield
Pin F: J1708 (+)
Pin G: J1708 (-)
Pin H: OEM Use or an CAN High = Check for +12 V on pin B with Pin A to ground

: . nd = Check for 60 Ohms between Pin C and D on
Pin J: OEM Use or 2" CAN Low 11939 enabled vehicles with vehicle off.
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Pinouts

s https://www.dgtech.com/wp-
content/uploads/2016/04/Pinouts ICR.pdf

DG Technologies Product Pinouts and Industry Connectors
Reference Guide

Including the J1939 Type-2 Connector, CAN-bus Troubleshooting, and 2013+ Volvo J1962 Connector

August 2021 CyberTruck Challenge
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https://www.dgtech.com/wp-content/uploads/2016/04/Pinouts_ICR.pdf

Industry Connectors

= DG Tech’s Guide
http://www.dgtech.com/product/dpa5/manual/DPA Pinouts.

pdf

= Deutsch Catalog from LADD distribution (pg 92 for CAN)
https://laddinc.com/wp-content/uploads/2014/08/LADD-
Catalog.pdf

= Digi-key for buying parts:
http://www.digikey.com/Suppliers/us/Amphenol-Sine-
Systems.page?lang=en
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Model for Network Communication

“APPLICATION = OUTGOING FRAME INCOMING FRAME | APPLICATION
X' | CONSTRUCTION REDUCTION _ v
APPLICATION 7 A APPLICATION

PRESENTATION 6  PRESENTATION
SESSION 5 ~ SESSION
TRANSPORT 4 . TRANSPORT
NETWORK 3 . NETWORK
DATALINK 2  DATALINK
PHYSICAL  / 1 . PHYSICAL

PHYSICAL TRANSMISSION MEDIA

FIGURE 1 - THE OSI SEVEN LAYER MODEL
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SAE J1939

Arranged to reflect OSI model
J1939-1X: Physical connections
J1939-2X: Transport layer for long messages
J1939-7X: Application layer (bring meaning to data)

Controller Applications (CA) are given source addresses
Defines message transport protocol for up to 1785 bytes

Defines source address claiming
Every CA is expected to have a unique address
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Extended CAN Frame Structure

R Data Frame (number of bits = 64 + 8N) -

- 32 > |—  — P ——————————3N (0<N<8) o 16 > |— 7 —

Arbitration Field Control Data Field CRC Field

U Field End of
5* 11 > i 18 - B P - - 8 ol It B 8 - 15 il Frame
ia N
‘3 ~ - o CRC AE &

= b~ Sl — = & Ul

— o == [&4 = < 75
K U 8582 A G
0 1[1 0j0jo - 1 Ljrfrjrjrjegrf1

5
-4— Identifier —— -——— Extended Identifier —————® | & I_D:t:;[h
£ I
-t -
Message - = § Code
Filtering % - -
- Stored in Buffers - R Stored in Transmit/Receive Buffers
- -
. . g Bit Stuffing
29-bit Identifier . .
. Control Data Field Error Checking
(Arbitration) _
Field

Data typically transferred up to 8 bytes at a time
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Extended CAN Format for J1939

CAN EXTENDED g IDENTIFIER : E', IDENTIFIER EXTENSION ?
FRAME FORMAT | 2 11 BITS ~ | e 18 BITS :
S [PRIORITY| E | D | PDUFORMAT (PF) | S | I | PF PDU SPECIFIC (PS) SOURCE ADDRESS | R
J1939 FRAME | o DIP 6 BITS (MSB) R | D [(CONT) (DESTINATION ADDRESS, T
FORMAT | 5 R | E GROUP EXT. OR PROTIRETARY) R
321 8|7/6|5/|4]3 211(8|716|5|al3/2/1/8/7|6|5|al3]2]1
“gfo':sﬁgﬁB'T 11213456789 10/11]12(13/14/15]16|17/18|19]20|21| 22| 23| 24| 25| 26| 27| 28| 29| 30| 31| 32| 33
CAN 29 BIT ID
DOSITON 28|2726|25|24|23| 22|21/ 20|19 18 17(16/15(1413[12[11/10| 9 | 8 [ 7|6 5] 4|3 |2| 10
SOF = Start of Frame SRR = Substitute Remote Request
EDP = Extended Data Page IDE = Identifier Extension Bit
DP = Data Page RTR = Remote transmission request

PDU = Protocol Data Unit
PF = PDU Format

PG = Parameter Group Source: SAE J1939-21
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and Arbitration

CAN Collisions

Problem:
All have access to the bus at the same time
Multiple devices try to send data at once

Solution:
CAN Arbitration where the highest Priority message comes through
Others wait and retry

Arbitration

Message Identifier (MID) determines priority
0 is dominant, so lowest MID wins
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29-bit Identifier Example

CAN Extended Frame Format Identifier SRR |IDE Identifier Extension
11939 Frame Bit Position 1 2] 3] 4] s] e 7] 8] 9] 10] 11] 12] 13] 14] 15] 16] 17pwa8] 19] 20] 21] 22] 23] 24] 25] 26] 27] 28] 29] 30] 31] 32| 33

Transmitted Parameter Group Number (PGN)
J1939 Frame Format Start Priority EPD|DP Protocol Data Unit Format (PF) PDU Specific (PEL(Either a DA or GE) Network Unique Source Address (SA) [RTR
29-bit Identifier Position 28] 27] 26| 25| 24| 23] 22] 21] 20] 19] 18 17] 16] 15| 14] 13] 12]wal 10] 9 8 7] 6] 5| a] 3] 2] 1] o
Decimal value for PGN 32768 (16384 | 8192| 4096| 2048| 1024 512 256 128 64 32 16 8 -Zl 2 1
Ex. 1: Transmission Control 0 0 0 0 0 0 0 0 0 0 0 0 1 0 0 0 0 0 0 G 0
Ex. 2: Pending DTC o[ of of of o 1 1 1 1 1 1 0 1 1 0 o] o o] o 1 0y
Ex. 3: Immediate Fault Status 0] 0] of 0of 0O 1 0 0 1 1 1 1 1 0 0 0 0 0 0 0 0| |
CAN Extended Frame Format Identifier SRR |IDE Identifier
J1939 Frame Bit Position 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22

Transmitted Parameter Group Number (PGN)

J1939 Frame Format Start Priority EPD|DP Protocol Data Unit Fermat (PF) PDU Specific (PS) (Either a DA or
29-bit Identifier Position 28| 27| 26| 25| 24 23 22 21 20 19 18 \ 17 16 15 14 13 12 11 10
Decimal value for PGN 3276816384 | 8192 4096| 2048 1024 \\ 512 256 128 64 32 16 8 4
Ex. 1: Transmission Control 0 0 0 0 0 0 0 0 0 0 0 N 0 1 0 0 0 0 0 0
Ex. 2: Pending DTC 0 0 0 0 0 1 1 1 1 1 1 d 1 1 0 0 0 0 0
Ex. 3: Immediate Fault Status 0 0 0 0 0 1 0 0 1 1 1 1 1 0 0 0 0 0 0

Some messages have higher priority over others.
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Sheet1

		CAN Extended Frame Format				Identifier																						SRR		IDE		Identifier Extension

		J1939 Frame Bit Position		1		2		3		4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28		29		30		31		32		33

												Transmitted Parameter Group Number (PGN)

		J1939 Frame Format		Start of Frame		Priority						EPD		DP		Protocol Data Unit Format (PF)																				PDU Specific (PS) (Either a DA or GE)																Network Unique Source Address (SA)																RTR

		29-bit Identifier Position				28		27		26		25		24		23		22		21		20		19		18						17		16		15		14		13		12		11		10		9		8		7		6		5		4		3		2		1		0

		Decimal value for PGN														32768		16384		8192		4096		2048		1024						512		256		128		64		32		16		8		4		2		1																				PGN Calculated

		Ex. 1: Transmission Control				0		0		0		0		0		0		0		0		0		0		0						0		1		0		0		0		0		0		0		0		0																				256

		Calculated PGN Value														0		0		0		0		0		0						0		256		0		0		0		0		0		0		0		0

		Ex. 2: Pending DTC				0		0		0		0		0		1		1		1		1		1		1						0		1		1		0		0		0		0		0		1		0																				64898

		Calculated PGN Value														32768		16384		8192		4096		2048		1024						0		256		128		0		0		0		0		0		2		0

		Ex. 3: Immediate Fault Status				0		0		0		0		0		1		0		0		1		1		1						1		1		0		0		0		0		0		0		0		0																				40704

		Calculated PGN Value														32768		0		0		4096		2048		1024						512		256		0		0		0		0		0		0		0		0









Notes:
If PDU Format (PF) is 0 and 239, then use PDU1 with PS being a Destination Address (DA)
If PDU Format (PF) is between 240 and 255, then use PDU2 with PS being a Group Extension (GE)
There are 24 bits sepcific to J1939 so there are 1.67 million identifiers in the standard. The first bits are for OEM priortiy optimization.
Transmission Control: PGN = 256
Pending Diagnostic Trouble Codes: PGN = 64898
Immediate Fault Status: PGN = 40704
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Source Address and Address Claiming

See Digital Annex for a list of Source Addresses

After power-on or reset

Start Send Address
Claim

250 msec
expired?

Received
—<_Contending Address
Claim?

Yes

Yes

Operational
Enter DEFUNCT
Send and State
Receive
Normal T
J1939 Traffic
Address No

* Selection

v Send Address v
e Claim es

No

Received
Address
Request?

New Address
Available?

!

Scan through the
list of available
addresses and
select the next

available

\

Contender's
NAME higher
priority?
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Address NAME Field

Arbitrary | Industry | Vehicle | Vehicle | Reserved Function ECU Manufacturer Identity
Address System | System Instance | Instance Code Number
Capable Instance
SAE SAE SAE SAE SAE
1 bit 3 bits 4 bits 7 bits 1 bit 8 bits 5 bits 3 bits 11 bits 21 bits

. From SAE J1939-81, the following NAME field is 64 Bits (8 bytes) long.

. Value is translated with little endian format (Intel), so the least significant
byte is first.

. Example 1: Caterpillar C15 with ADEM4 ECU

canl 18EEFFO@ [8] DO 6B 01 01 00 00 00 50 [N
Priority = 6,
. Example 2: Detroit Diesel CPC3Evo Parameter Group Number = OXEEOQO,

canl 18EEFF@0 [8] ©0 00 CoO 01 00 00 00 00 Destination Address = OxFF (Global),
Claimed Source Address = 0x00 (Engine #1)

. Example 3: Allison Transmission

canl 18EEFFO3 [8] 64 00 40 00 00 03 03 10
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Example 1: Caterpillar

canl 18EEFFo0 [8] DO 6B 01 01 00 00 00 80

. Byte 8 (0x80) = 0b1000 0000, which means:
— itis arbitrary address capable,
—  theindustry group is 0 (global), and

— the vehicle system instance is zero.

. Byte 5 -7 (00 00 00), which means:

—  the vehicle system, function, and function instance are all zero,
which is consistent with an engine controller

. Byte 4 (0x01), Bits 1-8 = MSB of Mfg Code
Byte 3 (0x01), Bits 8-6 = LSB of Mfg Code
— 0b0000 0001 0006-6604-= 0b1000 = 8 (dec)

. Byte 3 (0x01), bits 1-5 = MSB of Identity Field
Byte 2 (0x6B) = 2" byte of identity field
Byte 1 (0xDO0) = LSB of identity field
—  0b0 0001 0110 1011 1101 0000 = 93,136 (dec)

Colorado State University

Manufacturer ID Codes (Table B10)
The list of all Manufacturer ldentifier code assighments.
Return To Documentation Tab

R| MiriD Manufacturer
0 Reserved
1 Bendix Commercial Vehicle Systems LLC (formerly Allied Signal
Inc.)
2 Allison Transmission, Inc.
3 Ametek, U5 Gauge Division
4 Ametek-Dixson
9 AMP Inc.
6 Berifors Electronics AB
7 Case Corp.
- O Caterpillar Inc.

/ 9 Chrysler Corp.
10 Cummins Inc (formerly Cummins Engine Co)
11 Dearborn Group Inc.
12 Deere & Company, Precision Farming
13 Delco Electronics
14 Detroit Diesel Corporation
15 DICKEY-john Corporation
16

Eaton Corp




Example 2: Detroit Diesel

Manufacturer ID Codes (Table B10)

canl 18EEFF00 [ 8] P90 00 CO O1 00 PO ©O 00 The list of all Manufac_furer Identifier code assignments.
Return To Documentation Tab
. Byte 8 (0x00) = O0b0000 0000, which means: R| MfriD Manufacturer
— itis NOT arbitrary address capable, - 0 : Reserved ;
_ the industry group is 0 (global), and 1 E,ir_l;jix Commercial Vehicle Systems LLC (formerly Allied Signal

. Byte 4 (0x01), Bits 1-8 = MSB of Mfg Code
Byte 3 (0xCO0), Bits 8-6 = LSB of Mfg Code

— 0b0000 0001 1106-8600-=0b1110 = 14 (dec)

Cummins Inc (formerly Cummins Engine Co)
Dearborn Group Inc.

Deere & Company, Precision Farming

Delco Electronics

— 14 Detroit Diesel Corporation

. _ . . 15 DICKEY-john Corporation
- Byte 3 (0x01), bits 1-5 = MSB of Identity Field 16  Eaton Corp

Byte 2 (0x00) = 2" byte of identity field ”
Byte 1 (0x00) = LSB of identity field
— 0b0 0000 0000 0000 0000 0000 (likely not used)

Colorado State University

—  the vehicle system instance is zero. 2 Alison Transmission, Inc.
3 Ametek, U5 Gauge Division
; 4 Ametek-Dixson
. Byte 5 -7 (00 00 00), which means: 5 AMP Inc.
—  the vehicle system, function, and function instance are all zero, ? g‘zrs';“;ﬁfmm"'cs AB
which is consistent with an engine controller 8 Caterpillar Inc.
9 Chrysler Corp.
10
11
12
13




Example 3: Allison Transmission

All Industry Groups Inclusive NAME Functions (Table B11)

can 1 1 8 E E F F @ 3 [ 8 ] 6 4 @@ 4@ e@ @e e 3 @ 3 1@ The NAME Functions assigned to the lower 128 Function values. These lower 128 NAME Function values are independent of the
Vehicle System or Industry Group, which means they can be used all eight Industry Groups. These should not be confused with

the upper 128 NAME Functions of Industry Group 0 which is an Industry Group itself but applicable to all industries. The NAME

° Byte 8 (0X10) — Ob0001 OOOO, Wh|Ch means: fields are described in SAE J1939-81.

Return To Documentation Tab

— itis NOT arbitrary address capable, Revised | Function ID Function Description Notes

- - - -

0 Engine While the function identifies what is typically the
mechanical power source of the machine, the reference
tends to be to the management system that controls the

the industry group is 1 (on-highway), and

— the vehicle SyStem instance is zero. torque vs speed vs command (typically throttle) of said
power source.
. . . . 1 Auxiliary Power Unit (APU) Power source for operating systems without the use of the
. Byte 7 (0x03), the vehicle system is the transmission prime ‘drive’ engine.
\ 2 Electric Propulsion Control Control system which operates the drive mechanism when
. . . . it is electrically powered, such as baftery-motor, or engine-
. Byte 6 (0x03), function is the transmission generator-motor hybrids
3 Transmission A mechanical system for alter the speed vs torque output
. . . of the engine to a level usable by another system on the
° Byte 5 (OXOO), the funCtlon and ECU InStance IS machine. Although again the network reference is actually
. . to the system which controls the operation of said
y . . tranemic<inn
zero, which means it’'s the first instance. Manufacturer ID Codes (Table B10)
) _ The list of all Manufacturer Identifier code assignments.
¢ Byte 4 (OXOO)’ Bits 1-8 = MSB of Mfg Code Return To Documentation Tab
Byte 3 (0x40), Bits 8-6 = LSB of Mfg Code R[ MfriD Manufacturer
—  0b0000 0000 0106-0000-= 0b0010 = 2 (dec) | 0 Reserved
| | | | \ 1 Bendix Commercial Vehicle Systems LLC (formerly Allied Signal
. Bytes 3-1 (0x00064) comprise the identity field Inc.)
T 2 Allison Transmission, Inc.
3 Ametek, US Gauge Division
4 Ametek-Dixson

Colorado State University



Address Claimed by Another ECU

After power-on or reset

Start Send Address
Claim

250 msec
expired?

Received
——_Contending Address
Claim?

Yes

Operational

Send and
Receive
Normal
J1939 Traffic

l

Received
Address
Request?

_—

Enter DEFUNCT
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Address l
Selection

v Send Address
es—> Claim

New Address
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No
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NAME higher
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Scan through the
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addresses and
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Learn More about Hacking J1939
Address Claims
Murvay and Groza (2017):

SystemsCyber on Github (Colorado State Univ.)

Campo, Mukherjee, and Daily (2021)

SAE International Journal of Commercial Vehicles
Manuscript Number: JCV-2021-0029R1
Real-time Network Defense of SAE J1939 Address Claim Attacks
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http://www.aut.upt.ro/%7Epal-stefan.murvay/papers/security-shortcomings-countermeasures-SAE-J1939-commercial-vehicle-protocol.pdf
https://github.com/SystemsCyber/TruckCapeProjects/blob/master/Jupyter/06%20J1939%20Address%20Claim.ipynb

Activity On Trucks

FILL OUT TRUCK INSPECTION
WORKSHEET
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Activity

TRACE SCHEMATICS
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DDEC 6 CPC

Identify and trace the following:
Accelerator Pedal Input

Diagnostic Port (i.e. J11939)
Engine CAN

Vehicle Speed Sensor

Challenge: How does the CPC know about Engine RPM?
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Cummins CM2350

s https://quickserve.cummins.com

= Determine the engine components on CAN:
« What pins are used for the VGT?
« What pins are used for the Aftertreatment System?

=« How is engine speed determined?
= What sensor?

= What pins?
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https://quickserve.cummins.com/

Deep Dive into

HOW EVENTS GET SET IN AN ENGINE
CONTROL MODULE
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Overview

Vehicle Speed Data

Synchronized Testing Results
Network Data, EDR Data, and GPS Data
Out-of-service brakes
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We can’t work with this one
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Missing Data??

- -

-

*
-
%

August 2021 CyberTruck Challenge 40



Pavement to EDR Data

VSS Si | ECM Data
Wheels Turn |gnad Calculates Transmitted
Generate on Network
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Sensing Speed

= A magnetic pick-up uses variable reluctance to sense the
rotation of the tailshaft.

L S

\ -
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Pavement to EDR Data

VSS Signal
Generated

Wheels Turn

ECM
Calculates
Speed

Data
Transmitted
on Network

August 2021

CyberTruck Challenge
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Speed Sensing In Action

H
|.I|,I|I||f| ||||| '|||||| lll i“ﬂ||l|
i | il
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Describing a Signal

1000

eDAQ-DDEC6TestingWithHathaway.sie - ToneRing@WheelSpeed.RN_1

—

/|
|

500

o

o
=
=}

-1000

-1500 /

-2000

WheelSpeed(millivolts)

\/

212.26 212.28 212.30 212.32 212.34
Time(secs)
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Describing a Signal (Cont.)

1000 eDAQ-DDEC6TestingWithHathaway.sie - ToneRing@WheelSpeed.RN_1
2 o0
= \ /,/ Offset f/ \
S -500 ; i » .
Q
2 /
SRRNARE 74 W
o -1000
]
L
V \/
-2000 | |
212.26 212.28 212.30 212.32 212.34
Time(secs)
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Actual Vehicle Speed Sensor
Signals

= Wire pierce near the sensor
= Record with the Analog In feature of the eDAQ.
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Example of Actual Speed Sensor
Signal

VSS Tone Ring Signal (0.1 V)
GPS Based Vehicle Speed (MPH)

7

T T
| ‘ 1

w
o

TN

N
o

-
o

o

-
(=]

Speed (MPH)
] IN 1
o

|
245 250 255 260
Time(secs)
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Example of Actual Speed Sensor
Signal (Zoomed)

VSS Tone Ring Signal (0_1xV)35.30171 v:-10.3896 n:23025%3255.33927 v:-10.3927 dx:0.037
GPS Based Vehicle Speed:(MPH) v:24.0398 n:18420

x:255.34 vy:24.0709 dx:0.04 dy:

w
o

N
o

- o =
o o

Speed (MPH)
| IN L}
o

o

o

7

RN

( N\

-

7

|

| |

|

|

|

| /

/

/

/

| |

|

|

|

6 pulses in 0.03756 seconds with 2.93
gears and 19.5 inch radius = 23.7 mph

-50 (GPS = 24.04 mph) \ /
60 ] I 0
/ / V /
-70
255.31 255.32 255.34
Time(secs)
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Example of Actual Speed Sensor
Signal (Starting)

VSS Tone Ring Signal (0.1 V)
GPS Based Vehicle Speed (MPH)

150 TRt
0 WM’H_M
NPV
%10 i
n
-15
-20
h 247.0 247.5 248.0
Time(secs)
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Example of Actual Speed Sensor
Signal (Stopping)

VSS Tone Ring Signal (0.1 V)
GPS Based Vehicle Speed (MPH)

10
TR
TN
3 | A
§.15 i |
% -20 |
25
-30
-35 259.0 25i9.5 > -
Time(secs)
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Speed Sensing Observations

Amplitude of the signal increases with speed.
Frequency of the signal increases with speed.

Peak to Peak may go from 10 mV to over 10 V.

May not be referenced to common ground.

August 2021 CyberTruck Challenge
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Pavement to EDR Data

Data
Transmitted
on Network

VSS Signal
Generated

ECM Calculates

Wheels Turn

Speed

P/N 3684009 ESN 79175207

- 5/N 26103908 £/C AB10419.18-80000 SC
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Determining Speed

A Signal Conditioning chip converts the analog signal into a
pulse train.

Applications

Camshaft VRS Interfaces
Crankshaft VRS Interfaces UMAX is a registered trademark of Maxim Integrated Products, Inc.

Vehicle Speed VRS Interfaces
Simplified Block Diagram

ENGINE BLOCK

s [ )

ZNAXI1/N
MAX9924

DIFFERENTIAL
AMPLIFIER

3

[ uC

ADAPTIVE/MINIMUM
AND
ZERO-CROSSING

THRESHOLDS

51

G INTERNAL/EXTERNAL
6—— BIASVOLTAGE

NAXI N Maxim Integrated Products 1
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Determining Speed (Cont.)

The ECM counts the number of pulses in a given unit of
time, say 0.1 seconds.

The number of pulses is converted to a distance using
pulses per mile (ppm).

Example: 60 pulses in 0.1 seconds.

60 pulses y mile y 3600 sec
0.1 sec 29126 pulses 1 hour

= 74.1 mph
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Getting Pulses Per Mile

Ask the Engine Control Module:
J1587 PID 228: Speed Sensor Calibration
Software output (DDDL shown here)

PGRO008 Vehicle Speed Sensor

Anti Tamper disabled

Axle Ratio 3.700

Number of Output Shaft Teeth 16

Second Highest Gear Ratio 1.000

Tire Revs per Unit Distance 492 1/mile

Top Gear Ratio 0.740

Two Spd Axle Second Axle Ratio 1.000

Vehicle Speed Sensor magnetic pickup vehicle speed sensor
vss absolute diagnostic limit 99.92 mph

vss driving diagnostic limit 99.92 mph

3.700 x 16 x 492 = 29126.4 ppm
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Confirming Pulses Per Mile

Physically Inspect the Vehicle

Component
Information
(maybe in
the glovebox)
Tells what
components
to expect

SE VEWICLE Th WIREER
WHEN DRDERTHG PORTS.

(OHPONENT THFORMATION

TGCHI‘\IUHES o — D R.L.DE c. V.
arty TR HUILA WEXICO ;
DATE OF MR (A
778

ANUFACTURED BY D
DAIMSELa, COAHULLA: =
gos WOEL SOAEET7agen WIS
QISR
RALLLY

px1250648 T ., \
1 FUJBLD ALSBH32SE 3
000 GOV
W44
WAD3620156

: sy 13, 200%
‘324 AQ » 000 R-SRS

A0, QOOW R-SKS

gp1CER QSAQ‘;\
o S e A
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Axle Tag Shows Gear Ratio

= Tag may not
be readable.

= This one
says RATIO
00370.

= Look for
signs of
repair.
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Estimate Rolling Radius

Method 1: Level and Tape Measure
Measure from center to ground of drive wheels
Typical ~19.5-21 inches

Circumference = 3.1415 x 2 x radius, which has units of inches
per revolution

Method 2: Mark the drive wheels and direct measure
circumference

Put grease on the tread and measure the spacing of the grease
mark on the pavement
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Pavement to EDR Data

Data

VSS Signal Transmitted

Wheels Turn ECM Calculates

Generated Speed on Network
ECU ECU ECU ECU
1 2 n-1 n
ced s b
R %DD ] gl (] (] DD% R,
+“—d —»
< L >
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Data Acquisition and

APPLICATIONS TO HEAVY VEHICLES
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Vehicle Description

a8 B . 2008 Freightliner

= Single Drive Axle

= DDEC VI equipped
Detroit Diesel Series
A% 60 Engine
~ = Eaton 10 Speed
Manual

= 2.93:1 Rear Axle
Ratio

August 2021 CyberTruck Challenge
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Component Information
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Procedure

Training Facility Driving (i.e. Closed Course)
Straight line runs with at least 2 hard brake events

Multiple Configurations
Bobtail
Single Pup
Twin Pups
Record while hitching and releasing pups
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Correlated Data Gathering

Simultaneously obtain
Tone Ring (VSS) Signals
J1939 Network Traffic (e.g. Wheel-based Vehicle Speed)
J1708 Network Traffic (e.g. Road Speed)
GPS Based Speeds (Vbox 3i and eGPS-200)
Tape Switch on Brake Pedal
Brake Chamber Pressures

Perform multiple hard braking events
Download HVEDR Data
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Instrument Setup

DG DPAS

-

HBM eDAQ

NeoVI Yellow

Breakout Box
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Instrument

= Details on Instrumentation with links:

https://www.engr.colostate.edu/~jdaily/tucrrc/CorrelatedDDEC6DataSet.html
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https://www.engr.colostate.edu/%7Ejdaily/tucrrc/CorrelatedDDEC6DataSet.html

Speed Spikes and Noise

Nice signals give predictable and reliable results.
Higher speeds V
Lab Simulated Sine Waves

Real Signals may not be nice at low
Compromised circuit
Drive train rattle
Vibration

Longer sample times smooth out n(

\\\\\\\\\\\\\\\\\\
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Speed Spikes at Shift Points

eDAQ-DDEC6TestingWithHathaway.sie - GPS@speed_raw3d.RN_8
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Speed Spikes at Shift Points

eDAQ-DDEC6TestingWithHathaway.sie - GPS@speed_raw3d.RN_8
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Signal Noise When Slow

Some Event Records may show unphysical speed spikes (i.e.
0-55mph in 1 second).

The speed sensing circuit automatically increases sensitivity
with lower amplitudes

More susceptible to noise
Can happen with impulses that cause drivetrain rattle
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Tone Ring Noise From Trailer
Connection

eDAQ-DDEC6Testing.sie - GPS@speed_raw3d.RN_11
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Speed Comparison

eGPS-200 from eDAQ
Vbox 3i GPS

J1939 Network
Wheel-based Vehicle Speed (Tone Ring)
Front Axle Speed (Electronic Brake Controller)

J1708 Network
Road Speec

DDEC Reports
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Speed Records

J1939: Wheel-Based Vehicle Speed

August 2021

Speed (mph)
- N w S (3] (2]
o o o o o o

o

J1939: Front Axle Speed
GPS: VBOX 3i

GPS: eGPS-200

J1708: Road Speed
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\ / M
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Time(secs)
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Speed Records Hard Brake

J1939: Wheel-Based Vehicle Speed
J1939: Front Axle Speed

GPS: VBOX 3i

GPS: eGPS-200

J1708: Road Speed
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Zoom on Speed Feature

J1939: Wheel-Based VehiclesSpeed:7.9873 n:155109

J1939: Front Axle Speed =x:155.

109 y:15.0739 n:155109

GPS: VBOX 3i %:155.109 y:14.8695 n:155109
GPS: eGPS-200 x:155.11 y:14.6489 n:31022
18 J1708: Road Speed %x:155.109 y:10 n:155109
_\_\_‘—'—-—.__
16 i
214 1_ ]
Q ﬁ%he.__‘
= ——_
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6
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Compare Tone Ring Signal to ECM
Calculated Speed

eDAQ-DDEC6Testing.sie - ToneRing@WheelSpeed.RN_2
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DDEC Reports Data

August 2021
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Merge DDEC Data with Network
Data

Hard Brake
60 ; ; 2500
¢ DDEC Reports Speed
50 1{ ——Wheel-based Vehcle Speed
2000
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Speed Data Observations

Network speed data are about 0.1 second be hind tone ring
signal.

GPS units tracked each other around 0.2 mph difference
Front Axle Speed over reported speed

Likely reduced rolling radius from treadware
From the Electronic Brake controller

Road Speed (J1708) and Wheel-based Vehicle Speed (J1939)
show drops in speed

Tire slip from braking

Used the same tone ring sensor
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Air Pressure Transducer (Front Axle)
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Air Pressure Transducer (Rear Axle)
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Air Pressure for ABS Braking

eDAQ-DDEC6Testing.sie - OnMotion@BrakePressLR.RN_2
eDAQ-DDEC6Testing.sie - OnMotion@BrakePressRR.RN_2
eDAQ-DDEC6Testing.sie - OnMotion@BrakePressLF.RN_2
eDAQ-DDEC6Testing.sie - OnMotion@BrakePressRF.RN_2
eDAQ-DDEC6Testing.sie - OnMotion@FAXxSp.RN_2

120
=100 /r A A ;m:::mm\
Q 80 ==
% 60 W | %A
g 40 = /{'T @%ﬂﬂ iy \&l
% 20 W WMW‘ ==
201 —

-20

150 152 154 156 158

Time(secs)

August 2021 CyberTruck Challenge 84



Left Rear Brake Pressure with
Wheel-Based Speed
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Bobtail Braking Results

J1939 brake switch status lags tape switch by 0.07 seconds.
15 psi builds in that time.
40 psi (average operational pressure) lags by 0.25 psi

Data show the pressure modulation from the ABS system.

Front axle pressures tracked each other.
No modulation needed.
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Rear Brake Pressures: Bobtalil
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Rear Brake Pressures:
Single Pup
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Rear Brake Pressures:
Two Pups

eDAQ-DDEC6Testing.sie - OnMotion@WhBsVehSp.RN_9
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Push Rod Stroke - OK
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Push Rod Stroke — (Bad)
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Remove Emergency Brake Line
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This fell to the ground...
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A Dime to Block the Line
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Observations

When the dime was removed no pressure would hold when

the

parking brake was

Dime prevented an air leak from a defective chamber
Service brake worked to depress the spring to release the brake

Pressures were high/normal in the brake line
No Pressure modulation since no wheel slip.

Pus
NO

August 2021

N rod stroke was almost double on the defective brake

bushrod stroke when parking brake was set
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When something goes wrong, we need to know about it.

HEAVY VEHICLE DIAGNOSTICS
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Cummins PowerSpec and Insite
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Cummins

PowerSpec Insite
Sudden Decel Data Fault Code Freeze Frames
Save directly to PDF Fault Schematics
Attribution is through Engine Hours Audit Logs
and Mileage Produces a “Work Order” image
Free (with registration) Reflash firmware

Subscription
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Common Powertrain

Aftertreatment Control Motor Control Module Controller (CPC)
Module (ACM) (MCM)
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Detroit Diesel Software

DDEC Reports Diagnostic Link (DDDL)
Incident Data Fault Code Data
XTR files Schematics
Fleet Management Audit Logs
Free Session Log Files

Turn on DDEC Reports Data
Pages for New Cascadia

Subscription

June 2018 Digital Forensics of HVEDRSs - Day 3
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Fault Code Schematics in DDDL

June 2018

— —
Diagnosticlink - Standard - Oﬁlnel !FUJGLDRBCSEHSZSE} 6-8-2015 1

Identification

-LhFaultcms

¢
Qy Troubleshooting

Instrumentation

Service Routines

170 Central

Parameters

File Edt View Log Paramsters Actions Tools Help

G-O-FUpBHUN

L N R =] [E] T

-
Qf Troubleshooting g/ Engine: DDEC10-DD15

© SPN 9UFMI 4 - EPAOT - EPAT0 - GHGT4

SPN 91/FMI 4 - EPAO7 - EPA10 - GHG14

Circuit Failed Low
1. Disconnect the Accelerator Pedal (AP).
2. Turn the ignition ON (key ON, engine OFF).

3. Measure the voltage befween pins B and C of the AP harness connector.

3.1 I the voltage is between 4 5 and 5.5 volts, go to step 5

3.2 Ifthe voltage is less than 4.5, go to step 4

Full Screen

Find

ran
DiagnosticLink

m

Logged Connections (paused)
CPCOZT: Online

~ Motor Control Module EPA10
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i 13 | vswe o
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___________ -
212
J_ ] GND

45745

4. Measure the voltage between pin C of the AP hamess connector and ground.

4.1. If the voltage is between 4.5 and 5.5 volts, repair the open circuit between pin B of the AP harness connector and pin
Back

Cancel

Log time: 6/8/2015 4:06:22 PM

Digital Forensics of HVEDRSs - Day 3
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Service Manuals

DDEC10 Application and Installation Manual
Bee = $ 1] || @ @[] H B | Fill & Sign | Comment
ﬂ;] Bookmarks IEHZ‘

B3~ ®
[F 1 california

Qé Proposition 65
@

-

DDC-SVC-MAN-0045

Warning and
Engine Idle
Notice
[F' 2 Attention
[P 3 Abstract
={F 4 Introduction
[T 41 Introduction
EHF 5 safety
Precautions
[P 51 safery
Precautions
={F 6 Hardware and
Wiring
=P 6.1 Motor
Control ModuleZ

[T 6.1.1 Engine
Harness
ELP cn -~

EPA10 DDEC10 Electronic Controls
Application and Installation

8.50x11.00 in
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Audit Logs

DiagrEﬁcLink-Sta“me 56) 6-8-201 15:_

File Edit View Log
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June 2018
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GMT
FFFFFFFF
1193047 hr

yes

5/22/2015 2:20:15 PM Central Daylight Time
5/22/2015 2:55:52 PM Central Daylight Time
00000000

3293 hr

10/23/2012 8:26:38 PM Central Daylight Time
10/23/2012 8:37:26 PM Central Daylight Time
00000000

3264 hr

12/22/2011 1:55:06 PM Central Daylight Time
12/22/2011 1:57:02 PM Central Daylight Time
00000000

949 hr

T/18/2012 2:13:49 PM Central Daylight Time
9474037

2663 hr

yes

Log time: 6/8/2015 4:06:22 PM

e e W —
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DDEC Reports .XTR

= C:\Detroit Diesel\DDEC Repor
= CSV and XML exporter

8L

i

. v Computer » Local Disk (C:] » Detroit Diesel » DDEC Reports » Diagnostic » DATA PAGES »

Organize » r] Open - Burn

[ Favorites
@) Creative Cloud Files

Desktop

4 Downloads

e
=
=1

ay
,

&

<@>

Dropbaox (JHST)

Recent Places

GitHub

Synercon Engineering Documents
Synercon Technologies

Synercon Sales

FLA-User-Manual

Experiments

Standards

OneDrive - University of Tulsa

XML Decument

Mew folder

-

m

052215123456AD xml Date modified: 5/22/2015 5:01 PM
Size: 238 KB

Name

& 052215123456AD0.xml
R] 052215123456 AD.XTR
2] 052215123456 AC.xml
R] 052215123456 AC.XTR
=] 052215123456 AB.xml
R] 052215123456 AB.XTR.
|2 052215123456 A4, xml
R] 052215123456 AA.XTR
|2 050615123456AB.xml
R] 050615123456 AB.XTR
&) 050615123456 AA.xml
R] 050615123456 AA.XTR
|2 050515123456AA.xml

Date created: 5/22/2015 5:01 PM

Date modified

5/22/2015 5:01 PM
5/22/2015 5:01 PM
5/22/2015 4:46 PM
/2015 4:46 PM
5/22/2015 4:13 PM
5/22/2015 4:13 PM
5/22/2015 2:55 PM
5/22/2015 2:55 PM

/6/2015 9:59 AM
/2015 9:59 AM
5/6/20159:19 AM
5/6/2015 919 AM
5/5/201511:36 PM

Type

XML Document
XTR File
XML Document
XTR File
ML Document
XTR File
XML Document
XTR File
XML Document
XTR File
XML Document
XTR File

XML Document

Size

239 KB
TKB
239 KB
TKB
239 KB
TKB
239 KB
TKB
240 KB
TKB
211 KB
TKB
226 KB

m

= 0
<?xml version="1.0" encoding="utf-8"7>
<DataFiles>

<DataFile vehicleID="618157"
PC_Date="05/22,/2015 17:01:20">
<TripActivity=
<Parameter Name="Trip Distance"
unit="miles">1350.9</Parameter>
<Parameter Name="Trip Fuel"
unit="gallons">228</Parameter>
<Parameter Name="Trip Time"
unit="seconds">1.05:20:46</Parameter>
<Parameter Name="Drive Distance"
unit="miles">1350.9</Parameter>
<Parameter Name="Drive Fuel”
unit="gallons">223.75</Parameter>
<Parameter Name='Drive Time"
unit="seconds">23:44:15</Parameter>
<Parameter Name="Cruise Distance"
unit="miles"=015.7</Parameters
<Parameter Name="Cruise Fuel”
unit="gallons">149,625</Parameter>
<Parameter Name="Cruise Time"
unit="seconds">13:35:46</Parameter>

~Daramatar Nama-"Tnn maar

June 2018

Digital Forensics of HVEDRSs - Day 3

104



Bendix Brake Controller

- [12v,upto6siEm. | R x :
| s|ABS/ATC, PLC " :

(:::;r More U.S Pm.enj % (‘®‘) E,

6237401, 5613744, .
7133759 OO

0 486 107 121

AT

Made in Hungary -~ (®%8) 12355

B R ®
10R-034040

© MIBD35123313

Zaldeacii

AR

Bendix® ACom® PRO™ Diagnostics

Diagnostics at your fingertips to quickly troubleshoot, repair, and recalibrate Bendix systems & components.
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Allison Transmissions

@A]hson o

c."
Transmission.

( &

. |

M =

ALLISON DoC®/

p
~

Allison DOGS
PREMIUM

i

Mor‘:}g‘

-.4,&:}\.\53‘-
U
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Other Diagnostic Software

Wabco Toolbox
Navistar Service Maxx for the MaxxForce engines

PACCAR DAVIE for the MX-13 engine
Premium Tech Tool for Mack and Volvo

There are many others... ask around and visit service shops.

Almost all use RP1210 and ]1939 for the tool interface.
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Use different software with just one device.

INTRODUCTION TO RP1210
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Recommended Practice for
Windows Based Diagnostics

OEMSs can write software to an API

Vehicle Diagnostic Adapters (VDASs)
LAPTOP convert Vehicle Networks to PC

BUNDLE
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5. High-Level RP1210 Interface Conceptual and Design

The following is a diagram of how the RP1210 model is implemented.

+

% The RP1210 software developer is interested in only the “RP1210 Application” box.

< The RP1210 VDA manufacturer is responsible for the RP1210 API, the DLL (which is responsible for changing
the vehicle protocol into APl command/responses), the VDA Drivers, and the physical interface device (VDA).

——>| Vendor1.DLL |<—>

A
\n

Vendor 1

VDA \

VDA
Drivers

/
.-'l

August 2021

-+ Vendor2.DLL j«—»

o

>N

— o <
RP1210 Application o

» User Selects Adapter

(API) o \

N

+E <
o /

\

Y

Vendor2 |, vehicle
VDA

VDA
Drivers

/
)
/
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RP1210 Function Calls

Function Name

Description

GetPrivateProfileString

(-..

)

Parse the INI files for vendor, device, protocols supported information.

LoadLibrary (..)

Open the VDA API's DLL.

GetProcAddress (...)

Get pointers to the RP1210 functions within the VDA API's DLL.

RP1210 ClientConnect (..

)

Get a “logical” connection to the vehicle data bus.

RP1210 SendCommand (..)

Allow messages to pass through the API.

RP1210 SendMessage (..)

Send a message.

RP1210 ReadMessage (..)

Read a message.

RPlZlO_ClientDisconnect

(-..

)

Close the logical connection to the data bus.

FreeLibrary(..)

Close the VDA API's DLL.

August 2021

CyberTruck Challenge

111




CSU_RP1210

Python Application to use RP1210
Must use 32-bit Python 3 (suggest to add to path)

Demo Code:

Hands on: Extract Component ID from modules by requesting
PGN 65259 (OXFEEB)
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https://github.com/SystemsCyber/CSU-RP1210

What does it mean to

THINK LIKE A HACKER
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“Calculus is the Mathematics of Philosophers,
Cryptography is the Mathematics of Kings”
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What is a “"Hacker?”

A technically inclined person who is really curious about how things work but doesn‘t have
the manual (or doesn't use it).

Most engineers are hackers to some extent.

Hacker + complicated kids toy = dad at Christmas
Hacker + patent attorney = inventor

Hacker + business opportunity = entrepreneur
Hacker + university = researcher

Hacker + prankster = drain on society

Hacker + gangster = digital theft and black markets
Hacker + evil empire = national security threat

Outcome depends on the context of the "Hack” and the ethics of the “hacker”
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The Hacker Tools

Fuzzing or Black Box Approach
Buffer Overflows
Low Cost and Minimal Effort

Static Ana

Decompi
Detailed

ySIS
ed Code

Discovery

Time Consuming
Dynamic Analysis
Debuggers

System Controls
Development Tools

August 2021

2 OllyDbg
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Let’s look at Demonstrations of Methods and Potential

SECURITY VULNERABILITIES
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Door Lock Control with Access to the
CAN Bus
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Trucks Have Easy Access to Wiring

August 2021

8 7 6 5 { 4
ABS NODE CHASS1S MODULE NODE
DL_D.TEE_1 OL_D_TEE.2
= = e e
33 o ee 3 I3 28
EE] BE EE EE] L EE]
E |:| - | = - | -l - -l = )N -
J g g g9 5 8
e S o e o) e M e
283 £ 77 £ 77 297 £17 897
SR8 0= L. 08 L4 =gz 225 Toas
.6‘53' =z g = =g - DA - T~ g
] = =S S
SFE 8 2% 8 oF £28 $8. o8
F @2 @o 5g- &5 -3 -
a -l -l g ~-* g=- &§-=
= . =g 2 og Y=g
&, o, @ o B a @@
o8 td- @ e i
| = | = n T T
& 4
g E -
11 [l ABS_H_FWD_CHAS_CS FWD_CHAS_H_ABS_CS
ARS ECU : : L'—ms- #1603 (DKG)-{C1[C1—1933- & 1683 (DKG)
(HOD33E) 1 ——1939+ & 1603 (V)- 1939+ # 1603 (V)
J1939 CAN-H L1939+ & 1603 (H—-p8————— |
J1939 CAN-L —193%- & 1603 (KGO8 ————— 4 WD.CHAS.H.S
JIS8T A+ -1587+ & 1601 :DKGJ—@.s—}-\/—————————ﬁE?v & 1601 (DKG)—(88 B6—1587+ & 1601 (DKGY
J1587 B- -1587- & 1801 () ——08—" —————————- 1587- & 1601 (0)—|8787—1587- & 1601 (0)
i\ FUD_CHAS.
CHASS1S MDOULE
PWR_D_MOO1_CHM FWD_CHAS_H_CHM_CAC
CAN_HIGH 1933+ ¢ 1603 (1)—0.8
CAN_LOW 1933 ¢ 1603 (DKGI—0.8
WAKE-UP —14E & 101 (R) 6.8

ADDRESS STRAPPING A
ADDRESS STRAPPING C

J1788+
J1768-

G
R
A
Bl-481 # 1206 (BK-w)—1
El-481 0 1266w —1—J O
Ly
FHD_CHAS _H_CHM_C3C
1587+ & 1601 (DKG)—0.8

B[—1587- & 1601 (0)—0.8
),

Assume anyone can get physical access to
the network.
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Network Analysis of Seed/Key
Exchange

Example of a black box approach
ECM has the Seed
PC Software Has the Key

Extract key information from PC.

Record J1939 network traffic to a log

~ilter and discover J1939 ID 0x18DA00F1 and 0x18DAF100
PGNs are used for ISO-CAN over J1939
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ISO 15765-3: Unified Diagnostic
Services on CAN

Line |7 AbsTin ™ PT L Bl |~ B2 |~ B3 * B4 |~ BS |~ B6 | B7 |~ B8 |
5836 63.73227 18DA0OF1 2 10 3 0 0 0 0 0
5839 63.74426 18DAF100 6 50 3 0 14 0 C8 OF
6406 64.72396 18DA0OF1 3 22 F1 0 0 0 0 0
6412 64.74421 18DAF100 7 62 F1 0 2 1 OE 3
7043  65.8583 18DA0OF1 2 27 5 0 0 0 0 0
7050  65.874 18DAF100 4 67 5 81 B7 1 OE 3
7625 66.88428 18DA0OF1 4 27 6 16 98 0 0 0
7639  66.904 18DAF100 2 67 6 81 B7 1 OE 3
8252 67.96437 18DA0OOF1 10 0D ZE F1 5C 0 0 0

SecurityAccess (27 hex) service
Subfunction 05 hex: requestSeed
Subfunction 06 hex: sendKey

First Byte = Message length -> 2 byte seed/key
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Test setup to get the seed/key
pairing
Beagle Bone Black
ARM Linux with SocketCAN
Built in CAN Controllers

Added MCP2561 CAN Transceiver
Python Program to emulate ECM

CAN Network

Diagnostic Software with RP1210 device
Perpetual Polling Loop -> no PC code needed.
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Code Emulating the ECM

if can 1d == 0x9%8dal00fl:

if can data[0:3] == b'"\x02\x27\x05": #Recelved Seed Request

print ("RequestSeed from the PC")

seed = seedSpace[i]

i+=1

#5end Seed Value:
sl.send(build can frame(0x58dafl00, b'\xz04\xeT7\x05

+struct.pack('<H' ,seed)+b ' \x00 \=x00\x00"))
print("Sent Seed wvalue of ", end="")
print (seed)
print(time.time ())
elif can data[0:3] == b'\x04\x27\x06" #Received Key
print ("FPC sent Key:", end="")

key = struct.unpack('<H',can datal[3:5]) [0]
print (key)
seedKeyPailrs[seed]l=key

Pairs.]son", 'w') as outfile:
Json.dump (seedKeyPairs, outfile)

August 2021 CyberTruck Challenge
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Results for the Seed/Key Exchange

11 seconds per pair
8 Days

65536 Seed/Key
Pairs

16384 unique
values

14-Bit Linear
Feedback Shift
Register?

August 2021
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Seed/Key Exchange Conclusion

16 bit Seed/Key space is small
Brute force attacks are feasible

Downloadable PC software contains the “secret” for the
ECM.
Complete black box approach

No need to know the internal algorithms or processes

192k Lookup Table
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Dynamic Code Analysis

= Use a debugger to examine PC processes and memory
during a file save process.

#e OliyDbg -
File View Debug Plugins Options Window Help

(Bl x| wn] wif+ B4 ] + LIE[M]T|W/H|C[/[K|B|R||5]
@ CPU - main thread, module Compress
e THTS » |Registers (FPU L SR SR SR S <
== INTS ERy OB EZBS
4 (55 INTS ECi
4 (55 INTS Ef
5 EE T EE} BEZVESE4
5 EE T ESF BEZVEZE
4 Co INT3 EEP @EZ/E
5 EE Thim) ESI BESVEEEC
4 cc INT2 EDI BOEE7raC
4
4 & i EIF 4330ED0@ Compress.S4330EDG
4 Lt INT2 C @ ES 8823 32bit 8r FFFF]
4 Lt INT2 F 1 CS @@alB 32bit 60 ]
4 Lt INT2 A1 55 @@23 32bit 6( ]
4 Lt INT2 Z @ DS 8823 32bit B0 il
4 = INTS S @ FS 9938 32bit FFOF@EECFFF)
4 SEFF HOU EDT, E0T T1 65 0ooo HULL
4 E5 FUSH DB
4 ggsg 5 ngﬂ EEQ'EL%ERD P Eon G 0 @ LastErr ERROR_SUCCESS (O0G0ASEE)
| . H
4 = PUSH EsI | | EFL eeeeazie ino,ME,NE,A, NS, PE, GE,G)
. SEF1 oU ESI, ST@ erpty @,
4 CPOE 20B93ded MOV DWORD FTR DS:[ESI], Compress.sd434B92| ET1 ermpty 0.
4 ZB42 84 Moy ECH,OWORD FTR O5: LEAR+4] ETZ ermpty B
4 294E 4 1oy OWORD PTR DS: [ESI+4]1,ECH ETS ermpty B
4 2B5@ 63 1oy EOX, DWORD FTR O5: [EAX+E] ETa empty O
4 8BC Hau- EA, STE empty G
4 8956 63 Moy OWORD PTR DS: [ESI+E1,EDX _|3TE crpty 1. GocecceceeEREEEEEEE
4 Crae OC GEAEAas| 0Y DWORD FTR DS:[ESI+C1,A@ ET7 empty
[~ - 2210 ESFUOZDI
FST 4820 Cond | O G Err @0 1 BB BB @ (EQ
FCW B2FF Frec HEAR,E3 Hask 111111
[Address [ASCIT dump | GazrEsEC]| gazs LHICODERECERUESTS -
DEZE4EZ| CfgtProduction Config FL 7EQF4
P b e e b . TESFE
D62549: PESEE | At UNIEODE "C: slzer: Qe
DEZE4B: TERRG| | BE 4
Desedn 7EAG || BEZTER1A| IMICANE "0: et g
DEZEAF: TERRS
O ceess ]| [addasd pRap————
pozesea . FERL4
De2esT: VEALS|| BBESEE7S
2 W FEALC || BE7aarz
pE25ER FEAZ THESE
pE25ED TERZ4 ;
o FERZ2S THE7Z
D L [} eazrerzc CERES
pe2ee 22l el I lo e FEAZE
Lo vERS4| | pecEmET
P el FEASE FEE 7
I TEASC CoET
D e TERGE Fiond 80208043 7l
DEZEED TEAHE Er
DE266F: TEA4S 1
DE2E71 - LEmar Thne ARa ARSE -
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Ramifications from Dynamic
Analysis

Audit Logs can be removed from engine image records.
Maintenance software can be unlocked.

Limitations: —

- LA erkins [+ |

PC side only. - My
Record is intact

Categories

nOMme hipping & Re : RS! naicaton DBACK
License Generation(KEYGEN)
S0ort by | Featured ltems
O I l License Generation(KEYGEN)
u Heawy Technics
ABG [T —r—
tmaen _epocd.com
o
L !

Allison
Caterpillar
Challenger

Dretroit Diesel

Keyoen Package 2013 100% Caterpillar ET Allison Dot for PC Caterpillar ET Combo
Factory Passwords Service Tool Keygen Keygen
Generator v0.2

N $500.00 $350.00 $250.00 $250.00
Hitachi
K_abslm Compare Compare Compare Compare
LELIET Add To Cart Add To Cart Add To Cart Add To Cart
Massey Ferguson
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Static Analysis

= Use a decompiler on maintenance software

August 2021

File View Navigate Tools Windows Help
O Show compiler-generated code

Assembly Explorer ~ 1%

PEESFH B
4 () ‘ryptography
4 % BadFileNameException
] % EncryptionProvider
bt Base types
% EncryptionProvider()
Decrypt{string input):strin
TYP! g Inp 9
DecryptToByteArray(string input):byte[]
yp ¥ g tnp Y
Encrypt{string input):strin
VP g inp g
ncryptFromByteArra: e[] input, int length):string
EncryptFromByteArray(byte[] input, int length):string
& ivibyte]]
@R key:byte[]
- % FileEncryptionProvider
bt Base types
% FileEncryptionProvider()
83 ApplyKey(byte source):byte
alculateChecksum e[] data, int offset):byte
CalculateChecksumB(byte[] data, int offset):by
odeBytes| e[] source, int offset, bool encrypt):byte[
CodeBytes(bytel] int offset, bool encrypt):bytel]
odeChars(string fileName, bool encrypt):strin
CodeChars(string fileN bool encrypt) g
@) Decrypt(string path, string unencryptedFileName):string
ecryptFileName(strin thName):strin
DecryptFileN (string pathMame) g
@ Encryptistring path, string unencryptedFileName):string
ncrypthileName(string pathName):strin
EncryptFileName(string pathName):string
@) ReadEncryptedFile(string path, bool hasChecksum):byte[]
earrangeChars(string fileName):string
R geChars(string fileName):string
witchNibbles(byte source):byte
SwitchNibbles(byt: )byt
@ WriteEncryptedFile(byte[] data, string path, bool withChecksum):ve
() FILE_SEPARATOR:char
& HIGH_BYTE:byte
R KEY_MASK:byte
R MASK_CHAR:byte
ST bk

L

m

e

Iy

public static string DecryptFileName(string pathName)

{

string path2 = FileEncryptionProvider.CodeChars(FileEncryptionProvider.RearrangeChars(P:
return Path.Combine(Path.GetDirectoryName(pathName), path2);

iy

private static byte SwitchNibbles(byte source)

{

byte num = Convert.ToByte((int) Convert.ToByte((int) source & 15) << 4);

source = Co| (class) System.Convert jrce >> 4);
source = Con . rce | (int) num);

return source;

i
private static byte ApplyKeyfbyte source)
{
return source "= (byte) 63;
iy

private static byte[] CodeBytes(byte[] source, int offset, bool encrypt)
{
byte[] numArray = new byte[source.Length - offset];
for (int index = offset; index < source.lLength; ++index)
numArray[index - offset] = l!encrypt ? FileEncryptionProvider.SwitchNibbles(FileEncrypt
return numArray;

Iy

private static byte CalculateChecksumB(byte[] data, int offset)
1
ushort num = (ushort) @;
for (int index = offset; index < data.Length; ++index)
num += (ushort) data[index];

mo
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Example Static Analysis Discoveries

Encryption Scheme:

XOR each byte with decimal 63, then switch the nibbles of the
byte.

XOR encryption dates back to Julius Caesar

Code written in Microsoft .NET framework is byte compiled
source code

Provides easy source code navigation from distributed products.
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Strong Encryption Example

Data translator tool

Defines location and meaning of
bytes in a network stream.

XML File is Encrypted with
Advanced Encryption Standard
(AES).

Encrypted Data is meaningless
without a key.
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EEPL JEHcC . «tE727h0, FiAoP>#; 01Va+ €ldp ' @ligDrc @
B0 IzYSyEaM™+-3;+niLl] g1-£<LD0EL} ; BB S-AE
wElhcBfcpezofa\TrEid  « T-+ -1 "F. EWeg\&-pFf 47~ E8!

(GOiSD!p: \PRMATISSE— T WiTEROEmE " OUR0 T s UF PERATE ¢ * : SEHL=,
HaioiEACEDt @Y «040°Wea3ahin: |wizlFpDER@EANAEfu baUATT " T=gi™
YOBRIDrcciilot«cuZ ° MR ild -®2 »0;,

EEE v, 4R 1@, WOEGERL < —e—, JxAgl ' & eI EN 24 ° U 2% 1 Vee@ T
kD Y2AvEEm: Iniinivos @ 96 <31 @Ang: da-s8y"

R O T 10 12 < S US QR F 0T =t F | BEd C AN A ol = )
EBERC=15

d -k 1:zabCI0bEx, tea]
B8 . 1, (1AW e ERER
=0 QEpCO—"sgl™&. ~ BN+ [Amve4ds/ Oet | ddo=01: 006 > ToiE
R =eExdl  [I4°9~E:A +*EWZFATED; I, IEHR7~ } o~ LEBEAG: = IM=AC
EWvc, »°ciE +7=Qc¢+al8 | Lic7*@8: IumiMap,/ 4 ™= yofine ! 7« AEIR{ [°CER
&vEG, U3 PET+MA™AE flwYel=ER3 tbkads Fin-1 0 méMZs, ul @0+ gEaRp
VINTRES*vE} Sbhe ! # Ry —nd<@IR-r1&3 TTE—AUDy, ~ (RskBAEqEIAGL{)
GUBoEn BRI S«AEwl A8 fweyR ; 761 -ovEREVadOEd >~
CETEERATAEaC0 Ex? ERALAMEIOMTE 94 EAdE R, VEHES TwiC NS

& RN >+ 433E0-poSoEuEAMAISED, catt | XEDEAMAIL @=]2
1E~XBERAGLGNH $oS<AUMNANG ° 456 GEDKARE ODD »T RS : @0_° =&wlj0
O ke T PR - T J=da ‘B2 Tk
“olgMEGER e EC=NSEB<ESZomEm=YE AT, 4) ite@me 3R/ ERF 7 " o1} ®
& ERERS C 30 T I EG-p =¥ 1+ 1 HU) & i 2T

AYV{nzafEmszI -5, ot B | UNcMcEREIUZ MAD DT | 2 gigske " 01T
1HE® 3,3 + I I o EE" Epy f IEEAGT % » HEi ik BFflhm 704 E

‘ir

@HECcO0 U ONEREC Y MEEROUFCEoWIA: ~ENRE T, ~ =

= e 2 =3 TE " uEBgC M

S IRTaEE STl £ A IRl S0 - . T a

CyberTruck Challenge 130



Key Storage Issues

= AES symmetric key is stored in source code
namespace —.TemplatESUPPDrtLib

1
public class ReportTemplateDocument : ITemplateloader
{
private static byte[] encryptKey = new byte[32]
i
(byte) 185,
(byte) 63,
(byte) 32,

PoblicEeyToken=32f6138b2445373d" name="5S5ingleParameterControl80" children="Controls">
“<Property name="AppKinds">0ffHighway, Marine</FProperty>
«Property name="5ize">»300, 15</Property>

(byte) 122,
(byte) 254,

betE) 183, <Property name="ViewKind=">All</Propertv>

(byte) 58, <Property name="Caption">Battery</Property>

fbytE) 247, <Property name="Unit" />

fbytE) 119, <Froperty name="Nams">SingleParameterControl8i</Froperty>
fbytE) 25, «Property name="Parameter{unalifier">Battery Time 2</Froperty:>

<Froperty name="EocuFKinds">All</Property>

fbytE) 58, <Property name="Location">470, 350</Froperty:>
betE) ?4, “Property name="ForeColor">ControlText</Propercy>
fbytE) 216, fProperty name="Font">Courier Wew, 9pt</Propertcy:>
Flharbay 27 </Object>
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Social Engineering

True Story: Having trouble with my maintenance software, so I
bought pizza for the local service shop and talked to the
manger. He placed a call for me to the support line. A support
tech with a European accent answers and the manager provides
a dealer code and my username over the speakerphone. The
support tech fixes the issue with the login. Then...

Support tech says, "Do you need your password?”
I say, "No, thank you. I know it.”
He says, “Your password is psd#5689."

I say, "Well, I probably shouldn't use that one for my bank
account anymore.”
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System Administrators with
passwords?

C' | & https://cwe.mitre.org/data/definitions/257.html w B B =

CV./SS. [
w Common Weakness -
&- Enumeration CV/RAE

™
™

A Communitv-Developed Dictionarvy of Saftware Wealkness Types

| * ||Gal

Presentation Filter: | -Mone-- v
Full Dicti v View H H

ol Deveren 7= | CWE-257: Storing Passwords in a

Research View

reeerch Vier | Recoverable Format

ault Pattern View

Reports 5 m

Mapping & Navigation Storing Passwords in a Recoverable Format
P Weakness ID: 257 (Weakness Base) Status: Incomplete

ources - -

Process ¥ Description

] t - -

F:;”sme” i Description Summary
il 2 The storage of passwords in a recoverable format makes them
Use & Citations subject to password reuse attacks by malicious users. In fact, it
35;2:.:&2 should be noted that recoverable encrypted passwords provide no
e e significant benefit over plaintext passwords since they are subject
Contact Us not only to reuse by malicious attackers but also by malicious
EEIIYI insiders. If a system administrator can recover a password
Prioritization directly, or use a brute force search on the available information,
EEF the administrator can use the password on other accounts.
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File Obfuscation Example

= Bendix logx files are actually zip files.
. Open ACOM

»>. Connect to a Brake ECU

5. Send (Save) Report

+. Convert .logx file to .zip

5. Analyze CAN traffic and more...
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E Bendix ® ACom® PRO™ Diagnostics 2021 v1.1

Qb O = W W Q.

Exit Connect Vehicle | DTC NextStep™ | Submit Launch Application  Application Help
History | Report Bendix Report  AComb Legacy Portal Settings

AGom PRO
Diagnostics

Bendix
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) Bendix® ACom® PRO™ Diagnostics 2021 v1.1 - X
— : . .
v = l @ = @ ¥ @
o, - - =~ Sa N ..
Exit Disconnect Pecard DTC Mext Step™ Data Consumable  Bendix Bus Submit Launch Application  Application Help
Report Bendix Maonitor Fluids Diagnostics Statistice | Fepot  ACom6 Legacy Portal Settings
| L Lookup
Status Component Description Code Count
Active EC-60 Premium ABS Miscellaneous - Stop Lamp Switch Mot Detected (Flash Code 12-1) SPM 1045 7 MJA -
EC-60 Premium ABS Miscellaneous - Reserved (Flash Code 12-18) SPM A11 14 A
. . . 5 EC-60 Premium ABS 11939 Serial Communication: 11939 Retarder {Flash Code 11-2) SPM 639 14 MJA
Acquiring vehicle information _..
EC-60 Premium ABS 11939 Serial Communication (Flash Code 11-10 or 11-11 or 11-12 or 11-13 or | 5PM 639 2 A
11-3 or 11-4 or 11-5 or 11-6 or 11-7 or 11-8 or 11-9)
- Active EC-60 Premium ABS Steer fxle Left WS5: Open or shorted (Flash Code 2-3) SPM 729 2 T
: e Vehicle
L"f“ Active EC-60 Premium ABS Steer Axle Right WS5: Open or shorted (Flash Code 3-3) SPM 720 2 MfA
e == Bendix EC-60 Premium ABS bt EC-A0 Premium ARS Drive Avle | eft WSS: Onen or sharted (Flash Code 4-3% SPM P 3 A N
[ [ WARNING
. Mafunction  Red Stop Amber Protect
Clear Indicator Waming
Faults

Vehicle Information

WIM: Mot Available
Manufacturer: Mot Available
Madel Year: Naot Available

Wheel Speeds
Left Right
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W W |

Exit Disconnect Record || DTC Mext Step™

Report Bendix

G- Frint Preview
@ 12 Ad u Print

@ Submit Repart

% Vehicle

‘.. a5 Bendix EC-60 Premium ABS

Vehicle Infarmation
WIM: Mat Available

Manufacturer: Not Available
Meodel Year: Mot Available

Submit report

August 2021

AR o : - —— —— -
S M gy My L.
Data Consumable  Bendix Bi-Directional Bus Submit Launch Application  Application Help
Manitor Fluids Diagnostics Statistics | Report AComéE Legacy Partal Settings
L Lookup
Status Component Description Coda Count
Active EC-60 Premium ABS Miscellaneous - Stop Lamp Switch Not Detected (Flash Code 12-1) SPM 1045 7 M/ A
Active EC-60 Premium ABS Miscellaneous - Reserved (Flash Code 12-18) SPM&11 14 M/
Active EC-60 Premium ABS 119349 Serial Communication: 11939 Retarder (Flash Code 11-2) SPM 639 14 /A
Active EC-60 Premium ABS 11939 Serial Communication (Flash Code 11-10 or 11-11 or 11-12 or 11-13 or |SPMN G839 2 /A
11-3 or 11-4 or 11-5 or 11-6 or 11-7 or 11-8 or 11-9)
EC-60 Premium ABS Steer Axle Left WS3S: Open or shorted (Flash Code 2-3) SPM 739 2 A
EC-60 Premium ABS Steer Axle Right WS5: Open or shorted (Flash Code 3-3) SPM 730 2 A
Artive EC-A0 Premium ARS Cirive Axle | oft WSS: Onen ar shadted (Flash Cade 4-31 SPH 791 2 (WY >
. ‘STEP Malfunction  Red Sto Amber Protect
Clear Click to Launch Indicator - Waming
Faults MextStep™

Wheel Speeds
Left
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B Compose E-mail ot
Method

O Compose Email ® Save File

Use this option if you use webmail (such as Gmail. Yahoo Mail. etc.) for
email. This option allows you to save the submission file to your computer.

Any message you enter below will be included in the submission file.

Message

Vehicle Information

WIN: _ _
Connection Date/Time:
Make:
2021-08-16 01:56
Year

Save File Cancel
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August 2021

Save Submission File

"ﬁ' To submit the file to Bendix for support, please email the file to:

Copy TechTeam@bendix.com

Use the subject line:

Copy DTC Report - UnknownVin
Attach the report file located at:

Copy Path CAACom PRO Logs\CyberTruck Test 2.zip

OK

CyberTruck Challenge
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=| Documents

&

= | Extrack ACom PRO Logs — O ot

Hame Share View Compressed Folder Tools

= Pictures 2021 CyberTruck Challenge &
[ m}

Truck Systems (]
Extract
Utilities "

CyberTruck Challenge Logos
Truck CRYPT

Truck Systems

Truck Systems Presentation

€ v

Papers

o

Personal Documents
Pictures

Prezentations

e o 0

public_html
Research
Service

Standards and Literature

e 0 000

Students
UTulza Files

@ Videos

[ This PC
_J 3D Objects
I Desktop
Documents
J Downloads
Jﬂ Music
&= Pictures
E Videos
‘s Local Disk (C:)
- camsung_T3 (D)

~

=g SystemsEngr (\\projects.eng

=g home (\\nasstorel.engr.colo

- camsung_T3 (D)

CyberTruck Challenge
B itermns

1 termn selected 143 KB

Extract To

» ThisPC ¢ Local Disk (C:) » ACom PRO Logs

Mame "
Automatic
BenchTest-CyberTruck

BenchTest-CyberTruck.pdf

E] BenchTest-CyberTruck.zip

CyberTruck Test 2.pdf

E] CyberTruck Test 2.zip

Date modified

2/16/2021 1:56 AM
8/14/2021 916 PM
2/14/2021 913 PM
2/14/2021 %:14 PM
&/16/2021 1:37 AM
8/16/2021 1:58 AM

E] Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder

all

W <] /'J:'

Type

File folder

File folder

Adobe Acrobat D...
Compressed (zipp..
Adobe Acrobat D...
Compressed (zipp...

Search ACom PRO Logs

Size

98 KB
147 KB
98 KB
144 KB

Mo preview available,

| ChnACom P

RO Logs\CyberTruck Test 2

‘ | Browse...

Show extracted files when complete

Extract || Cancel
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el W @32 ¢ Windows (ANSI) /| hex

I@ Powerhouse_VINUnknown_2021-08-16 013631_a.logx
COffsec(h) OO0 O1 02 O3 04 05 Og 07 08 09 OA OB OC OD QE OF 10 11 12 13 14 15 1e 17 1% 1% 1A 1B 1C 1D 1lE 1F Decoded text -
Q0000000 EG 48 03 04 14 00 00O OO 08 OO0 11 OF 10 53 15 34 3B S5C &8 02 00 OO0 CC CO4 00 00O OC 00O 00 00 &3 €F %K ........... S.4:vn.. 1. ... co
Q0000020 &E 6E 49 €E 66 €F 2E 78 6D &C 5D 54 DB 72 9B 30 10 7D EF 4C FF C1 1F 10 40 02 C4 €5 Ce €6 08 03 nnInfD.xml]TﬁIhG.}iL?i..@.ﬁeEf..
QQQoo0C40 Tl 73 C1 75 63 CT7 &D 1E 65 DE C4 SA 10 E1 T2 4% SA BF EF 72 7T EC 17 EF SE 3D 7B D1 59 B89 F9 1E qsiuc@m.E@ﬁé.éII§g11W1.12={ﬁYhﬁ.
QQo000eD B8E 22 CS CO FB FE 6D 36 9B DF 94 31 A4 F7 E2 E5 58 85 75 F5 E9 5D F3 AC 84 B9 Te B1 Be CC FD C f"tﬁﬁbmﬁ>B"lh%55Xmuﬁé]éﬂ"1v.Ii§i
QQo00080 BA 33 B4 D1 84 F9 ©B 5F 46 9B CC C6 8A 64 FD Ee 3D CR 57 9% TF C8 2E De 22 5D 3C 4F 21 1B B2 26 “3'ﬁéﬁk_F>iE§df&=ﬁﬁm.E.5"]<D!.‘&
00000CRO FB 0% 78 Dl A3 93 FS F3 1D SR 42 -4 DO 20 33 AD C3 22 FS 22 E4 DO FE DC DS E4 1F 50 3C 44 51 F5  da.xNe™ao.3BmD 3. AmavspalUs. P<Jod
000o00CO Bl OB FF 71 17 EC C4 1B 78 96 61 SB A6 ES 12 EL 32 2B 39 C4 70 9C BS 36 C4 5L E2 7D 9E FO EC 8C #.V¥g.ibh.x-a[!28.82¢9hpe*6hZi}28iC
QOQD0O00EQ 6A 33 FB BC 34 45 BB AL 52 FC AD E1 26 FS5 2C €€ 27 ©4 1E 12 85 5% 29 28 L6 7B 48 15 97 33 AE 98 J30E:E»*Ra.a&d,f'"...Y) (!{H.—3®"
Q0000100 CO 74 AC ©1 Tl 42 0% 3¢ 1A EE €D B2 T7F 34 &5 22 E1 95 CB ES5 9A ©3 C5 25 C8 54 FC F3 93 FC ED g4 itﬂan.E.ém‘.:E"é'Eéécﬁ%ETﬁé“ﬁij
QQo00120 Be 27 A2 44 TC €1 AB 44 D5 55 T2 35 OB EA AC Rn OB 58 48 RS AB 22 &7 57 B3 4D TD CO EC 3B F8 DC I#¢D|a"D6UIE.éﬂ'.XH"«, WaMlAi; el
QQo00140 ES AF 20 17 14 SC 03 25 96 9% 80 43 SE 1D 03 9B SD So BF EC D9 B7 FO DR 16 SF EB 43 A4 CD 08 F2 5_'..m.%—“ECi..>]—aiﬁ'ﬁﬂ._éChi.ﬁ
Qo0oO0160 02 06 80 AS 94 AL CB SF 6B E7 &8 BT AB ED E0 52 82 05 A4S 4B 4C 2C 34 Rl FD ES5 48 BE BE BO Te 8C ..€@"’E?kgh'«iéﬂ,.@KL,:;?&Hi,“V&
Q0000180 &8 BT 25 94 32 BB BS 20 13 DR DD CR 93 SF Ae 05 94 RS 47 gD SD DS 85 ER AB 14 6F ES 88 7Te TB 12 h-%F"2«* .ﬂ?ﬁ“?:."¥5m]6hé".n§‘v{.
QOQ0O01AQ0 0% Cg 12 S0 00 14 DF OC &F C3 28 Be 71 3F 13 DA 95 92 &5 C5 B3 0OC 25 OF 03 12 19 B8C 1A 2L &9 1B .E.P..B.Diﬂiq?.ﬁ"eﬁ’.%....E.éi.
Q00001Co Al &2 FA B1 AD B D7 21 8B BE 0A Ag 1D 30 le BS 86 8B 4D 4¢ TE 77 78 28 24 F1 DC C8 D2 &C ED C ibﬁ..JH.cw.".D.‘T(HF~wxﬂ*ﬁﬁEélii
QOQOQO001ED CA B8R 56 CR F2 F7 Ce 8% 95 EE &B S7 ED %5 A7 1F BF EC AL 72 FB EO CT7 2B C5 40 55 EE DO DE QA CBE fé?ﬁé%E"mk—i'E.ai¥Iﬁé§+ﬁ@U¥Bﬁ.f
QOQoQo0200 9C 17 ES 16 OA C1 33 4F 5B 6D D6 FR D3 4E D7 S22 75 10 DF 11 E2 SR 06 21 BE RE CD BS 73 56 97 Zé@ m.é..ﬁED[mﬁﬁéNH,u.ﬂ.éé.!%@iusv—ﬂ
00000220 F2 B2 F7 FE 24 24 4D 52 BT CB 94 9F 2h ES DE 4R F3 42 7B RS 49 B3 SF 73 DS 31 76 4B F1 74 BD D3  o°0SsMY-E~¥+&pJoB{¥I>¥sUlvKAt=d
Q0000240 52 &5 S9A 17 SE BE OR 37 3E SB FD 86 DE 02 23 21 84 77 14 D2 C3 Rhe BD 35 46 32 23 97 12 S5F &D FF Reﬁ.“J.T)(?TP.#!"W.éﬁ:HEF,#—._mF
Q0000260 BF CO CS OC DO Cg8 59 F2 3A 7D 40 COD BC Ce S58B F8 75 95 E3 FO 03 3e Bl EA 72 7B 02 48 3D =D 11 FC aﬁﬁ.BtYﬁ:}@.HEXEU'EB.EiéI{.H=..ﬁ
Q00000280 21 &5 00 FA Al BS &% 64 BC SE E3 €1 9B &% BB 4F D8 7F S50 4B 03 04 14 OO 00 00O 08 00 11 OF 10 53 le, ajuiiuEdarinl@. P, ot e v vnas 5
00000220 24 27 37 2E 41 01 00 00 CT7 01 00 OO0 QA OO0 Q00 OO0 48 44 5F 43 41 4E 2E €C 6F €7 €D 51 Cl1 4E C2 40 S'7T.A...C....... HD_CRN.ngmQﬁNﬁ@
QQoQo02C0 10 DD 52 5% 0OA DS 84 B3 8% 1E 38 70 24 4D 11 €3 TA S0 10 RC 31 10 85 €0 20 5C 75 D92 BE B1 71 ES .YRX.énﬂh.BpsH.cz..ﬂl." \uﬁfiqé
QO0Q0O02E0 92 ED DE 53 12 FD 04 FF C5 7F FO 27 E4 1B FC 01 4F BS 43 E4 24 93 EC DE C5% CC 8B B7 93 BT C4 22 'iéx.ﬁ.yi.a'a.ﬁ.o,cas“iﬁti>-“-h"
Q0000300 84 LC 4D EO 8D 51 C4 E4 68 9C A7 1R E6& S5E 28 85 00 RE &3 99 A4 SE 9F RS 8F SR CD 04 94 OD Al 7o "ﬂHé.Qﬁﬁhm§.£“ﬂm.®C“H“?¥.§i.".iz
Q0000320 2D 55 T4 C9 BE %¢ AR 3C 05 85 1A 856 13 CA F9 82 29 50 35 64 86 32 B2 S1 92 CF 71 04 CA C1 C2 38 —YtEJ—'<.*.T.Eﬁ,}P5dTZ,"iq.ﬁﬁﬁﬂ
Q0000340 5SE 42 F1 OR F2 94 4E 99 C8 20 25 C4 Be 49 A% E4 3A BEE DE 1A 6C BES 1A BE 9h FF F4 BF 6F 23 2E C5 “BA.A"NPE %ﬁ{l@é:wb.lu.wﬁ?ﬁﬁﬂf.i
Q0000360 AD AR BB SE AS 20 60 1B AB €1 56 32 87 lg 0D 38 86 AF 25 97 82 €2 CB SE OE Z¢ 14 87 Be FB £3 oC .',[¥€‘.”aVZ#..Bf_E—}hEé.f.#IﬁSm
00000380 2D 1B 4E 94 71 4D 1D B4 62 %2 2F A0 &6 €F 35 24 08 FD 8B BB BO 37 A4 55 B4 2A BA D2 6A 7B BE 77 -—-.N"gM. b’/ fDE*.?(m“TﬁU'éuﬁj{ﬁw
Qo0o03a0 4C F7 50 B2 ES FS 74 DF 24 37 E7 S0 44 F1 4B 8F CB 79 B3 FE 27 DF DS FO 3C BF 5% OF 33 R1 33 05 L%P‘aﬁtﬁsTg.DﬁK.Ey’p'BﬁE(iY.3i3.
QOQ0O03C0 9D 04 32 RD 98 €8 De 47 DS 4C C4 DC 78 33 91 4F 90 74 SA 10 CC SR FE E9 0% 37 CO 7F 08 DR BE 7B ..2."hﬁGﬁLﬂﬁx3‘O.tZ.iné.#ﬁ..ﬁﬂ{
QO0003EQ0 &8 24 1B 9F EF AF CB FB 2F 87 58 E4 &C F5 €1 1D AC 7E DC C2 DB Ee E3 De D8 FE 05 S0 4B 03 04 14 h$.Yi_Eﬁf¢XElEa.ﬂ~ﬁﬁﬁ£§5@p.PK...
QQQo0400 00 00 00 0% 00 11 OF 10 53 CF 8% E0O BB DD C3 OO0 Q0 1t 2F 04 00 09 00 OO0 00 48 31 3% 33 39 2E eC ....... Simas¥ih.../...... J1939.1
00000420 &F €7 A4 DD 05 58 54 4F BB 3F 70 14 45 10 3B E1 BO 15 41 05 Bl OB BB OB 3B 51 11 31 11 OC &C B1 DghY.X"D»?p.E.;i“.h.i.».;Q.l..li
Q00000440 13 BB 3B B1 BO 51 31 B1 1B 03 3B 31 BO BB 45 Bl F8 BB FE Do FD CE BD CC FT TF Fé BA DE F7 SC TB .»:i“Qli..:l“»Eime@?in%.ﬁ“P%\{
Qgooo0460 CE 7B SD FS 38 CF EC 7D B3 BE 33 F3 CC 33 63 95 C8 CL CA 2L FE CF 7F OC FF D7 FO SF 24 86 FF 92 f{.ﬁﬂii}’b3éi3c'ﬁﬁflpi..?HEstﬁ'
Q0000480 BD E9 EQ J7E 81 BEE BD L 56 OB FO F3 F3 F5 08 EC 1E EC DF AF 68 6D EF 7E DD 02 BD 3B Fo F9 26 FE  *=fa~.3=5V.5008.1.4F hmi~¥.%s:ahscd
Q000004A0 03 %2 D7 OF FO EE 5C D3 DB 27 30 A0 &F B2 1le BE 7D FB FD 11 Be DS 02 7A FS5 Fe EE EB DB 37 8D 41 e @ingdro D‘.ﬂ}ﬁ?.{é.zﬁﬁiéﬁ?.h
000004C0 5S5& OB E8 EC EB D9 37 &0 40 F7 CE BE 7D &D 0D FF 8F Ze DD 87 FB 2& AS E7 3B EE 9F 4D OB &F BF FE V.éiéﬁ?‘@%f%}m.?.:Y#B&@g:,YH.D@D

/\USJU QO00004ED BE FD AC AC AC AD AD 52 26 BS5 B7 DS 5D RE CE EF BA F2 ES 0O& 13 D4 FF BR 71 99 4A 36 86 5c 25 37 ﬁﬁﬂﬂﬂ..'&u'éleﬁuéé..é?“q“JGfV%T W 1‘}1
Offzet(h): 0 Owverwrite




- |

&J

Home Share View

r% L'I & cut

w.. Copy path

Pinto Quick Copy Paste

Extract CyberTruck Test 2

Compressed Folder Tools

« 9 X =f

Move Copy Delete Rename MNew

access [7] Paste shorteut tor to- - folder

Clipboard

Crganize Mew

Y » This PC » Local Disk(C:) * ACom PRO Logs * CyberTruck Test2

Office Lens

Papers

Personal Documents
Pictures
Presentations
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Research

Service

Standards and Literature
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T e Tl oo

2 items 1 item zelected 51.3 KB
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Mame

CyberTruck Test 2.pdf
; Powerhouse_VINUnknown_2021-08-16 015631 _a.zip

%NEW item *

ﬂ Easy access =

S
M Cpen ~ Select all
H

Edit 10 aelect none
Properties
pv ) History |j|:‘|Imrert selection
Open Select
w | ) 2 Search CyberTruck Test 2
Date modified Type Size
2/16/2021 1:57 AM Adobe Acrobat D... 493 KB
/16/2021 1:56 AM Compressed (zipp... 52 KB
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“ v '§] « ACom PRO Logs # CyberTruck Test2 » Powerhouse VINUnknown_2021-08-16 015631 _a.zip v | 0 2 Search Powerhouse VINUnknown_2021-08-16 013631 _a.zip
@ Videos ~ Mame Type Compreszed size Password ...  Size Ratic
& This PC D connlnfo.xml XML Document 1KE Mo 2KB  50%
B 3D Objects D HD_CAM.log Text Document 1KE Mo 1KBE 30%
I Desktop D 11939.log Text Docurnent 49KE Mo 268 KB 82%
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Select a file to preview.
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Diagnostics Files

Companies want to collect data
Trust data sources from trusted applications

Can you exploit a zip file?

Are there virus scans or protections when parsing the logx
(zip)?

Challenge: Can you manipulate the data in the file to affect
the forensic record (Bendix Data Recorder?)
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Middleperson Attacks
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Installed “"Gateway” Devices
Splitting the Network

Microprocessors with
2 CAN channels can
pass CAN data back
and forth.

5/
7/
1,
f /]
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Manipulated VIN and Engine Hours

M E L B

/[ 11939 PGNs \/ 71939 SPNs \/ 11939 Diagnostic Codes \/ 11939 Freeze Frames \/ Unified Diagnastic Services \/ Com

Request Butfons

Item Value
Request VIN v . .
oy | Component Information After a middle person attack
v Brakes - System Controller on J1939
Request Software D Make BNDWS I -
Request ECU Distances Model ECBOATC I & N o= L B
VI N ﬂ::?;;)?;AAAMDDDD%*B : /31939 PGNs \/ 11939 SPNs '/ 11939 Diagnostic Codes \/ 11939 Freeze Frames \/ Unified Diagnostic Services '/ Comp
Reauest Rutton [ Value
k |
1XKYDP9X7FJ469058 " [ formation
Model MX
Serial 6U13D13 - | ATTACK X7FJ469058*
Software PC4_1284PAC_2* ' G EHR I B
Unit Y06698500000000 ' En g| ne Hours ata
VIN 1XKYDP9XT7FJ469058% '
n | on J1939
Englne Hours | 143165576 50 tion Total Vehicle Distance 51301.6018 miles
1199 75 | 51301.56 miles
39
5 | v
| Vehicle Distance 51301.6018 miles | ECU TIITI
ce 51301.56 miles ~ Engine #1 on J1939
. : Total Engine Hours of Operation 1437165576.50 hours
v ECU Time | Total Vehicle Hours 3107.75 hours
v Engine #1 0n J1939 |

Total Engine Hours of Operation 1199.75 hours
Total Vehicle Hours 3106.55 hours

Normal VIN
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The middle person doesn't need to be wired in.

RP1210 SHIM DLL
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TMC RP1210 Standard

TMC =Truck Maintenance Council
RP = Recommended Practice

1210 = Standard Number

Standardize communication between Windows applications and
diagnostic tools that support the heavy duty vehicle market.

Angela Adelsberger
DG Technologies



History

® Trucking industry customers pick and choose what modules they want on
their vehicle. This is very different from automotive market.

® Why was API was developed? Heavy duty repair shops were not happy
about having to buy multiple tools to support multiple OEM pieces of
software that were tied to different diagnostic tools. They wanted to buy

one tool to support all their OEM software.
w e AllOEM Software\

. - h
* Engine Detroit * Engine Cummins
Diesel
J/
” * All OEM Software

¢ Brakes Bendix * Brakes Wabco
e Transmission ) * Transmission ¢ All OEM Software
Allison ) Eaton J

J/

\

J/

)

J \

\




Development of RP1210

Truck repair / fleets approached TMC about this problem and a common API
was developed for OEMs to start using.

April 1997 RP1210 was approved.
Initial protocols supported CAN, J1939, J1708, J1850

Current revision is RP1210(D)

® Changes made to address things such as CAN Auto Baud and add additional protocols



RP1210 DLL Exports

RP1210 Original Exports Exports Added Later On

RP1210 ClientConnect e RP1210 ReadDetailedVersion
RP1210 ClientDisconnect e RP1210 GetHardwareStatus
RP1210 SendMessage * RP1210 GetErrorMsg

RP1210 ReadMessage * RP1210 GetLastErrorMsg
RP1210 SendCommand * RP1210 Ioctl

RP1210 ReadVersion * RP1210 GetHardwareStatusEx

RP1210 GetErrorMsg



OEM Application to Vendor DLL

[ : NI [RP12185upport]
[WI n d OWS]\R P12103 2.1N1 APIImplementations=Vendorl,Vendor2,Vendor3,Vendord

® Contains list of vendor ini & dlls that support the RP1210 API

® Name must be unique and max of 8 bytes
® [Windows]\Vendori.ini

® Contains devices and protocols that the vendor supports

® OEM software populates a list of devices [ maybe protocols for user to select from based on
this file

® [Windows\System32]\Vendora.dll
® RPa210dllthatis loaded by OEM software



Vulnerabilities of RP1210

OEM Application

|

® Because this is a common API that all tools use you run the risk of ~ |smmrrazioon

another DLL impersonating a vendor’s DLL. I

® Data Manipulation Vendor RP1210
DLL

® Logging of Information Without User’s Knowledge I

Diagnostic Tool

|

Vehicle Backbone




RP1210 Shim Challenge

® Actas ashim DLL fora RP1210 application

® Update the code provided to you to log information between the
application and vendor tool

® Manipulate the data of a message being returned to the

application (do we want to specify what PGN / Data bytes we
want changed?)



Cars and Trucks Sometimes Crash

THE UNIVERSITY o

TULSA

Department of
Mechanical Engineering
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Why did these trucks crash?

Real reason: we pulled them together with cables.

Thought experiment:
One of the drivers was tired and fell asleep at the wheel.
Drifted left of center and had a head on crash.
Investigation showed the driver falsified his logs.
Driver was actually on his 15% hour of driving that day

How does the government respond to this (repeated)
scenario?
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Al

FEDERAL REGISTER

Vol. 80 Wednesday,
No. 241 December 16, 2015
Part Il

Department of Transportation

Federal Motor Carrier Safety Administration

49 CFR Parts 385, 386, 390, and 395
Electronic Logging Devices and Hours of Service Supporting Documents;
Final Rule

a.k.a. the
“ELD Mandate”

CyberTruck Challenge
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49 CFR
Parts 385, 386, 390, and 395

“SUMMARY: The Federal Motor Carrier Safety Administration (FMCSA)
amends the Federal Motor Carrier Safety Regulations (FMCSRs) to
establish:

Minimum performance and design standards for hours-of-service (HOS)
electronic logging devices (ELDs);

requirements for the mandatory use of these devices by drivers
currently required to prepare HOS records of duty status (RODS);

requirements concerning HOS supporting documents;

and measures to address concerns about harassment resulting from the
mandatory use of ELDs.

The requirements for ELDs will improve compliance with the HOS rules.”
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ELD Self Certification and
Integration

1. Scope and Description

(@) This appendix specifies the minimal requirements for an
electronic logging device (ELD) necessary for an ELD provider
to build and certify that its technology is compliant with this
appendix.

1.4. System Design

(@) An ELD is integrally synchronized with the engine of the
CMV such that driving time can be automatically recorded for
the driver operating the CMV and using the ELD.
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Bridging the Air Gap
Defenses

= Adding Internet Connectivity s
= Adding Bluetooth and USB 2.0

In consideration of the comments,
F MESH revised the data Lransfer

August 2021

telematics-type ELD with a minimum
capability of electronically transferring
data via wireless Web service, and
email; option two is a “local
connectivity” type ELD with a
minimum capability of electronically
transferring data via USB 2.0 and
Bluetooth). Additionally, both types of
s must be capable of displayin

1. Comments to the 2014 SNPRM

Proposed section 4.10.1 provided that
ELDs must transmit records
electronically in accordance with a
specified file format and must be

2 sl uf these

upon request. l‘rﬂpnqed section 4.10.1.1
described the standards for transferring
ELD data to FMCSA via Web services.
BigRoad stated that section 4.10.1.1

obtain a public7prIVATE Key pair
compliant with NISI SP 800 32. Using
a private key in this scenario is not ideal
since it would have to be stored on
every ELD that might create the email
and is therefore exploitable via memory
inspection or code disassembly.

2. FMCSA Response

All required security measures for
data transfer with the Agency, public or
private, will require strict adherence to
NIST for all data in transit or
‘handshakes’ between Government and
private systems. DOT guidelines follow
NIST 820. The exact Public Key
Infrastructure (PKI) for ELD data
transfers will be distributed once ELD
providers register and certify ELDs.
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Mandated Electronic Logging Devices
(ELDs) May Not Be Secure

@ & https:/fwwwyoutube.com/watch?v=uljTwkAol&Y

2 YouTube Search Q

RPEF&ON

https://www.youtube.com/watch?v=ul{7wk
AoJdBY

Heavy Trucks and Electronic
Logging Devices:
What Could Go Wrong?

Corey Thuen

I0Active.

10Active Is the industry’s only
driven, high-and

security services firm with a proven

history of better securing our cus

through real-world

our security experts.

>l o) 0:27/31:56

DEF CON 25 Car Hacking Village - Corey Theun - Heavy Truck and Electronic Logging Devices

2,812 views s 28 &0 .+ SHARE = SAVE
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What can we do?

= ELDs are required on most trucks from year 2000 to present.
= Air gap defenses no longer exist.

. (E)cl:duer vehicles may have single CAN bus (SAE ]J1939) for all
S.

= There is a race to the bottom... What is the cheapest ELD that
we can buy?

CCRN 7777777777777

= = Who p—
et compliant oo i
- (RODS) status =
- - - 4
pmm— s z | FRE v
. | COMPLIANCE - - = o },.'.
T 740 - - ® @ ®
Pair a Compliant ELD 4 Dévice with Pre-loaded ELD App e
AN AATPLALEY D RAND AENALLY P RAND MEMALLY G RAND MERALLY D ARD MR TS W R = -
ELD 5¢ DC 200 DC 200 TND 740 O e Dryae

..........
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How to pick a secure ELD?

& FMCSA

Federal Motor Carrier Safety Administration

About Us Regulations Registration Safety Analysis FAST Act

Home > Regulations > Hours of Service

Electronic Logging

FEE Choosing an Electronic Logging Device
Implementation Timeline C hec kli St FMCSA ELD Information Line

Frequently Asked

Questions .
Choosing an Electronic Logging Device Checklist.pdf 1200 New Jersey Avenue SE
ori B Washington, DC 205S0
rivers and Carriers - . . _ United States
Below are tips to consider when choosing an ELD, and a checklist of key
Manufacturers features and functions that every ELD must provide. ELD@dot.gov
| e S ——— N 5 TR S —— Tlps
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Conspicuously Absent

The checklist discusses data protections, but not equipment (i.e.
truck) protections

Could include the following item in the checklist:

Have the vendor demonstrate protections from affecting the CAN bus in
an unintended manner.

Problem: How can we protect the CAN bus when we are forced
to expose it to aftermarket or third-party devices on legacy

systems?

BTW: this applies to insurance incentives to install dongles too.
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Conclusion

There are many attack surfaces.
Have fun and go hack a truck!

P.S. You are under an NDA...
hack to help improve the industry.
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