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Introduction and Overview
 Introduction to Trucks and Truck Systems
 Reading and Interpreting Schematics
 Vehicle Networking
 Diagnostics and Maintenance Systems
 RP1210 and DLL Shim Attacks
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INTRODUCTION TO TRUCKS
Let’s get started
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What is a Truck?
 Generally called heavy vehicles
 Classifications based on Gross 

Vehicle Weight Rating
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https://afdc.energy.gov/data/10381
https://afdc.energy.gov/data/10380

https://afdc.energy.gov/data/10381
https://afdc.energy.gov/data/10380


Comparison of Cars and Trucks
Cars
 Four Wheels
 Focused on Individual Consumer
 Vertically Integrated 
 Proprietary CAN bus
 11-bit CAN IDs
 Single dealer computer per brand
 SAE J2534 for diagnostic tool
 No communications to trailers
 Mostly Gasoline Powered
 Hydraulic Brakes

Trucks
 4 to 18+ Wheels
 Focused on Utility or Fleet Customer
 Horizontally Integrated (more options)
 SAE J1939 Standardized CAN
 29-bit CAN ID include Source Address
 Multiple vendors for ECU diagnostics
 ATA/TMC RP1210 for Diagnostic Tool
 SAE J560 has PLC4TRUCKS
 Mostly Diesel, needs DEF
 Air Brakes (needed for trailers)
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Why are there computers on trucks?
 Regulations to Reduce Emissions

 Many software requirements are written by California Air Resource 
Board (CARB).

 Computer control enables aftertreatment of exhaust
 Fuel Efficiency

 Competitive Advantage
 Fleet customers care about small improvements

 Automated Troubleshooting
 Mechanics are now technicians
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HEAVY VEHICLE NETWORKING
With all these computers, we need
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Heavy Vehicle Networks

 Simplify Wiring
 Enables multiple systems 

on one bus
 Data sharing between ECUs
 External interface with 6 or 

9-pin connector
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Network Standards
 SAE J1708 and J1587

 Based on a 9600 baud RS-485 connection
 Similar to the serial port on a computer
 Phased out, but still on the road (DDEC 4 and 5, Cat ADEM3) 

 SAE J1939
 Based on a 250,000 baud Controller Area Network (CAN) 

connection 
 CAN is used on passenger cars too.
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J1708 Network Messages
 Speed signals are interpreted and broadcast as serial messages in 

frames.
 J1708 Frame:
 MID: Message Identifier

 128 (0x80) for Engine
 183 (0xB6) for Off-board Programming Station

 PID: Parameter Identification
 84 (0x54) for Road Speed
 190 (0xBE) for Engine Speed
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MID PID DATA Checksum



Interpreting J1708 Data
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Example Speed Data
 J1708 Hex Serial Data is found in a log file:

 MID: Engine
 PID: Road Speed

 Determine Decimal (55 in this case)
 Multiply by 0.5 (27.5 in this case)
 Append units from J1587: 27.5 mph
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Line Abs Time(Sec) Rel Time (Sec) Er Tx Description MID PID DATA
24723 538.7992186 0.005920976 F F J1708 $80 80 54 37



Converting Hex to Decimal
 Excel:  =HEX2DEC(“37”)
 Windows Calculator
 Python:
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>>> pgn = 0xFEF1
>>> pgn
65265
>>> "{:04X}“.format(pgn)
FEF1
>>> int("65265")
65265
>>> int("0xFEF1",16)
65265
>>> 

Enter values as hex

Default display is a decimal

Use a format statement to display hex

Convert decimal strings to integers

Convert hex strings to integers

Look at 
the struct 
library 
too!



Controller Area Networks
 Serial bus introduced by Bosch in 1986
 A 2-wire bus with multi-master capability with Collision Detection, 

Arbitration, and Error Checking
 Result: nearly 100% data integrity in harsh environments

 Trusting… all messages are inherently believed
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Normal CAN Flooded CAN



SAE J1939
 Built on CAN

 Fast enough for real-time control
 250k (black connector)
 500k (green connector)

 Uses the message identifier to define purpose.
 Defines everything from physical connections to diagnostic 

applications.
 Provides the basis for understanding and interpreting some 

of the data.
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J1939 Connector (9-Pin)

 Pin A: Battery (-)
 Pin B: Battery (+)
 Pin C: CAN High
 Pin D: CAN Low
 Pin E: CAN Shield
 Pin F: J1708 (+)
 Pin G: J1708 (-)
 Pin H: OEM Use or 2nd CAN High
 Pin J: OEM Use or 2nd CAN Low
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 Check for +12 V on pin B with Pin A to ground
 Check for 60 Ohms between Pin C and D on 

J1939 enabled vehicles with vehicle off.



Pinouts
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 https://www.dgtech.com/wp-
content/uploads/2016/04/Pinouts_ICR.pdf

https://www.dgtech.com/wp-content/uploads/2016/04/Pinouts_ICR.pdf


Industry Connectors
 DG Tech’s Guide

http://www.dgtech.com/product/dpa5/manual/DPA_Pinouts.
pdf

 Deutsch Catalog from LADD distribution (pg 92 for CAN)
https://laddinc.com/wp-content/uploads/2014/08/LADD-
Catalog.pdf

 Digi-key for buying parts:
http://www.digikey.com/Suppliers/us/Amphenol-Sine-
Systems.page?lang=en
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http://www.dgtech.com/product/dpa5/manual/DPA_Pinouts.pdf
https://laddinc.com/wp-content/uploads/2014/08/LADD-Catalog.pdf
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Model for Network Communication
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SAE J1939
 Arranged to reflect OSI model 

 J1939-1X: Physical connections
 J1939-2X: Transport layer for long messages
 J1939-7X: Application layer (bring meaning to data) 

 Controller Applications (CA) are given source addresses
 Defines message transport protocol for up to 1785 bytes
 Defines source address claiming

 Every CA is expected to have a unique address

August 2021 CyberTruck Challenge 21



Extended CAN Frame Structure
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29-bit Identifier 
(Arbitration) Data Field Error CheckingControl 

Field

Data typically transferred  up to 8 bytes at a time 



Extended CAN Format for J1939

 SOF = Start of Frame
 EDP = Extended Data Page
 DP = Data Page
 PDU = Protocol Data Unit
 PF = PDU Format
 PG = Parameter Group

 SRR = Substitute Remote Request
 IDE = Identifier Extension Bit
 RTR = Remote transmission request
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Source: SAE J1939-21



CAN Collisions 
and Arbitration
 Problem:

 All have access to the bus at the same time
 Multiple devices try to send data at once

 Solution:
 CAN Arbitration where the highest Priority message comes through
 Others wait and retry

 Arbitration
 Message Identifier (MID) determines priority
 0 is dominant, so lowest MID wins
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29-bit Identifier Example
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Some messages have higher priority over others.


Sheet1

		CAN Extended Frame Format				Identifier																						SRR		IDE		Identifier Extension

		J1939 Frame Bit Position		1		2		3		4		5		6		7		8		9		10		11		12		13		14		15		16		17		18		19		20		21		22		23		24		25		26		27		28		29		30		31		32		33

												Transmitted Parameter Group Number (PGN)

		J1939 Frame Format		Start of Frame		Priority						EPD		DP		Protocol Data Unit Format (PF)																				PDU Specific (PS) (Either a DA or GE)																Network Unique Source Address (SA)																RTR

		29-bit Identifier Position				28		27		26		25		24		23		22		21		20		19		18						17		16		15		14		13		12		11		10		9		8		7		6		5		4		3		2		1		0

		Decimal value for PGN														32768		16384		8192		4096		2048		1024						512		256		128		64		32		16		8		4		2		1																				PGN Calculated

		Ex. 1: Transmission Control				0		0		0		0		0		0		0		0		0		0		0						0		1		0		0		0		0		0		0		0		0																				256

		Calculated PGN Value														0		0		0		0		0		0						0		256		0		0		0		0		0		0		0		0

		Ex. 2: Pending DTC				0		0		0		0		0		1		1		1		1		1		1						0		1		1		0		0		0		0		0		1		0																				64898

		Calculated PGN Value														32768		16384		8192		4096		2048		1024						0		256		128		0		0		0		0		0		2		0

		Ex. 3: Immediate Fault Status				0		0		0		0		0		1		0		0		1		1		1						1		1		0		0		0		0		0		0		0		0																				40704

		Calculated PGN Value														32768		0		0		4096		2048		1024						512		256		0		0		0		0		0		0		0		0









Notes:
If PDU Format (PF) is 0 and 239, then use PDU1 with PS being a Destination Address (DA)
If PDU Format (PF) is between 240 and 255, then use PDU2 with PS being a Group Extension (GE)
There are 24 bits sepcific to J1939 so there are 1.67 million identifiers in the standard. The first bits are for OEM priortiy optimization.
Transmission Control: PGN = 256
Pending Diagnostic Trouble Codes: PGN = 64898
Immediate Fault Status: PGN = 40704
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Source Address and Address Claiming
 See Digital Annex for a list of Source Addresses
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Address NAME Field
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• From SAE J1939-81, the following NAME field is 64 Bits (8 bytes) long.

• Value is translated with little endian format (Intel), so the least significant 
byte is first.

• Example 1: Caterpillar C15 with ADEM4 ECU
can1  18EEFF00   [8]  D0 6B 01 01 00 00 00 80

• Example 2: Detroit Diesel CPC3Evo
can1  18EEFF00   [8]  00 00 C0 01 00 00 00 00

• Example 3: Allison Transmission
can1  18EEFF03   [8]  64 00 40 00 00 03 03 10

Arbitrary 
Address 
Capable

Industry 
Group

Vehicle 
System 
Instance

Vehicle 
System

Reserved Function Function 
Instance

ECU 
Instance

Manufacturer 
Code

Identity 
Number

SAE SAE SAE SAE SAE

1 bit 3 bits 4 bits 7 bits 1 bit 8 bits 5 bits 3 bits 11 bits 21 bits

CAN ID has:
• Priority = 6, 
• Parameter Group Number = 0xEE00,
• Destination Address = 0xFF (Global),
• Claimed Source Address = 0x00 (Engine #1)



Example 1: Caterpillar
can1  18EEFF00   [8]  D0 6B 01 01 00 00 00 80

• Byte 8 (0x80) = 0b1000 0000, which means:
– it is arbitrary address capable, 

– the industry group is 0 (global), and 

– the vehicle system instance is zero.

• Byte 5 -7 (00 00 00), which means:
– the vehicle system, function, and function instance are all zero, 

which is consistent with an engine controller

• Byte 4 (0x01), Bits 1-8 = MSB of Mfg Code
Byte 3 (0x01), Bits 8-6 = LSB of Mfg Code

– 0b0000 0001 0000 0001 = 0b1000 = 8 (dec)

• Byte 3 (0x01), bits 1-5 = MSB of Identity Field
Byte 2 (0x6B) =  2nd byte of identity field
Byte 1 (0xD0) = LSB of identity field

– 0b0 0001 0110 1011 1101 0000 = 93,136 (dec)



Example 2: Detroit Diesel
can1  18EEFF00   [8] 00 00 C0 01 00 00 00 00

• Byte 8 (0x00) = 0b0000 0000, which means:
– it is NOT arbitrary address capable, 

– the industry group is 0 (global), and 

– the vehicle system instance is zero.

• Byte 5 -7 (00 00 00), which means:
– the vehicle system, function, and function instance are all zero, 

which is consistent with an engine controller

• Byte 4 (0x01), Bits 1-8 = MSB of Mfg Code
Byte 3 (0xC0), Bits 8-6 = LSB of Mfg Code

– 0b0000 0001 1100 0000 = 0b1110 = 14 (dec)

• Byte 3 (0x01), bits 1-5 = MSB of Identity Field
Byte 2 (0x00) =  2nd byte of identity field
Byte 1 (0x00) = LSB of identity field

– 0b0 0000 0000 0000 0000 0000  (likely not used)



Example 3: Allison Transmission
can1  18EEFF03 [8] 64 00 40 00 00 03 03 10 

• Byte 8 (0x10) = 0b0001 0000, which means:
– it is NOT arbitrary address capable, 

– the industry group is 1 (on-highway), and 

– the vehicle system instance is zero.

• Byte 7 (0x03), the vehicle system is the transmission

• Byte 6 (0x03), function is the transmission

• Byte 5 (0x00), the function and ECU instance is 
zero, which means it’s the first instance. 

• Byte 4 (0x00), Bits 1-8 = MSB of Mfg Code
Byte 3 (0x40), Bits 8-6 = LSB of Mfg Code

– 0b0000 0000 0100 0000 = 0b0010 = 2 (dec)

• Bytes 3-1 (0x00064) comprise the identity field



Address Claimed by Another ECU



Learn More about Hacking J1939 
Address Claims 
Murvay and Groza (2017):
http://www.aut.upt.ro/~pal-stefan.murvay/papers/security-shortcomings-countermeasures-SAE-J1939-commercial-vehicle-protocol.pdf

SystemsCyber on Github (Colorado State Univ.)
https://github.com/SystemsCyber/TruckCapeProjects/blob/master/Jupyter/06%20J1939%20Address%20Claim.ipynb

Campo, Mukherjee, and Daily (2021)
SAE International Journal of Commercial Vehicles
Manuscript Number: JCV-2021-0029R1
Real-time Network Defense of SAE J1939 Address Claim Attacks
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http://www.aut.upt.ro/%7Epal-stefan.murvay/papers/security-shortcomings-countermeasures-SAE-J1939-commercial-vehicle-protocol.pdf
https://github.com/SystemsCyber/TruckCapeProjects/blob/master/Jupyter/06%20J1939%20Address%20Claim.ipynb


FILL OUT TRUCK INSPECTION 
WORKSHEET

Activity On Trucks
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TRACE SCHEMATICS
Activity
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DDEC 6 CPC
 Identify and trace the following:

 Accelerator Pedal Input
 Diagnostic Port (i.e. J1939)
 Engine CAN
 Vehicle Speed Sensor

Challenge: How does the CPC know about Engine RPM?
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Cummins CM2350
 https://quickserve.cummins.com
 Determine the engine components on CAN:

 What pins are used for the VGT?
 What pins are used for the Aftertreatment System?
 How is engine speed determined? 

 What sensor? 
 What pins? 
 What signal?
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Available on the NAS
Resources

https://quickserve.cummins.com/


HOW EVENTS GET SET IN AN ENGINE 
CONTROL MODULE

Deep Dive into
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Overview
 Vehicle Speed Data
 Synchronized Testing Results

 Network Data, EDR Data, and GPS Data
 Out-of-service brakes
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We can’t work with this one
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Missing Data??
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Pavement to EDR Data

Wheels Turn VSS Signal 
Generated

ECM 
Calculates 

Speed

Data 
Transmitted 
on Network
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Sensing Speed
 A magnetic pick-up uses variable reluctance to sense the 

rotation of the tailshaft.
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Tone RingTransmission

Tailshaft
Magnetic 
Pickup

Transmission

Tailshaft
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Vehicle Speed 
Sensor

16 Tooth 
Tone Ring



Pavement to EDR Data

Wheels Turn VSS Signal 
Generated

ECM 
Calculates 

Speed

Data 
Transmitted 
on Network
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Speed Sensing In Action
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Describing a Signal
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eDAQ-DDEC6TestingWithHathaway.sie - ToneRing@WheelSpeed.RN_1
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Describing a Signal (Cont.)
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eDAQ-DDEC6TestingWithHathaway.sie - ToneRing@WheelSpeed.RN_1
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Actual Vehicle Speed Sensor 
Signals
 Wire pierce near the sensor
 Record with the Analog In feature of the eDAQ.
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Exhaust

Signal Wires



Example of Actual Speed Sensor 
Signal
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VSS Tone Ring Signal (0.1 V)

   

Time(secs)
245 250 255 260
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d 
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PH
)

-70
-60
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-30
-20
-10
0

10
20
30 GPS Based Vehicle Speed (MPH)

   

VSS Check Pulses



Example of Actual Speed Sensor 
Signal (Zoomed)
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VSS Tone Ring Signal (0.1 V)

   

Time(secs)
255.31 255.32 255.34

Sp
ee

d 
(M

PH
)

-70
-60
-50
-40
-30
-20
-10
0

10
20
30 GPS Based Vehicle Speed (MPH)

   

x:255.30171  y:-10.3896  n:2302543

x:255.3  y:24.0398  n:18420

x:255.33927  y:-10.3927 dx:0.037   

x:255.34  y:24.0709 dx:0.04  dy:

6 pulses in 0.03756 seconds with 2.93 
gears and 19.5 inch radius = 23.7 mph 
(GPS = 24.04 mph)



Example of Actual Speed Sensor 
Signal (Starting)
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VSS Tone Ring Signal (0.1 V)
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Example of Actual Speed Sensor 
Signal (Stopping)
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VSS Tone Ring Signal (0.1 V)

   

Time(secs)
259.0 259.5 260.0 260.5

Sp
ee

d 
(M

PH
)

-35

-30

-25

-20

-15

-10

-5

0

5

10 GPS Based Vehicle Speed  (MPH)

   

Gap shows tire 
“stick-slip” 
when finishing



Speed Sensing Observations
 Amplitude of the signal increases with speed.
 Frequency of the signal increases with speed.
 Peak to Peak may go from 10 mV to over 10 V.
 May not be referenced to common ground.
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Pavement to EDR Data

Wheels Turn VSS Signal 
Generated

ECM Calculates 
Speed

Data 
Transmitted 
on Network
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Determining Speed
 A Signal Conditioning chip converts the analog signal into a 

pulse train.
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Determining Speed (Cont.)
 The ECM counts the number of pulses in a given unit of 

time, say 0.1 seconds. 
 The number of pulses is converted to a distance using 

pulses per mile (ppm).
 Example: 60 pulses in 0.1 seconds.

60 pulses
0.1 sec

×
mile

29126 pulses
×

3600 sec
1 hour

= 74.1 mph
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Getting Pulses Per Mile
 Ask the Engine Control Module:

 J1587 PID 228: Speed Sensor Calibration
 Software output (DDDL shown here)

 3.700 x 16 x 492 = 29126.4 ppm
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Confirming Pulses Per Mile
 Physically Inspect the Vehicle
 Component 

Information 
(maybe in 
the glovebox)

 Tells what 
components 
to expect
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3.70



Axle Tag Shows Gear Ratio

 Tag may not 
be readable.

 This one 
says RATIO 
00370.

 Look for 
signs of 
repair.
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Estimate Rolling Radius
 Method 1: Level and Tape Measure

 Measure from center to ground of drive wheels
 Typical ~19.5-21 inches
 Circumference = 3.1415 x 2 x radius, which has units of inches 

per revolution
 Method 2: Mark the drive wheels and direct measure 

circumference 
 Put grease on the tread and measure the spacing of the grease 

mark on the pavement 

August 2021 CyberTruck Challenge 60



Pavement to EDR Data

Wheels Turn VSS Signal 
Generated

ECM Calculates 
Speed

Data 
Transmitted 
on Network
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APPLICATIONS TO HEAVY VEHICLES
Data Acquisition and 
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Vehicle Description
 2008 Freightliner 
 Single Drive Axle
 DDEC VI equipped 

Detroit Diesel Series 
60 Engine

 Eaton 10 Speed 
Manual

 2.93:1 Rear Axle 
Ratio
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Component Information
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Procedure
 Training Facility Driving (i.e. Closed Course)
 Straight line runs with at least 2 hard brake events
 Multiple Configurations

 Bobtail
 Single Pup
 Twin Pups

 Record while hitching and releasing pups
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Correlated Data Gathering
 Simultaneously obtain

 Tone Ring (VSS) Signals
 J1939 Network Traffic (e.g. Wheel-based Vehicle Speed)
 J1708 Network Traffic (e.g. Road Speed)
 GPS Based Speeds (Vbox 3i and eGPS-200)
 Tape Switch on Brake Pedal
 Brake Chamber Pressures

 Perform multiple hard braking events
 Download HVEDR Data
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Instrument Setup
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Instrument
Setup (cont.)
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 Details on Instrumentation with links:
https://www.engr.colostate.edu/~jdaily/tucrrc/CorrelatedDDEC6DataSet.html

https://www.engr.colostate.edu/%7Ejdaily/tucrrc/CorrelatedDDEC6DataSet.html


 Nice signals give predictable and reliable results.
 Higher speeds
 Lab Simulated Sine Waves

 Real Signals may not be nice at low speeds
 Compromised circuit
 Drive train rattle
 Vibration

 Longer sample times smooth out noise
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Speed Spikes at Shift Points

 External 
GPS 

 Tone Ring 
Signal

 J1939 
Speed
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Speed Spikes at Shift Points
eDAQ-DDEC6TestingWithHathaway.sie - GPS@speed_raw3d.RN_8
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Signal Noise When Slow
 Some Event Records may show unphysical speed spikes (i.e.

0-55mph in 1 second).
 The speed sensing circuit automatically increases sensitivity 

with lower amplitudes
 More susceptible to noise

 Can happen with impulses that cause drivetrain rattle
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Tone Ring Noise From Trailer 
Connection

 External 
GPS 

 Tone Ring 
Signal

 J1939 
Speed
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Speed Comparison
 eGPS-200 from eDAQ
 Vbox 3i GPS
 J1939 Network

 Wheel-based Vehicle Speed (Tone Ring)
 Front Axle Speed (Electronic Brake Controller)

 J1708 Network
 Road Speed

 DDEC Reports
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Speed Records
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J1939: Wheel-Based Vehicle Speed
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Speed Records Hard Brake
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J1939: Wheel-Based Vehicle Speed
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Zoom on Speed Feature
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J1939: Wheel-Based Vehicle Speed
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Compare Tone Ring Signal to ECM 
Calculated Speed
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DDEC Reports Data
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Merge DDEC Data with Network 
Data
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Speed Data Observations
 Network speed data are about 0.1 second be hind tone ring 

signal.
 GPS units tracked each other around 0.2 mph difference
 Front Axle Speed over reported speed 

 Likely reduced rolling radius from treadware
 From the Electronic Brake controller

 Road Speed (J1708) and Wheel-based Vehicle Speed (J1939) 
show drops in speed
 Tire slip from braking
 Used the same tone ring sensor
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Air Pressure Transducer (Front Axle)
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Air Pressure Transducer (Rear Axle)
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Air Pressure for ABS Braking
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Left Rear Brake Pressure with 
Wheel-Based Speed
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Bobtail Braking Results
 J1939 brake switch status lags tape switch by 0.07 seconds.

 15 psi builds in that time.
 40 psi (average operational pressure) lags by 0.25 psi 

 Data show the pressure modulation from the ABS system.
 Front axle pressures tracked each other.

 No modulation needed.
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Rear Brake Pressures: Bobtail
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Rear Brake Pressures: 
Single Pup
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Rear Brake Pressures: 
Two Pups
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Push Rod Stroke - OK

August 2021 CyberTruck Challenge 90



Push Rod Stroke – (Bad)
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Remove Emergency Brake Line
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Newer Bolt



This fell to the ground…
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A Dime to Block the Line
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Observations 
 When the dime was removed no pressure would hold when 

the parking brake was 
 Dime prevented an air leak from a defective chamber

 Service brake worked to depress the spring to release the brake
 Pressures were high/normal in the brake line

 No Pressure modulation since no wheel slip.
 Push rod stroke was almost double on the defective brake
 No pushrod stroke when parking brake was set
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HEAVY VEHICLE DIAGNOSTICS
When something goes wrong, we need to know about it.
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Cummins PowerSpec and Insite
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Cummins
PowerSpec
 Sudden Decel Data
 Save directly to PDF
 Attribution is through Engine Hours 

and Mileage
 Free (with registration)

Insite
 Fault Code Freeze Frames
 Fault Schematics
 Audit Logs
 Produces a “Work Order” image
 Reflash firmware
 Subscription
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Detroit Diesel Electronic Controls (DDEC)
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Aftertreatment Control 
Module (ACM)

Motor Control Module
(MCM)

Common Powertrain 
Controller (CPC)



Detroit Diesel Software
DDEC Reports
 Incident Data
 .XTR files
 Fleet Management
 Free

Diagnostic Link (DDDL)
 Fault Code Data
 Schematics
 Audit Logs
 Session Log Files
 Turn on DDEC Reports Data 

Pages for New Cascadia
 Subscription
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Fault Code Schematics in DDDL
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Service Manuals
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Audit Logs
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DDEC Reports .XTR
 C:\Detroit Diesel\DDEC Reports\Diagnostic\DATA PAGES
 CSV and XML exporter
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Bendix Brake Controller
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Allison Transmissions
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Other Diagnostic Software
 Wabco Toolbox
 Navistar Service Maxx for the MaxxForce engines
 PACCAR DAVIE for the MX-13 engine
 Premium Tech Tool for Mack and Volvo

There are many others… ask around and visit service shops.

Almost all use RP1210 and J1939 for the tool interface. 
June 2018 Digital Forensics of HVEDRs - Day 3 107



INTRODUCTION TO RP1210
Use different software with just one device.
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Recommended Practice for 
Windows Based Diagnostics

 OEMs can write software to an API
 Vehicle Diagnostic Adapters (VDAs) 

convert Vehicle Networks to PC 
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RP1210 Function Calls
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CSU_RP1210
 Python Application to use RP1210

 Must use 32-bit Python 3 (suggest to add to path)
https://github.com/SystemsCyber/CSU-RP1210

Demo Code:
Hands on: Extract Component ID from modules by requesting 
PGN 65259 (0xFEEB)
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https://github.com/SystemsCyber/CSU-RP1210


THINK LIKE A HACKER
What does it mean to
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“Calculus is the Mathematics of Philosophers,
Cryptography is the Mathematics of Kings”
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What is a “Hacker?”
A technically inclined person who is really curious about how things work but doesn’t have 
the manual (or doesn’t use it).
Most engineers are hackers to some extent. 

 Hacker + complicated kids toy = dad at Christmas
 Hacker + patent attorney = inventor
 Hacker + business opportunity = entrepreneur
 Hacker + university = researcher
 Hacker + prankster = drain on society
 Hacker + gangster = digital theft and black markets
 Hacker + evil empire = national security threat

Outcome depends on the context of the “Hack” and the ethics of the “hacker”
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The Hacker Tools
 Fuzzing or Black Box Approach

 Buffer Overflows
 Low Cost and Minimal Effort

 Static Analysis
 Decompiled Code
 Detailed Discovery
 Time Consuming

 Dynamic Analysis
 Debuggers
 System Controls
 Development Tools
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SECURITY VULNERABILITIES
Let’s look at Demonstrations of Methods and Potential
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Door Lock Control with Access to the 
CAN Bus
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Trucks Have Easy Access to Wiring
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Assume anyone can get physical access to 
the network.



Network Analysis of Seed/Key 
Exchange
 Example of a black box approach
 ECM has the Seed
 PC Software Has the Key
 Extract key information from PC.

 Record J1939 network traffic to a log
 Filter and discover J1939 ID 0x18DA00F1 and 0x18DAF100
 PGNs are used for ISO-CAN over J1939
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ISO 15765-3: Unified Diagnostic 
Services on CAN

 SecurityAccess (27 hex) service
 Subfunction 05 hex: requestSeed
 Subfunction 06 hex: sendKey

 First Byte = Message length -> 2 byte seed/key
August 2021 CyberTruck Challenge 121

Line Abs Time( PT B1 B2 B3 B4 B5 B6 B7 B8
5836 63.73227 18DA00F1 2 10 3 0 0 0 0 0
5839 63.74426 18DAF100 6 50 3 0 14 0 C8 0F
6406 64.72396 18DA00F1 3 22 F1 0 0 0 0 0
6412 64.74421 18DAF100 7 62 F1 0 2 1 0E 3
7043 65.8583 18DA00F1 2 27 5 0 0 0 0 0
7050 65.874 18DAF100 4 67 5 81 B7 1 0E 3
7625 66.88428 18DA00F1 4 27 6 16 98 0 0 0
7639 66.904 18DAF100 2 67 6 81 B7 1 0E 3
8252 67.96437 18DA00F1 10 0D 2E F1 5C 0 0 0



Test setup to get the seed/key 
pairing
 Beagle Bone Black 

 ARM Linux with SocketCAN
 Built in CAN Controllers
 Added MCP2561 CAN Transceiver
 Python Program to emulate ECM

 CAN Network
 Diagnostic Software with RP1210 device

 Perpetual Polling Loop -> no PC code needed.
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Code Emulating the ECM
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Results for the Seed/Key Exchange 
 11 seconds per pair
 8 Days
 65536 Seed/Key 

Pairs
 16384 unique 

values
 14-Bit Linear 

Feedback Shift 
Register?

August 2021 CyberTruck Challenge 124



Seed/Key Exchange Conclusion
 16 bit Seed/Key space is small

 Brute force attacks are feasible
 Downloadable PC software contains the “secret” for the 

ECM.
 Complete black box approach

 No need to know the internal algorithms or processes
 192k Lookup Table
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Dynamic Code Analysis
 Use a debugger to examine PC processes and memory 

during a file save process.

August 2021 CyberTruck Challenge 126

Password in 
Memory



Ramifications from Dynamic 
Analysis
 Audit Logs can be removed from engine image records.
 Maintenance software can be unlocked.
 Limitations:

 PC side only.
 Record is intact 

on ECU. 
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Static Analysis
 Use a decompiler on maintenance software

August 2021 CyberTruck Challenge 128



Example Static Analysis Discoveries
 Encryption Scheme:

 XOR each byte with decimal 63, then switch the nibbles of the 
byte.

 XOR encryption dates back to Julius Caesar
 Code written in Microsoft .NET framework is byte compiled 

source code
 Provides easy source code navigation from distributed products.
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Strong Encryption Example
 Data translator tool

 Defines location and meaning of 
bytes in a network stream.

 XML File is Encrypted with 
Advanced Encryption Standard 
(AES).

 Encrypted Data is meaningless 
without a key.
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Key Storage Issues
 AES symmetric key is stored in source code
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Decrypted Data 
Translation



Social Engineering
 True Story: Having trouble with my maintenance software, so I 

bought pizza for the local service shop and talked to the 
manger. He placed a call for me to the support line. A support 
tech with a European accent answers and the manager provides 
a dealer code and my username over the speakerphone. The 
support tech fixes the issue with the login. Then… 

 Support tech says, “Do you need your password?” 
 I say, “No, thank you. I know it.” 
 He says,  “Your password is psd#5689.” 
 I say, “Well, I probably shouldn’t use that one for my bank 

account anymore.”
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System Administrators with 
passwords?
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File Obfuscation Example
 Bendix logx files are actually zip files.
1. Open ACOM
2. Connect to a Brake ECU
3. Send (Save) Report
4. Convert .logx file to .zip
5. Analyze CAN traffic and more… 
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The backend 
server trusts 
the .logx file… 
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Submit report
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Diagnostics Files
 Companies want to collect data

 Trust data sources from trusted applications
 Can you exploit a zip file?
 Are there virus scans or protections when parsing the logx

(zip)?

Challenge: Can you manipulate the data in the file to affect 
the forensic record (Bendix Data Recorder?)
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Middleperson Attacks
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Installed “Gateway” Devices 
Splitting the Network
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Microprocessors with 
2 CAN channels can 
pass CAN data back 
and forth.



Manipulated VIN and Engine Hours 
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Engine Hours
143165576.50 

VIN
ATTACK X7FJ469058*

Engine Hours
1199.75

VIN
1XKYDP9X7FJ469058*

After a middle person attack

Normal VIN

Use a middleperson 
node to lie to the 
diagnostics 
software.



RP1210 SHIM DLL
The middle person doesn’t need to be wired in.

August 2021 CyberTruck Challenge 148



TMC RP1210 Standard
TMC = Truck Maintenance Council

RP = Recommended Practice

1210 = Standard Number

Standardize communication between Windows applications and 
diagnostic tools that support the heavy duty vehicle market.

Angela Adelsberger
DG Technologies



History

• Trucking industry customers pick and choose what modules they want on 
their vehicle. This is very different from automotive market.

• Why was API was developed? Heavy duty repair shops were not happy 
about having to buy multiple tools to support multiple OEM pieces of 
software that were tied to different diagnostic tools. They wanted to buy 
one tool to support all their OEM software. 

Tool 1
• Engine Detroit 

Diesel

Tool 2
• Brakes Bendix

Tool 3
• Transmission 

Allison

Tool 4
• Engine Cummins

Tool 5
• Brakes Wabco

Tool 6
• Transmission 

Eaton

Tool 1
• All OEM Software

Tool 2
• All OEM Software

Tool 3
• All OEM Software



Development of RP1210

• Truck repair / fleets approached TMC about this problem and a common API 
was developed for OEMs to start using. 

• April 1997 RP1210 was approved. 

• Initial protocols supported CAN, J1939, J1708, J1850

• Current revision is RP1210(D) 

• Changes made to address things such as CAN Auto Baud and add additional protocols



RP1210 DLL Exports

RP1210 Original Exports Exports Added Later On

• RP1210_ClientConnect
• RP1210_ClientDisconnect
• RP1210_SendMessage
• RP1210_ReadMessage
• RP1210_SendCommand
• RP1210_ReadVersion
• RP1210_GetErrorMsg

• RP1210_ReadDetailedVersion
• RP1210_GetHardwareStatus
• RP1210_GetErrorMsg
• RP1210_GetLastErrorMsg
• RP1210_Ioctl
• RP1210_GetHardwareStatusEx



OEM Application to Vendor DLL

• [Windows]\RP121032.ini 
• Contains list of vendor ini & dlls that support the RP1210 API 

• Name must be unique and max of 8 bytes

• [Windows]\Vendor1.ini 
• Contains devices and protocols that the vendor supports

• OEM software populates a list of devices / maybe protocols for user to select from based on 
this file

• [Windows\System32]\Vendor1.dll
• RP1210 dll that is loaded by OEM software



Vulnerabilities of RP1210

• Because this is a common API that all tools use you run the risk of 
another DLL impersonating a vendor’s DLL. 

• Data Manipulation

• Logging of Information Without User’s Knowledge



RP1210 Shim Challenge

• Act as a shim DLL for a RP1210 application 

• Update the code provided to you to log information between the 
application and vendor tool

• Manipulate the data of a message being returned to the 
application (do we want to specify what PGN / Data bytes we 
want changed?)



Cars and Trucks Sometimes Crash
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Why did these trucks crash?
 Real reason: we pulled them together with cables.
 Thought experiment:

 One of the drivers was tired and fell asleep at the wheel.
 Drifted left of center and had a head on crash.
 Investigation showed the driver falsified his logs.
 Driver was actually on his 15th hour of driving that day

 How does the government respond to this (repeated) 
scenario?
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a.k.a. the
“ELD Mandate”



49 CFR 
Parts 385, 386, 390, and 395
“SUMMARY: The Federal Motor Carrier Safety Administration (FMCSA) 
amends the Federal Motor Carrier Safety Regulations (FMCSRs) to 
establish: 
 Minimum performance and design standards for hours-of-service (HOS) 

electronic logging devices (ELDs); 
 requirements for the mandatory use of these devices by drivers 

currently required to prepare HOS records of duty status (RODS);
 requirements concerning HOS supporting documents; 
 and measures to address concerns about harassment resulting from the 

mandatory use of ELDs. 
The requirements for ELDs will improve compliance with the HOS rules.”
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ELD Self Certification and 
Integration
1. Scope and Description
(a) This appendix specifies the minimal requirements for an 
electronic logging device (ELD) necessary for an ELD provider 
to build and certify that its technology is compliant with this 
appendix.
1.4. System Design
(a) An ELD is integrally synchronized with the engine of the 
CMV such that driving time can be automatically recorded for 
the driver operating the CMV and using the ELD.
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Bridging the Air Gap 
Defenses
 Adding Internet Connectivity
 Adding Bluetooth and USB 2.0
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Mandated Electronic Logging Devices 
(ELDs) May Not Be Secure
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https://www.youtube.com/watch?v=uIj7wk
AoJ6Y

https://www.youtube.com/watch?v=uIj7wkAoJ6Y


What can we do?
 ELDs are required on most trucks from year 2000 to present.
 Air gap defenses no longer exist.
 Older vehicles may have single CAN bus (SAE J1939) for all 

ECUs.
 There is a race to the bottom… What is the cheapest ELD that 

we can buy?
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How to pick a secure ELD?
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Conspicuously Absent
 The checklist discusses data protections, but not equipment (i.e.

truck) protections
 Could include the following item in the checklist:

Have the vendor demonstrate protections from affecting the CAN bus in 
an unintended manner.

 Problem: How can we protect the CAN bus when we are forced 
to expose it to aftermarket or third-party devices on legacy 
systems?

BTW: this applies to insurance incentives to install dongles too. 
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Conclusion
There are many attack surfaces.

Have fun and go hack a truck!

P.S. You are under an NDA… 
hack to help improve the industry.
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