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Introduction - Background
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Outline
● Fundamentals of Wireless

● Wi-Fi (2.4 GHz / 5 GHz)

● Bluetooth (2.4 GHz)

● Cellular

● GPS

● Software Defined Radio (SDR)



Fundamentals 
of Wireless

● What is a Radio?
● What is a Radio Frequency (RF)?



What is a Radio? – Components
● Antenna
● Transmitter
● Receiver
● Transceiver (combination of Receiver and Transmitter)

Microphone

Digital Data

Transmission
Antenna

Speaker

Digital Data
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Radio Waves - A form of electromagnetic radiation with an identified frequency 
which range from 3 kHz to 300 GHz.

What is RF? – Electromagnetic Radiation

Radiation Type
Wavelength (m)

Radiation Wave

Approximate Scale
Of Wavelength

Frequency (Hz)
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What is RF? – Applications
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A wireless electromagnetic signal used as a form of telecommunication.

Modulation - The process of varying one or more properties of a periodic waveform, 
called the carrier signal, with a separate signal called the modulation signal

What is RF? – Radio Frequency Signal
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Signal

Carrier

Modulation

Amplitude Modulation (AM) Frequency Modulation (FM)



A form of amplitude modulation that represents digital data as variations in the 
amplitude of a carrier wave.

What is RF? – Amplitude Shift-Keying (ASK)
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A frequency modulation scheme in which digital information is transmitted through 
discrete frequency changes of a carrier signal.

What is RF? – Frequency Shift-Keying (FSK)
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An algorithm that samples a signal over a period of time (or space) and divides it 
into its frequency components

What is RF? – Fast Fourier Transform (FFT)
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Fundamentals 
of Wireless

● FCCID Lookup



What to look for? – FCC ID / IMEI #

FCCID Lookup – Physical Inspection
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Type FCC ID # into Google:
FCC ID RI7OM12030-210

FCCID Lookup – Research
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FCCID Look-up – Research

Operating Frequencies
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Wi-Fi
(2.4 GHz / 5 GHz) ● Overview

● DEMO: Wi-Fi Pineapple Overview



Wi-Fi Overview

Common Attacks:

● Deauth attacks
● Evil Twin Attack
● WPA2 MITM Attack
● WEP IV Attack



$100 device for hacking Wi-Fi
https://www.wifipineapple.com/

Wi-Fi Pineapple Overview
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https://www.wifipineapple.com/


DEMO – Wi-Fi Pineapple Overview
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Bluetooth
(2.4 GHz - ISM)

● Overview
● DEMO: 

Gathering info on Bluetooth devices



Bluetooth – Personal Area Networks

● Master (central) scan for other devices, and initiate connection.
● Slave (peripheral) advertise and wait for connections.

Master

Slave

Single Slave Multi-Slave Scatternet



Bluetooth – Automotive

Information that can be saved on your car when you connect via Bluetooth:

● GPS history
● Device name.
● Address book.
● In-car internet search history.
● Music-streaming login, such as Spotify or Pandora
● Call log and text messages if you use hands-free calling
● WiFi identifiers



Bluetooth – Tools

Ubertooth One ($140)
https://greatscottgadgets.com/ubertoothone/

UD100 ($40)
http://www.senanetworks.com/ud100-g03.html

https://greatscottgadgets.com/ubertoothone/
http://www.senanetworks.com/ud100-g03.html


Bluetooth Demo ● Gathering info on Bluetooth devices



Step 1 - Install and run bettercap

git clone github.com/bettercap/bettercap.git

apt-get install golang libpcap-dev libusb-1.0-0-dev libnetfilter-queue-dev

make build

make install

./bettercap
 



Step 2 - Manual - help



Step 3 - Listening service - ble.recon on



Step 4 - Enumerate bluetooth - ble.enum



ble.write <mac> <uuid> <value>



Cellular ● Frequencies
● Tools



Cellular - Frequencies

2G Frequencies

Frequency 800 MHz 850 MHz 1900 MHz

Band SMR CLR PCS

3G Frequencies

Frequency 850 
MHz

1700 
MHz

1900 
MHz

2100 MHz

Band CLR AWS PCS AWS

4G Frequencies

Frequency L700 
MHz

L700 
MHz

U700 
MHz

800 
MHz

850 
MHz

1700/2100 
MHz

1900 
MHz

2300 
MHz

2500 
MHz

3500 
MHz

5200 
MHz

5700 
MHz

Band 12,17 29 13 26 5 4,66 2,25 30 41 48 252 255

5G has a very large range of frequencies. Could not fit on this page. LINK

https://en.wikipedia.org/wiki/5G_NR_frequency_bands


Cellular - Tools

● Cell site simulator 
● SDR - BladeRF with YatesBTS
● SDR - Ettus Research USRP
● IMSI Catcher (StingRay)

Rohde & Schwarz Cell Site Simulator

Stingray (IMSI Catcher)



GPS
 L1 Band (1575.42 MHz) 

L2 Band (1227.6 MHz)
L5 Band (11476.45 MHz)

● Overview
● Spoofing
● DEMO: GPS Spoofing



GPS - Overview

● Launch-1978 / Full Coverage-1994 / United States Government
● Multiple Bands / Multiple Frequencies
● Other Satellite Navigation Systems:

○ GLONASS (Launch-1982 / Full Coverage-1995 / Russian)
○ Galileo (Launch-2011 / Full Coverage-2021  / European Union)
○ BeiDou (Launch-2000 / Full Coverage-2020 / China)

Band Frequency Description

L1 1575.42 MHz Used for civilian technologies (cellular, cars, trucks, etc.)

L2 1227.60 MHz Used for civilian technologies (cellular, cars, trucks, etc.)

L3 1381.05 MHz Used for nuclear detonation (NUDET) detection.

L4 1379.913 MHz Being studied for additional ionospheric correction

L5 11476.45 MHz Proposed for use as a civilian safety-of-life (SoL) signal.



GPS - Spoofing



GPS Demo ● Spoofing GPS Satellites



Step 1 - Install bladeRF

 $ sudo apt-get install libusb-1.0-0-dev libusb-1.0-0 build-essential cmake libncurses5-dev libtecla1 
libtecla1-dev pkg-config git wget

$ git clone https://github.com/Nuand/bladeRF.git ./bladeRF

$ cd ./bladeRF

$ cd host/

$ mkdir build

$ cd build

$ cmake ../

$ make && sudo make install && sudo ldconfig

https://github.com/Nuand/bladeRF.git


Step 2 - Install gps-sdr-sim

$ git clone https://github.com/osqzss/gps-sdr-sim.git

$ gcc gpssim.c -lm -O3 -o gps-sdr-sim

$ cd gps-sdr-sim/

https://github.com/osqzss/gps-sdr-sim.git


Step 3 - Download latest GNSS archive

Create login:

https://urs.earthdata.nasa.gov/users/new

Download latest files:

https://cddis.nasa.gov/archive/gnss/data/daily/2021/brdc/

And copy to directory

$ cp ~/Downloads/<latest> ~/gps-sdr-sim/

https://urs.earthdata.nasa.gov/users/new
https://cddis.nasa.gov/archive/gnss/data/daily/2021/brdc/


Step 4 - Select a spot



Step 4 - Generate constellations

./gps-sdr-sim -e brdc2270.21n -l 51.2752981,30.2131308,15z



Step 4 - Spoof

$ bladeRF-cli -s bladerf.script



GPS - Spoofing Demo



Software Defined 
Radio (SDR)

● Overview
● Equipment
● GQRX Overview
● DEMO/EXERCISE: 

Find a Radio Station
● DEMO/EXERCISE: 

Find a Key Fob Signal
● GNU Radio Overview
● DEMO/EXERCISE: 

Record and Replay Key Fob Signal
● DEMO/EXERCISE: 

Decode Key Fob Signal



A radio system where components that 
have been traditionally implemented in 
hardware are instead implemented in 
software.

Extremely costly 10+ years ago

Defined by IEEE P1900.1
• “Radio in which some or all of the physical layer 

functions are software defined”

SDR - Overview
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SDR - Equipment

HackRF One ($300)
Half-duplex transceiver

1MHz to 6GHz / 20 MHz bandwidth
https://greatscottgadgets.com/hackrf/

Ettus USRP ($5,000+)
High-performance, scalable SDR

10MHz to 6GHz / 40-160 MHz bandwidth
ettus.com/product/category/USRP-X-Series

BladeRF ($420+)
Full-Duplex transceiver

300MHz to 3.8GHz / 50MHz+ bandwidth
https://www.nuand.com

YARD Stick One ($120)
Half-duplex transceiver

300-348MHz / 391-464MHz / 782-928MHz
https://greatscottgadgets.com/yardstickone/

Proxmark ($300)
Read RFID / Spoof reader or tag

125KHz / 134KHz / 127.66KHz / 13.56MHz
hackerwarehouse.com/product/proxmark3-rd

v2-kit/

RTL-SDR ($25)
DVB-T TV tuner based on RTL2832U
500KHz-1.75GHz  / 5MHz bandwidth

https://www.rtl-sdr.com/

https://greatscottgadgets.com/hackrf/
http://ettus.com/product/category/USRP-X-Series
https://www.nuand.com
https://greatscottgadgets.com/yardstickone/
http://hackerwarehouse.com/product/proxmark3-rdv2-kit/
http://hackerwarehouse.com/product/proxmark3-rdv2-kit/
https://www.rtl-sdr.com/


Software Defined 
Radio (SDR)

● GQRX Overview



Two important settings:
1. Device: hackrf=[model#]
2. Input Rate: 8000000 (8 Mega samples / second)

GQRX Overview - Configuration
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GQRX Overview – Main Screen

Control Panel

Start Button

Frequency View

Waterfall View
(Spectrogram)
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GQRX Overview – FFT Settings

Four common settings:
1. FFT Size – Sets resolution of waterfall and frequency view.

Higher = Better
Higher = More CPU

2. Peak Detect – Highlights and measures peak signals
3. Peak Hold – Keep outline of highest waves
4. Zoom – Zooms in on specified frequency
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GQRX Overview – Peak Detect and Peak Hold
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GQRX Overview – Input Settings (the HackRF)

Three common settings:
1. RF Gain – On or Off (14 dB is somewhat misleading)

On = Better signals, but more noise
2. IF Gain and BB Gain

Generally leave them around 16 dB or 24 dB
Higher = louder signals, but much more noise

3. DC Remove -  Remove annoying spike in the middle screen
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GQRX Overview – Example Signal

Signal = solid spike

This example is a handheld transceiver

Notice: the signal is so loud it has 
“harmonics”, signals repeated nearby

Note: if a signal is louder than
5 dB it can damage the HackRF
(not -5 dB)

Keep away from powerful RF sources
Towers, powerful radios, directional antennas, etc…
Turn RF gain down to compensate for loud signals
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GQRX Overview – Demodulate Signal

Click on a signal to highlight it and play it over sound

Receiver options control the demodulation

Important Settings:
1. Filter Width – Set the size of the signal 

Look this up, or guess
2. Mode - Raw IQ, AM, Narrow FM, Wide FM (WFM)...etc.

Play with these settings to find the right sounding option
Raw IQ is usually best to use when exporting to other programs

3. Squelch – Don’t play static noise, only signals
Select an area with no signal and click the “A” to automatically set55



GQRX Overview – Other Signals
www.sigidwiki.com - a great source for active signals
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Signal Type Description Frequency Mode Modulation Bandwidth Waterfall 
Image

2G CDMA (IS-95) CDMA-One also known as IS-95, was 
the first ever cellular standard 
technology based off of CDMA. It is 
now defunct due to GSM and later 
classes of cellular techs replacing it.

850 MHz AM QPSK 1.228 MHz

3G WCDMA WCDMA, known primarily as 3G 
mobile, is a family of 3G data 
protocols used to send voice, text and 
signaling data to smart phones and 
other wireless devices.

824 MHz 
— 2,100 
MHz

RAW, 
AM

QAM, 
QPSK, 
CDMA

4.2 MHz

49MHz RC Car 
Controller

The sound of an RC controller signal 
from an old amphibious toy car

49.2 MHz USB

http://www.sigidwiki.com/
https://www.sigidwiki.com/wiki/2G_CDMA_(IS-95)
https://www.sigidwiki.com/wiki/3G_WCDMA
https://www.sigidwiki.com/wiki/49MHz_RC_Car_Controller
https://www.sigidwiki.com/wiki/49MHz_RC_Car_Controller


GQRX Overview – Other Resources
sigidwiki.com - Resource for signal identification
radioreference.com - Database of radio stations, repeaters, and communication frequencies
websdr.org - Tune into SDRs around the world, or broadcast yours to the world
w1hkj.com/FldigiHelp-3.21/Modes - Ham Radio Digital Signals
arrl.org/getting-licensed - Get licensed to broadcast around the world
rtl-sdr.com -  Keep up to date with SDR news and experiments
cgran.org - Huge collection of advanced GNURadio blocks
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http://www.sigidwiki.com/
http://www.radioreference.com/
http://www.websdr.org/
http://www.w1hkj.com/FldigiHelp-3.21/Modes
http://www.arrl.org/getting-licensed
https://www.rtl-sdr.com/
http://cgran.org/


SDR Demo ● Find a Radio Station / Key Fob Signal

 



Plugin hackRF or other SDR
Ensure hackRF is connected

Step 1 - Find a Radio Station / Key Fob
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Start up GQRX

$ gqrx

Step 2 - Find a Radio Station / Key Fob
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Setup GQRX for hackRF
Set Device to hackrf
Set Input Rate to 8000000

Step 3 - Find a Radio Station / Key Fob
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Change Mode to WFM (stereo)
Tune to your favorite radio station
Click the ‘Play’ icon in the upper left hand corner

Step 4 - Find a Radio Station / Key Fob
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Turn up the gain (volume)
Select an area next to frequency, click the ‘A’ button next to Squelch
Go back to frequency, Squelch should help remove some noise

Step 5 - Find a Radio Station / Key Fob
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Software Defined 
Radio (SDR)

● GNU Radio Overview



GNU Radio – Starting Page

Function Blocks

Flow Chart CanvasPlay Flow Chart

Console Output65



Must Have Blocks:
• Source
• Sink

Most Common Blocks:
• Filters
• Instrumentation (aka measurements)
• Modems (Modulators and Demodulators)
• Variables and Controls

GNU Radio – Function Blocks
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GNU Radio – GQRX Style Waterfall

UI Waterfall

HackRF Source

Default Options Block

Frequency Slider

Sample Rate Slider



GNU Radio – GQRX Style Waterfall



SDR Demo ● Record and Replay Key Fob Signal



$ gnuradio-companion

GNU Radio – Start up 
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Create a new project 



Options

Id: basic_replay

title: Basic Replay

Variable

sample_rate: 4e6

Edit values



Id: hw_freq

Value: 433e6

Create new 



Basic capture to file



Execute



Right-click -> disable



Replay



SDR Demo ● Decode Key Fob Signal



GNU Radio – Decoding Key Fob Signal



GNU Radio – Decoding Key Fob Signal
nc 127.0.0.1 1245 | xxd | grep 101



Thank you! - Happy Hacking


