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Command Line Interfaces
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Processes: 880 total, 4 running, 11 stuck, 865 sleeping,
Load Avg: 3.31, 2.75, 2.40 CPU usage: 7.0% user, 6.34%

SharedLibs: 1067M resident, 155M data, 56M linkedit.

MemRegions: 534128 total, 9757M resident, 476M private, 6
PhysMem: 31G used (2991M wired, 7207M compressor), 201M unused.
VM: 371T vsize, 4915M framework vsize, 36(0Q) swapins, 156(@) swapout

Networks: packets: 1513801004/1764G in, 934992249/564G out.
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What Is the Command
Line Interface (CLI)?

A The CLI is dext-based interface used to interact with
CWHY UG ql Kkt WYGUI ¢qRUNDLWY !

A Unlike graphical user interfaces (GUIs), the CLI uses
typed commands to perform tasks.

Af qkt WG RNG a5 IIJRNG q A pdedeYradifbbln 2 (
In professional diagnostics and scripting.
A Common CLlIs:
A Windows Command Prompt / PowerShell
A Linux Terminal / Bash / ZSH /etc

A Widely used invehicle diagnostics, firmware
interaction, and cybersecurity tools



Basic CommandLine
Operations
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Command -

line Basics

Overview of
essential
command-line
commands and
operations for
both Windows
and Linux
systems.
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Scripting
Introduction

Introduction to
scripting for
diagnostics and
automation tasks,
enhancing
efficiency and
troubleshooting
capabilities.

Python and

CAN Bus
Using Python
scripts to interact
with CAN bus
systems for data
communication
and vehicle
diagnostics.

Al Tools for
Scripting
Leveraging Al
tools like
ChatGPT to assist
in writing and
debugging
scripts,
optimizing
development
processes.

Advanced
CLI Tools

Overview of
advanced
command-line
tools such as
cantools, python-
can, TruckDeuvil,
CaringCaribu,
and Scapy for
enhanced
diagnostics and
automation.
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AFor a majority of this course we will be in Linux

AWe will touch on both Linux and Windows, however it will be fine
to stay booted in Linux the whole time



Navigating the File System

Key Commands:
Acd T Change directory (no argument will show current)
Als (Linux) /dir (Windows)T List contents
Apwd(Linux)T Show current directory

Quick Examples:

Acd /homeluser/logs (Linux)
Acd C:\Logs2024 (Windows)
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Basic File Operations

ACommon Commands:
Amkdir T Make new folder
Arm/ del T Remove files
Acopy (Windows) /ep (Linux)T Copy files
Amove(Windows) /mv(Linux)T Move or rename files

AExamples:
Amkdir diagnostics
Acp can_dump.logbackup/ (Linux)
Acopy can_dump.log backup\ (Windows)
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Windows CMD Resources

Ahttps://github.com/security -cheatsheet/cmd -command -
cheat -sheet

type HELP comm
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Linux Command Line Resources

DOESN'T USE MAN
AL ots of resources out there for help TO GET HELP

Aman <command>- Show the users manual

MANC1) General Commands Manual MAN(C1)

« v

NAME
man, apropos, whatis - display online manual documentation pages

SYNOPSIS

man [-adho] [-t | -w] [-M manpath] [-P pager] [-S mansect] [-m arch[:machine]] [-p [eprtvl]
[mansect] page ...

man -f [-d] [-M manpath] [-P pager] [-S mansect] keyword ...
whatis [-d] [-s mansect] keyword ...

man -k [-d] [-M manpath] [-P pager] [-S mansect] keyword ...
apropos [-d] [-s mansect] keyword ...

DESCRIPTION
The man utility finds and displays online manual documentation pages. If mansect is
provided, man restricts the search to the specific section of the manual.

The sections of the manual are:

General Commands Manual

System Calls Manual

Library Functions Manual

Kernel Interfaces Manual

File Formats Manual

Games Manual

Miscellaneous Information Manual
System Manager's Manual

Kernel Developer's Manual

WHEN MAN’S
RIGHT THERE

Woo~NOOTUTHE WN B
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Linux Command Line Resources (cont.)

ALots of resources out there for help
Atldr T an attempt to make reading the manuals even easier with examples.

» ~ tldr pip

pip

Python package manager.
Some subcommands such as “install® have their own usage documentation
More information: <https://pip.pypa.io>.
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Windows Subsystem for Linux

AWindows has a subsystem that allows for use of the GNU/Linux

environment within Windows without a VM

ANOTET YMMV when trying to use things likeocketCANin WSL
ABetter to work directly in Linux if you want to use Linwantools

Version 202506-09

<‘} neven@BYTE-PC: /mnt/c/Users/Byte — O =

:~% cd /mnt/c/Users/Byte

Linux BYTE-PC 4.4.0-19041-Mi 1- soft Fri Dec @6 14: e@ PST 2019 64 GNU/Linux

"Ubuntu

buntu.com/"

net/ubuntu/"
ntu.com/legal/terms-and-policies/privacy-policy”




Working with SocketCAN
IN.Linux



What isSocketCAN?

ASocketCAN is the Linuxnative framework for Controller Area Network
(CAN) support

ATreats CAN interfaces like network interfaces (e.g., Ethernef) makes
CAN sockets accessible via standard Linux networking APIs

ADeveloped by Volkswagen Research and integrated into the Linux
kernel

ASupports a variety of CAN hardware adapters: USB, PCle, and virtual
Interfaces

APowers tools likecan-utils , python -can, and custom scripts for
diagnostics and security
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Exercise 1. Enabling a Virtual CAN Interface

Budo modprobe can
sudo modprobe vcan

sudo i1p link add dev vcan@ type vcan
sudo i1p link set up vcan0®

Since we will be using this many times throughoutyberTruck Is it
best to add these commands to a script.

Example:
$ ./ bringup_vcan.sh



Exercise 2: Enabling a HW CAN Interface

STEP 1Connect your interface and make sure it is connected
- You can use thdsusb command to verify that it is connected

STEP2: Configure interface and bring it up

sudo ip link set can0® down
sudo ip link set can0® up type can bitrate

sudo ip link set canl down
sudo ip link set canl up type can bitrate




Using canrutils Tthe CANbus hello world

To verify your interface and CAN Is set up properly, it is wise to verify

functlonallty usmg the Linux cantools. Using two separate
qlJl GRUcO1t B

TERMINAL A TERMINAL B
$ candump vcanO $ cangen vcanO

*note * replace vcanO with your interface €an0O, canl, etc)



You should
see output!




Useful Commandst Send and Recelve

Reading from the can bus
$ candump any

Transmitting CAN frames
$ cansend canO 123#DEADBEEF

AExplanation:
ASends frame withID 0x123and dataDE AD BE EF

Transmitting 29-bit CAN frames (as used by J1939)
$ cansend can0 1823ff40#0123



Useful Commandsrt Logging and Replay

Logging traffic
$ candump - | canO

Replay a log file
$ canplayer -1 candump *.log



Getting Saucy With It

$ ./bifurcator.sh candump-2025-05-24 023038.log

Spllt Iog fIIeS and do a Current segr;ent: bifurcate_current.log (53 lines)

Replaying first half (A)...
Did the behavior occur in A? (y/n): D

b i n ary Se arC h fo r d e S i re d B phil@ubuntu: ~/Desktop/Projects/canplayground Q
replay behavior o8 65

08 65
31 B6
31 B6
3F
3E

Keep splitting and replaying 3 o6

78 09

until you have found the -
exact message ¢ 34

75 88
75 88
77 F8
77 F8
42 00
42 00
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Diving Deeper into carutils

Linux can-utils are a suite of utilities and tools forSocketCANwhich

RUHGeTl s
Basic tools to display, record, generate and replay CAN traffic

candump : display, filter and log CAN data to files

canplayer : replay CAN logfiles

cansend : send a single frame

cangen : generate (random) CAN traffic

cansequence : send and check sequence of CAN frames with incrementing payload

cansniffer : display CAN data content differences

CAN access via IP sockets

canlogserver : log CAN frames and serves them
bcmserver : interactive BCM configuration (remoteflocal)
: use RAW/BCM/ISO-TP sockets via TCP/IP sockets
: UDP/SCTP based SocketCAN tunnel

Version 202506-09

ISO-TP tools

isotpsend : send a single ISO-TP PDU

isotprecv : receive ISO-TP PDU(s)

isotpsniffer : 'wiretap' ISO-TP PDU(s)

isotpdump : 'wiretap' and interpret CAN messages (CAN_RAW)

isotpserver : IP server for simple TCP/IP <-> I1SO 15765-2 bridging (ASCII HEX)
isotpperf : 1ISO15765-2 protocol performance visualisation

isotptun : create a bi-directional IP tunnel on CAN via ISO-TP

J1939/ISOBus tools

* j1939acd : address claim daemon

* j1939cat : take a file and send and receive it over CAN
* j1939spy : spy on J1939 messages using SOC_J1939
* j1939sr : send/recv from stdin or to stdout

 testj1939 : send/receive test packet




Canj1939 Kickstarter

https://github.com/linux -can/can-utils/blob/master/can -]1939-kickstart.md

First steps with j1939

Use test)’

Can-utils have a dedicated [ ——
J1939 module

Most of the subsequent examples will use 2 sockets programs (in 2 terminals). One will use CAN_J1939 sockets using testj7939, and the
other will use CAN_RAW sockets using cansend-+candump.

testj1939 can be told to print the used API calls by adding -v program argument.

receive without source address

Do in terminal 1
testj1939 -B -r can@

Send raw CAN in terminal 2
cansend can@® 1823ff40#0123

You should have this output in terminal 1
40 02300: 01 23

This means, from NAME 0, SA 40, PGN 02300 was received, with 2 databytes, 07 & 23.

now emit this CAN message:

cansend can@ 18234140#0123

Version 202506-09
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Working with pythorcan

Install using:
$ pip install python - can

Documentation:

https://python -can.readthedocs.io/en/stable/index.htm|

Why choose this tool?
A Automation and scripting power
A Integration with larger python workflows and tools¢antools, pandas, scapy)

A Programmatic logic and conditional handling
A Python gives you full control over logic
A Wait for specific responses
A Branch based on message contents
A Retry, delay, or log conditionally
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Recelving CAN with pythottan

ADefine a bus, message, and use the send() API

import can

bus = can.interface.Bus(channel="'vcan@', bustype='socketcan')

print("Listening for messages...")
for msg in bus:
print(msg)
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Sending CAN with pythorcan

ADefine a bus, message, and use the send() API

import can

bus can. interface.Bus(channel="'vcan®', bustype='socketcan')
msg = can.Message(arbitration_id=0x123, data=[0x11, ©0x22, 0x33], is_extended_id=False)

try:
bus.send(msg)
print("Message sent")
except can.CanError:
print("Message NOT sent")
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Logging CAN with pythoitan

Apython-can provides a builtin
Logger to save CAN messages

Aworks Wlth real and Vlrtual bus = can.interface.Bus(channel='vcan®', bustype='socketcan')
|nterfaces (eg’ Cano’ VcanO) logger = can.Logger("logfile.log")

import can

Asaves data In a- format o misgi]nzrzzg?l('ig\)f;timeoutzl.0)
compatible with can-utils o (usa)
(Candump Style) print(f"Logged: {msg}")

Aldeal for capturing traffic,
analyzing diagnostics, and
reproducibility
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Working withcantools

The plot subcommand

The plot subcommand is similar to the decode subcommand but messages are visualized using
matplotlib instead of being printed to stdout.

$ candump -1 vcan@

Install using:
$ python3 - m pip install cantools E1cooTro0mn s3] veaeh ABOISASREZOABOB4SCOCHS

(1609779922.655735) vcan@ 0000024A#120527052E051905

Documentation:

(1609779923.657524)
(1609779923.658086)
(1609779924.659912)
(1609779924.660471)
(1609779925.662277)

1609779925.662837)

vcan@ 00000343#(404C404CB04C404
vcan@ 0000024A#8B058B058B059205
vcan@ 00000343#5C04790479045504
vcan@ 0000024A#44064B0659064406
vcan@ 00000343#15040704F203F203
vcan@ 0000024A#8B069906A706A706

(
(1609779926.664191) vcan@ 00000343#BCO3B503A703BC03
(1609779926.664751) vcan@ 0000024A#A006A706C406C406

https://cantools.readthedocs.io/en/latest/

$ cat candump-2021-01-04_180521.1log | python3 -m cantools plot tests/files/dbc/abs.dbc

Why choose this tool? #ed> PA=w
ADBC, KCD, SYM, ARXML 3&4 and CDD file parsi
A CAN message encoding and decoding
A Simple and extended signal multiplexing

A Diagnostic DID encoding and decoding i = e
A candump output decoder o] T s meme

A Graphical plots of signals o~

14

26

BREMSE_2.whlispeed_FL_Bremse2
BREMSE_2.whispeed_FR_Bremse2
—— BREMSE_2.whispeed_RL_Bremse2
—— BREMSE_2.whispeed_RR_Bremse2

18:05:23.000000 18:05:24.000000 18:05:25.000000 18:05:26.000000
absolute time (start: 04.01.2021)
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SAE J1939 for Python

Install using:
$ pip install can -j1939

Examples:
https://github.com/juergenH87/python -can-j1939/tree/master/examples

Why choose this tool?

A Support for J193922 (J1939 on CANFD)

A ECU (CA) Naming according SAE J1939/81

A Full featured address claiming procedure according SAE J1939/81

A Full support of transport protocol (up to 1785 bytes) according SAE J1939/21
A Full support offd-transport protocol according SAE J1939/22 (J1938D)
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TruckDevil

Install using:
$ git clone https:// github.com / LittleBlondeDevil / TruckDevil.git

Examples:

https://github.com/LittleBlondeDevil/TruckDevil/tree/master/truckdevil/modules

Why choose this tool?

A Easy to learn module based

A Support for M2 device or any pythostan supported device

A Message parsing and display of standard J1939 messages

A Module for UDS, ECU discovery, fuzzing, dumping, and sending J1939 messages
A Easy to add your own modules
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Pretty-J1939

Install using:
$ pip install pretty j1939

Examples:

https://github.com/nmfta -repo/pretty |1939

Why choose this tool?
A Pretty-print J1939 traffic captured incandump logs with dissected data for J1939

A Convert a J1939 Digital Annex (Excel) file into a JSON structure
A*note* This will not parse out proprietary PGNs unless the info is added to your

JSON file
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Pretty-J1939

usage: pretty_j1939.py [-h] [--da-json [DA_JSON]] [--candata] [--no-candata] [--pgn] [--no-pgn & Someexamplesof prettyprinting

[-—-link] [--no-link] [--include-na] [--no-include-nal [—real-time] [—-

candump Formatted content (one per line) next to candump data:

pretty-printing J1939 candump logs

positional arguments:
candump

optional arguments:
-h, —--help
—da-json [DA_JSON]
—candata
—no-candata
——pan
—no-pgn
——spn
—no-spn
—=transport
—no-transport
—1link
——no-1link
—include-na
—no-include-na
—real-time
—no-real-time
—format
—no-format

Version 202506-09

candump log, use - for stdin

show this help message and exit

absolute path to the input JSON DA (default="./3J1939db.json")
print input can data

(default)

(default) print source/destination/type description

(default) print signals description
print details of transport-layer streams found (default)

print details of link-layer frames found
(default)

include not-available (@xff) SPN values
(default)

emit SPNs as they are seen in transport sessions
(default)

format each structure (otherwise single-line)
(default)

$ pretty_j1939.py --candata --format example.candump.txt | head

(1543509533.000838)

(1543509533.000915)

cand 10FDA300#FFFFO7FFFFFFFFFF ;

cand 18FEEQ@0#FFFFFFFFBO5C6800 ;

Single-line contents next to candump data:

{
"DA": "A11(255)",
"PGN": "EEC6(64931)
"SA": “Engine #1(

"Engine Variable Geometry Turbocharge

“DA": “AL1(255)",
"PGN": "VD(65248)",
"SA": “Engine #1(

n
1

@)u'

@)II'

$ pretty_j1939.py --candata example.candump.txt | head

(1543509533.000838)
(1543509533.000915)
(1543509533.000991)
(1543509533.001070)
(1543509533.001145)
(1543509533.001220)
(1543509533.001297)
(1543509533.001372)
(1543509533.001447)
(1543509533.001528)

can@ 1@FDA30@#FFFFO7FFFFFFFFFF ;
can@ 18FEEQ@@#FFFFFFFFBA5C6800 ;
can@ OBFEGE0B#0000000000000000 ;
can@ 18FDB255#FFFFFFFFO100FFFF ;
can@ 0CF@0400#207D87481400F087 ;
can@ 18FF4500#6D00FAGOFFO00A6A ;
can@ 18FEDFO@#82FFFFFF7DE70300 ;
can@ 1CFE9200#FFFFFFFFFFFFFFFF ;
can@ 18F@0131#FFFFFF3FO@FFFFFF ;
can@ 18FEF131#F7FFFF@7CCFFFFFF ;

{"SA":
{"SA":
{"sA":
{"sA":
{"SA":
{"SA":
{"SA":
{"SA":
{"sA":
{"sA":

"Engine #1( @)","DA":"AL1(255)","P
"Engine #1( @)","DA":"AL1(255)","P
"Brakes - System Controller( 11)","
"Diesel Particulate Filter Controll
"Engine #1( ©)","DA":"All(255)","P
"Engine #1( ©)","DA":"All(255)","P
"Engine #1( @)","DA":"Al1(255)","P
"Engine #1( @)","DA":"Al1(255)","P
"Cab Controller - Primary( 49)","DA
"Cab Controller - Primary( 49)","DA




Caring Caribou

Install using:
$ git clone https://github.com/CaringCaribou/caringcaribou.qit

$cd caringcaribou  && python setup.py install

Examples:
https://github.com/CaringCaribou/caringcaribou/tree/master/caringcaribou/modules

Why choose this tool?
A Dedicated modules for CAN message reverse engineering
A Powerful module for UDS RE such as attacking security seeds, DID enumeration,

ECU discovery
A Support for DolPand XCP reverse engineering
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https://github.com/CaringCaribou/caringcaribou.git
https://github.com/CaringCaribou/caringcaribou/tree/master/caringcaribou/modules

Caring Caribou

$ caringcaribou --help $ caringcaribou -i vcan@ uds -h

(venv) d :
usage: caringcaribou [-h] [-i1 INTERFACE] module ...

CARING CARIBOU v0.7 - python 3.10.12 (main, Feb 4 2025, 14:57:36) [GCC 11.4.0]
NE\T

Loading module 'uds

usage: caringcaribou uds [-h]
{discovery,services,subservices,ecu_reset,testerpresent,security_seed,dump_dids,read_mem,auto}

Universal Diagnostic Services module for CaringCaribou
A friendly car security exploration tool L.
positional arguments:

positional arguments: {discovery,services,subservices,ecu_reset,testerpresent,security_seed,dump_dids,read_mem,auto}

module Name of the module to run

Arguments to module options:

-h, --help show this help message and exit
options:

-h, --help show this help message and exit

-1 INTERFACE force interface, e.g. 'canl' or 'vcan0'

Example usage:
caringcaribou uds discovery
caringcaribou uds discovery -blacklist 0x123 0x456
caringcaribou uds discovery -autoblacklist 10
caringcaribou uds services 0x733 0x633
caringcaribou uds ecu_reset 1 0x733 0x633
caringcaribou uds testerpresent 0x733
caringcaribou uds security_seed 0x3 0x1 0x733 0x633 -r 1 -d 0.5
caringcaribou uds dump_dids 0x733 0x633
caringcaribou uds dump_dids 0x733 0x633 --min_did 0x6300 --max_did Ox6fff -t 0.1
caringcaribou uds read_mem 0x733 0x633 --start_addr 0x0200 --mem_length 0x10000

(venv) ] 3 |

available modules:
dcm, doip, dump, fuzzer, listener, module_template, send, test, uds, uds_fuzz, xcp

https://github.com/Carin [ ringcatri ree/m r_for help
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https://github.com/CaringCaribou/caringcaribou/tree/master

Scapy

Install using:

$ git clone https:// github.com / secdev/ scapy

$cd scapy

$./ run_scapy

Examples:

https://munich.dissec.to/kb/chapters/can/can -scapy.html
https: I h lo/en/| layer motive.html

Why choose this tool?

A Protocol stack and flexibility (CAN, ISGIP, UDS message support)

A Built in sniffing and injection

A Built in packet manipulation and automation

A Support for other protocols (learn one tool for ethernetpluetooth, etc)
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https://munich.dissec.to/kb/chapters/can/can-scapy.html
https://munich.dissec.to/kb/chapters/can/can-scapy.html
https://munich.dissec.to/kb/chapters/can/can-scapy.html
https://scapy.readthedocs.io/en/latest/layers/automotive.html

ScapyT CAN send message

from scapy.all import *
load_layer( )

# Configure Socket

conf.contribs| : False} # default
load_contrib(

socket = CANSocket(channel=

#Send a Packet
frame = CAN(flags= , identifier= , data=bytes.fromhex(
socket.send(frame)

1
2
3
4
5
6
.
8
9
0]
1

1
1
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ScapyT CAN receive messages

from scapy.all import *
load_layer( )

# Configure Socket

conf.contribs| : False} # default
load contrib(

socket = CANSocket(channel=

1
2
3
4
5
6
7
8
S

# Recieve CAN

while True:
rx_packet = socket.recv()
rx_packet.show()
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ScapyT Low Level CAN attacks

Ahttps://munich.dissec.to/kb/chapters/can/can -
lowlevelattacks.html

AEnumerates many lowlevel attacks on CAN devices including
ABus Flood Attacks
A Simple Frame Spoofing
AAdaptive Frame Spoofing
AFrame Tampering
AError Passive Spoofing Attacks
ABus-off Attacks
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https://munich.dissec.to/kb/chapters/can/can-lowlevelattacks.html
https://munich.dissec.to/kb/chapters/can/can-lowlevelattacks.html
https://munich.dissec.to/kb/chapters/can/can-lowlevelattacks.html
https://munich.dissec.to/kb/chapters/can/can-lowlevelattacks.html

ScapyT Protocol Layers

AScapyhas support fordiscecting the following protocol layers that
you might find useful
AISOTP
AUDS
ACCP/IXCP
AODB
AAUTOSAR SecOC

Ahttps://scapy.readthedocs.io/en/latest/layers/automotive.html#layers
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Connecting PCAN to pythoitan

1) Install PEAK drivers from
A https:/ww.peak -system.com/quick/DrvSetu

2) Verify connected device using PEAK tool.
3) Specify channel and interface

import can

bus = can.interface.Bus(channel = , interface= , bitrate=
print(

can_id =
data = [ s ’ ’ ’ ’ ’ ’ ]
message = can.Message(arbitration_id=can_1id, data=data, is_extended id=True)

1
2
3
4
5
6
7
8
9
0!

[EEY

bus.send(message)
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Wireshark

Install using:

$ sudo apt install wireshark can- utils
$ sudo usermod -aG wireshark $USER
$ newgrp wireshark

Examples:

https://github.com/hexsecs/cybertruck/blob/main/chapters/wireshark.md

Why choose this tool?

A Dissectors for CAN, ISGTP, J1939DolP etc

A Powerful logging and filtering functions

A Support for many other protocols (learn one tool for ethernetDolP, bluetooth, etc)
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WiresharkT Dissecting UDS

O Wireshark - Decode A

Field | value | Type | Default | Current

1SO15765 next level dissector (none) <none> (none) UDS

9YUnRRNz!| DWagé6IJWI R¢

Wireshark - Preferences

IPPUSB
IPSICTL 1S015765 Protocol
1Pv4 Addressing

1Pv6 ® Normal addressing

IPVS Extended addressing
IPX
IRC Window 8

iRDMA-EP

ISAKMP

iscsl CAN IDs (standard) 1808
ISDN

iSER
ISMACRYP
iSNS

1SO 10681
1SO 15765
ISO 8583
ISObus VT

CAN IDs (extended)

CAN ID Mappings Edit...

+ Handle LIN Diagnostic Frames

Version 202506-09

Wc WO ? E Wl Rt t 1JH a PP

No. Time | Source | Destination | Protocol | Length |Info
0.000000 32 Request
0.000826 Reply
0.020848 Request
0.021403 Reply
0.163981 Request
0.165525 Request
0.194511 Reply
0.224276 Reply
0.452643 Request
0.853234 Request
1.084695 Request
1.085281 Reply
1.876742 Reply
1.9735/3 Request
1.975 491 Reply
1.979706 Request
1.980317 Reply
2.166459 Request
2.171012 Reply
2.189229 Request
2.191490 Reply
2.203413 Request
2.222755 Request
2.224435 Reply
2.234330 Request
2.240974 Request
2.241153 Reply
2.256380 Request
2.263593 Reply
2.301535 Request
2.327561 Reply
2.333376 Request
2.335568 Reply
2.344933 Request
2.351225 Request

2879 Reply

> Frame 15: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) on interface unknown, id @
Linux cooked capture vl
> Controller Area Network, ID: 1914 (0x77a), Length: 8
15015765 Protocol
Unified Diagnostic Services
0.10 0111 = Service Identifier: Security Access (0x27)
e v Reply Flag: Ox1
SubFunction: Request Seed (@x11) (Request Seed)
Seed: 00032e69

® B Seed (uds.sa:seed), 4 bytes

Diagnostic Session Control
Diagnostic Session Control
Routine Control

Routine Control

Tester Present

Control DTC Setting

Error

Control DTC Setting
Communication Control
Tester Present

Diagnostic Session Control
Error

Diagnostic Session Control
Security Access

Security Access

Security Access

Security Access

Write Data By Identifier
Write Data By Identifier
Request Download

Request Download

Tester Present

Transfer Data

Transfer Data

Tester Present

Request Transfer Exit
Request Transfer Exit
Routine Control

Routine Control

Routine Control

Routine Control

Request Download

Request Download

Tester Present

Transfer Data

Transfer Data

00 01 01 18 00 00 00 00
0010 7a 07 00 00 08 00 00 00

Packets: 141 - Displayed: 58 (41.1%)

Extended Diagnostic Session
Extended Diagnostic Session
Start routine 0x0203
Start routine 0x0203
SubFunction: 0x@0
off ff ff ff
Control DTC Setting (NRC: Request correctly r
off

SubFunction: Enable RX and Disable TX (Repl
SubFunction: @x@@ (Reply suppressed)
Programming Session

Diagnostic Session Control (NRC: Request corr
Programming Session P2-default: 50ms P2-
Request Seed (@x11)

Request Seed (0x11) 00 @3 2e 69

Send Key (0x12) d4 b2 66 82

Send Key (0x12)

oxfl5a 18 10 08 00 00 01 @0 16 2f

oxf15a

0x100 bytes at Oxa (Compression:@x@ Encrypt
Max Block Length @xff9

SubFunction: 0x@0 (Reply suppressed)

Block Sequence Counter 1 19 bl 42 e2 ae 6¢
Block Sequence Counter 1

SubFunction: 0x00 (Reply suppressed)

P2-default:

(Reply suppressed)

Start routine 0x0202 74 db f3 45 57 09 42 4
Start routine 0x0202 @x@

Start routine 0xff@@ (eraseMemory) 01 o5
Start routine 0xffo@ (eraseMemory) @x@

0x4 bytes at 0x5 (Compression:@x@ Encryptin
Max Block Length @xff9

SubFunction: 0x@0 (Reply suppressed)

Block Sequence Counter 1 30 33 32 31

Block Sequence Counter 1

00 00 00 00 00 00 00 Oc
06 67 11 00 03 26 69 aa z

Profile: Default



WiresharkT Dissecting J1939
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