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Å~20 years in transportation security

ÅTeaching Experience:
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Command Line Interfaces

Who has 
experience..

...using the 
command 

line in 
Windows?

вƨƚŔŰŊШƣőĲШ
command 

line in Linux?

вƽŔƣőШ9  Ш
and J1939?
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What Is the Command 
Line Interface (CLI)?

ÅThe CLI is a text -based interface  used to interact with 
ċШĦŸůƓƨƣĲƖќƚШŸƓĲƖċƣŔŰŊШƚǃƚƣĲůЮ

ÅUnlike graphical user interfaces (GUIs), the CLI uses 
typed commands  to perform tasks.

ÅfƣќƚШũŔŊőƣƽĲŔŊőƣЯШƓŸƽĲƖŉƨũЯШċŰĬШŸŉƣĲŰШƣőĲШpreferred tool 
in professional diagnostics and scripting.

ÅCommon CLIs:
ÅWindows Command Prompt / PowerShell
ÅLinux Terminal / Bash / ZSH / etc

ÅWidely used in vehicle diagnostics, firmware 
interaction, and cybersecurity tools .
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Basic Command-Line 
Operations
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ÑŸĬċǃќƚШ§ĤŢĲĦƣŔƻĲƚ

Command -
line Basics
Overview of 
essential 
command-line 
commands and 
operations for 
both Windows 
and Linux 
systems.

Scripting 
Introduction
Introduction to 
scripting for 
diagnostics and 
automation tasks, 
enhancing 
efficiency and 
troubleshooting 
capabilities.

Python and 
CAN Bus
Using Python 
scripts to interact 
with CAN bus 
systems for data 
communication 
and vehicle 
diagnostics.

AI Tools for 
Scripting
Leveraging AI 
tools like 
ChatGPT to assist 
in writing and 
debugging 
scripts, 
optimizing 
development 
processes.

Advanced 
CLI Tools
Overview of 
advanced 
command-line 
tools such as 
cantools, python-
can, TruckDevil, 
CaringCaribu, 
and Scapy for 
enhanced 
diagnostics and 
automation.
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xĲƣќƚШ7ŸŸƣШfŰƣŸШxŔŰƨǂг

ÅFor a majority of this course we will be in Linux
ÅWe will touch on both Linux and Windows, however it will be fine 

to stay booted in Linux the whole time
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Navigating the File System

Key Commands:
Åcd т Change directory (no argument will show current)
Åls  (Linux) / dir  (Windows) т List contents
Åpwd (Linux) т Show current directory

Quick Examples:
Åcd /home/user/logs (Linux)
Åcd C:\Logs\2024 (Windows)
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Basic File Operations

ÅCommon Commands:
Åmkdir  т Make new folder
Årm / del  т Remove files
Åcopy  (Windows) / cp (Linux) т Copy files
Åmove (Windows) / mv (Linux) т Move or rename files

ÅExamples:
Åmkdir  diagnostics
Åcp can_dump.log backup/ (Linux)
Åcopy  can_dump.log backup\ (Windows)
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Windows CMD Resources

Åhttps://github.com/security -cheatsheet/cmd -command -
cheat -sheet

> help

https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
https://github.com/security-cheatsheet/cmd-command-cheat-sheet
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Linux Command Line Resources

ÅLots of resources out there for help
Åman <command> - Show the users manual
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Linux Command Line Resources (cont.)

ÅLots of resources out there for help
Åtldr  т an attempt to make reading the manuals even easier with examples.
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Windows Subsystem for Linux

ÅWindows has a subsystem that allows for use of the GNU/Linux 
environment within Windows without a VM
ÅNOTE т YMMV when trying to use things like socketCAN in WSL
ÅBetter to work directly in Linux if you want to use Linux cantools
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Working with SocketCAN 
in Linux
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What is SocketCAN?

ÅSocketCAN is the Linux-native framework for Controller Area Network 
(CAN) support
ÅTreats CAN interfaces like network interfaces (e.g., Ethernet) у makes 

CAN sockets accessible via standard Linux networking APIs
ÅDeveloped by Volkswagen Research and integrated into the Linux 

kernel
ÅSupports a variety of CAN hardware adapters: USB, PCIe, and virtual 

interfaces
ÅPowers tools like can-utils , python -can, and custom scripts for 

diagnostics and security
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Exercise 1: Enabling a Virtual CAN Interface

Since we will be using this many times throughout CyberTruck, is it 
best to add these commands to a script.

Example:
$ ./ bringup_vcan.sh
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Exercise 2: Enabling a HW CAN Interface

STEP 1: Connect your interface and make sure it is connected
- You can use the lsusb  command to verify that it is connected

STEP 2: Configure interface and bring it up
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Using can-utils т the CANbus hello world

To verify your interface and CAN is set up properly, it is wise to verify 
functionality using the Linux can-tools. Using two separate 
ƣĲƖůŔŰċũƚв

TERMINAL A
$ candump vcan0

TERMINAL B
$ cangen vcan0

*note * replace vcan0 with your interface (can0, can1, etc)
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You should 
see output!
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Useful Commands т Send and Receive

Reading from the can bus
$ candump any

Transmitting CAN frames
$ cansend can0 123#DEADBEEF

ÅExplanation:
ÅSends frame with ID 0x123 and data DE AD BE EF

Transmitting 29 -bit CAN frames (as used by J1939)
$ cansend can0 1823ff40#0123
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Useful Commands т Logging and Replay

Logging traffic
$ candump - l can0

Replay a log file
$ canplayer - I candump_*.log
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Getting Saucy With It

Split log files and do a 
binary search for desired 
replay behavior

Keep splitting and replaying 
until you have found the 
exact message
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Diving Deeper into can-utils

Linux can-utils are a suite of utilities and tools for SocketCAN which 
ŔŰĦũƨĬĲв
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Can-j1939 Kickstarter

https://github.com/linux -can/can-utils/blob/master/can -j1939-kickstart.md

Can-utils have a dedicated 
J1939 module

https://github.com/linux-can/can-utils/blob/master/can-j1939-kickstart.md
https://github.com/linux-can/can-utils/blob/master/can-j1939-kickstart.md
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Working with python-can
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Working with python-can

Install using:
$ pip install python - can 

Documentation:
https://python -can.readthedocs.io/en/stable/index.html

Why choose this tool?
ÅAutomation and scripting power
ÅIntegration with larger python workflows and tools (cantools, pandas, scapy)
ÅProgrammatic logic and conditional handling
ÅPython gives you full control over logic
ÅWait for specific responses
ÅBranch based on message contents
ÅRetry, delay, or log conditionally

https://python-can.readthedocs.io/en/stable/index.html
https://python-can.readthedocs.io/en/stable/index.html
https://python-can.readthedocs.io/en/stable/index.html
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Receiving CAN with python-can

ÅDefine a bus, message, and use the send() API
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Sending CAN with python-can

ÅDefine a bus, message, and use the send() API
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Logging CAN with python-can

Åpython-can provides a built-in 
Logger to save CAN messages
ÅWorks with real and virtual 

interfaces (e.g., can0, vcan0)
ÅSaves data in a format 

compatible with can-utils 
(candump style)
ÅIdeal for capturing traffic, 

analyzing diagnostics, and 
reproducibility
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Tools That Use Python-Can
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Working with cantools

Install using:
$ python3 - m pip install cantools  

Documentation:
https://cantools.readthedocs.io/en/latest/

Why choose this tool?
ÅDBC, KCD, SYM, ARXML 3&4 and CDD file parsing
ÅCAN message encoding and decoding
ÅSimple and extended signal multiplexing
ÅDiagnostic DID encoding and decoding
Åcandump output decoder
ÅGraphical plots of signals

https://python-can.readthedocs.io/en/stable/index.html
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SAE J1939 for Python

Install using:
$ pip install can - j1939  

Examples:
https://github.com/juergenH87/python -can-j1939/tree/master/examples

Why choose this tool?
ÅSupport for J1939-22 (J1939 on CANFD)
ÅECU (CA) Naming according SAE J1939/81
ÅFull featured address claiming procedure according SAE J1939/81
ÅFull support of transport protocol (up to 1785 bytes) according SAE J1939/21
ÅFull support of fd-transport protocol according SAE J1939/22 (J1939-FD)

https://github.com/juergenH87/python-can-j1939/tree/master/examples
https://github.com/juergenH87/python-can-j1939/tree/master/examples
https://github.com/juergenH87/python-can-j1939/tree/master/examples
https://github.com/juergenH87/python-can-j1939/tree/master/examples
https://github.com/juergenH87/python-can-j1939/tree/master/examples
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TruckDevil

Install using:
$ git clone https:// github.com / LittleBlondeDevil / TruckDevil.git  

Examples:
https://github.com/LittleBlondeDevil/TruckDevil/tree/master/truckdevil/modules

Why choose this tool?
ÅEasy to learn module based
ÅSupport for M2 device or any python-can supported device
ÅMessage parsing and display of standard J1939 messages
ÅModule for UDS, ECU discovery, fuzzing, dumping, and sending J1939 messages
ÅEasy to add your own modules

https://github.com/LittleBlondeDevil/TruckDevil/tree/master/truckdevil/modules
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Pretty-J1939

Install using:
$ pip install pretty_j1939

Examples:
https://github.com/nmfta -repo/pretty_j1939

Why choose this tool?
ÅPretty-print J1939 traffic captured in candump logs with dissected data for J1939
ÅConvert a J1939 Digital Annex (Excel) file into a JSON structure
Å*note*  This will not parse out proprietary PGNs unless the info is added to your 

JSON file

https://github.com/nmfta-repo/pretty_j1939
https://github.com/nmfta-repo/pretty_j1939
https://github.com/nmfta-repo/pretty_j1939
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Pretty-J1939
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Caring Caribou

Install using:
$ git clone https://github.com/CaringCaribou/caringcaribou.git
$ cd caringcaribou && python setup.py install

Examples:
https://github.com/CaringCaribou/caringcaribou/tree/master/caringcaribou/modules

Why choose this tool?
ÅDedicated modules for CAN message reverse engineering
ÅPowerful module for UDS RE such as attacking security seeds, DID enumeration, 

ECU discovery
ÅSupport for DoIP and XCP reverse engineering

https://github.com/CaringCaribou/caringcaribou.git
https://github.com/CaringCaribou/caringcaribou/tree/master/caringcaribou/modules
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Caring Caribou

https://github.com/CaringCaribou/caringcaribou/tree/master  for help

https://github.com/CaringCaribou/caringcaribou/tree/master
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Scapy

Install using:
$ git clone https:// github.com / secdev / scapy
$ cd scapy
$ ./ run_scapy

Examples:
https://munich.dissec.to/kb/chapters/can/can -scapy.html
https://scapy.readthedocs.io/en/latest/layers/automotive.html

Why choose this tool?
ÅProtocol stack and flexibility (CAN, ISO-TP, UDS message support)
ÅBuilt in sniffing and injection
ÅBuilt in packet manipulation and automation
ÅSupport for other protocols (learn one tool for ethernet, bluetooth, etc)

https://munich.dissec.to/kb/chapters/can/can-scapy.html
https://munich.dissec.to/kb/chapters/can/can-scapy.html
https://munich.dissec.to/kb/chapters/can/can-scapy.html
https://scapy.readthedocs.io/en/latest/layers/automotive.html
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Scapy т CAN send message
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Scapy т CAN receive messages
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Scapy т Low Level CAN attacks

Åhttps://munich.dissec.to/kb/chapters/can/can -
lowlevelattacks.html
ÅEnumerates many low-level attacks on CAN devices including
ÅBus Flood Attacks
ÅSimple Frame Spoofing
ÅAdaptive Frame Spoofing
ÅFrame Tampering
ÅError Passive Spoofing Attacks
ÅBus-off Attacks

https://munich.dissec.to/kb/chapters/can/can-lowlevelattacks.html
https://munich.dissec.to/kb/chapters/can/can-lowlevelattacks.html
https://munich.dissec.to/kb/chapters/can/can-lowlevelattacks.html
https://munich.dissec.to/kb/chapters/can/can-lowlevelattacks.html
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Scapy т Protocol Layers

ÅScapy has support for discecting the following protocol layers that 
you might find useful
ÅISO-TP
ÅUDS
ÅCCP/XCP
ÅODB
ÅAUTOSAR SecOC

Åhttps://scapy.readthedocs.io/en/latest/layers/automotive.html#layers

https://scapy.readthedocs.io/en/latest/layers/automotive.html#layers
https://scapy.readthedocs.io/en/latest/layers/automotive.html#layers
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Using python-can in 
Windows



Version 2025-06-09

Connecting PCAN to python-can

1) Install PEAK drivers from 
Åhttps://www.peak -system.com/quick/DrvSetup

2) Verify connected device using PEAK tool.
3) Specify channel and interface

https://www.peak-system.com/quick/DrvSetup
https://www.peak-system.com/quick/DrvSetup
https://www.peak-system.com/quick/DrvSetup
https://www.peak-system.com/quick/DrvSetup
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GUI Based Tools
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Wireshark

Install using:
$ sudo apt install wireshark can- utils
$ sudo usermod - aG wireshark $USER
$ newgrp wireshark

Examples:
https://github.com/hexsecs/cybertruck/blob/main/chapters/wireshark.md

Why choose this tool?
ÅDissectors for CAN, ISO-TP, J1939, DoIP, etc
ÅPowerful logging and filtering functions
ÅSupport for many other protocols (learn one tool for ethernet, DoIP, bluetooth, etc)

https://github.com/hexsecs/cybertruck/blob/main/chapters/wireshark.md


Version 2025-06-09

Wireshark т Dissecting UDS
ĬĬШċШÖ?ÉШĬŔƚƚĲĦƣŸƖв

9ŸŰŉŔŊƨƖĲШƣőĲШĬŔċŊŰŸƚƣŔĦШf?ƚв
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Wireshark т Dissecting J1939
ĬĬШċШsΝΦΟΦШĬŔƚƚĲĦƣŸƖв


